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Abstract—To solve the problem of detecting unexpected
situations in network traffic, it is proposed to determine the
normal, unexpected states and behavior of the system using
statistical methods. The statistical analysis methods used are the
mean, variance, asymmetry coefficient, kurtosis coefficient,
opposition coefficient and entropy coefficient. All statistical
analysis methods allow for a deeper understanding of the
uniqueness of the data. Each coefficient provides different
measurement values, with which it is possible to determine the
general characteristics of the data. The application of statistical
analysis methods in network traffic is one of the most common
methods for implementing the technology of detecting unexpected
situations. For this, network traffic recorded in real time in
laboratory conditions is used. Packet features of the network
traffic are extracted from the recorded data, and then statistical
analysis is performed using the extracted features. Markov chain
is one of the most effective tools for analyzing situations and events
occurring in network traffic. Markov chain is formed using the
results of statistical analysis, and a Markov chain is constructed.
This approach represents the state of the network flow in a
probabilistic model and serves as an effective tool in monitoring
the network flow.

Keywords—Unexpected situation; mean; variance; asymmetry
coefficient; kurtosis coefficient; opposition coefficient; entropy
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. INTRODUCTION

Today, ensuring information protection is one of the most
pressing issues. The increase in the volume of data also creates
new problems. This means that network security officers need
to strengthen measures to eliminate or prevent problems in the
proper organization of network management [32]. Traditional
methods do not provide sufficient results in the face of new
attacks [7]. Therefore, it is necessary to use modern analysis
methods. In particular, traffic analysis, anomaly detection [13],
and deep analysis of packet features are effective tools [15].
These methods are widely used by many researchers due to the
fact that they can be implemented in real time [16].

Analysis through packet features is a time-saving method for
detecting unexpected events in network operations [33].
Researchers use neural network, machine learning [6], deep
learning and analytical analysis methods [31] to analyze packet

features [3]. Statistical analysis methods have been little studied.
Therefore, statistical analysis methods were used in this research
work.

The research study investigated unexpected network traffic
patterns. To do this, first, the network traffic was recorded, and
packet features were extracted. The data was recorded in a
laboratory environment using the Wireshark program, and
packet features were extracted based on the developed
algorithm.

Statistical analysis methods [28], including mean, variance,
asymmetry coefficient, kurtosis coefficient, opposition
coefficient and entropy coefficient, were used to analyze the
extracted packet features [1], [2]. Markov chain is the most
effective method for in-depth analysis of unexpected situations
[21]. As a result of the research work, statistical analysis
methods and Markov chain architecture were developed to
identify unexpected situations in network flow [14]. Based on
the results obtained, an assessment was made of unexpected
situations in network flow.

The novelty of the study is that it proposes a Markov chain
model, combining statistical indicators based on real traffic data.
This allows not only to identify unexpected situations in the
network, but also to predict their development trends in advance.

The study consists of six sections: Introduction, Related
works,  Problem  statement, Proposed  methodology,
Experimental results and discussions, and Conclusion.

II.  RELATED WORKS

Ramachandran et al. [1] have studied probability theory and
mathematical analysis in detail in statistical analysis. In their
book, they have justified the analysis of theoretical knowledge
and practical skills necessary for solving real-life statistical
problems [26].

Hu et al. [2], performed quantitative data analysis and
sample variance analysis. Based on the experiments, they
proposed new solutions for variance analysis [35].

Alasmar and Zakhleniuk used variance from statistical
analysis algorithms to extract link data from the incoming data.
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The proposed link size estimation approach measures the
statistical parameters and then measures the rate of change in
traffic. The heavy length distributions performed better than the
Gaussian model [3].

Chydzinski [4] studies the effect of interdependence of
packet arrival time and service delivery on the degradation of
queuing system performance in network operation.

Kasse et al. [5] present an approach using the Path-scan
model to identify paths that exhibit anomalous behavior in
network communications. They developed a Markov model
consisting of three states to model the states in the network.

Li and Wu used a Markov chain model to calculate the
probability of agents forwarding packets in the idle or busy state
and analyze the packet forwarding behavior of agents. On this
basis, they proposed a game model for packet forwarding
strategies [6].

Zhou and Nikaein [7] proposed an adaptive packet collection
method to improve the reliability of random access. Random
access [30] is not checked for each packet, but instead, random
access is checked when the number of collected packets reaches
a certain threshold. During packet collection, there may be
delays or packet loss. To overcome this problem, a Markov
model was used.

Sun and Zhao proposed a Markov chain method for
modeling photovoltaic array noise and studied the accuracy of
the modeling [8].

Doncel described the average information age of a system
[24] using the stochastic hybrid system method. The study
investigated the average information age of a queuing system
formed by two queues, the first queue storing the system updates
and the second one storing the energy required to deliver the
state update to the monitor [34]. The queues process one packet

[9].

Ott and Swanson study Markov chain models derived from
protocols in the TCP (Transmission Control Protocol) paradigm.
The researchers study the problems of packet loss, latency, and
network congestion [10].

Even studied the convergence rate of Markov chains and
optimized functions [23] under the least restrictive assumptions.
He showed a theoretical lower bound for methods for sampling
stochastic gradients along a Markov chain path and a
dependence on the beat time of the Markov chain [11].

Smiesko et al. [12] used statistical parameters to detect
DDos attacks in real time. Statistical analysis methods such as
kurtosis coefficient, entropy, correlation coefficient, and Hurst
exponent were used to analyze network flow data [17].

Lu uses data transformation analysis to reduce risks in online
shopping and ensure online security [34]. Opposition
coefficient, correlation coefficient and other methods of
statistical analysis were used [13].

Kenyon et al. [14] analyzed the payload of packets using
entropy and found that entropy is an effective method for
anomaly detection. They compared real-time entropy values
with baseline values to detect anomalies in the flow [18].
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In calculating the maximum entropy of network traffic, Gu
et al. [15] proposed an effective method for detecting behavior-
based anomalies, which is commonly applied to TCP and UDP
(User Datagram Protocol) traffic data. The calculation used the
protocol information and the sending port number features.

Doriguzzi-Corin et al. [16] propose to detect DDoS
(Distributed Denial-of-Service) attacks by extracting packet
features and exploiting the features.

In the analyzed research works, it was mainly studied on the
basis of analysis based on packet data. However, the data in the
packets were considered as the basis for analysis, but their
interdependence was rarely analyzed. To solve this problem, the
research study used a Markov chain in combination with
statistical analysis methods, which allows for accurate
evaluation of the results obtained.

I1l.  PROBLEM STATEMENT

Developing effective methods for detecting and responding
to threats by analyzing large networks has always been relevant
[19]. One of the biggest challenges is to detect attacks that
exhibit anomalous behavior in selected packet features of
network traffic [20]. Detection and response methods must be
adaptable to a wide variety of network environments, and these
methods should be implemented without human intervention as
much as possible [25], [27].

Attack detection should be as accurate as possible. Because
a falsely detected attack can lead to a denial of service for
legitimate users in network operations. If the detection results in
the detection of attacks that are not occurring, the attack will not
be detected, meaning the detection process will not work
properly [26], [28]. The method used in the detection process
should be effective and fast in relation to the various attacks that
currently exist.

Research shows that statistical features and statistical
processing are a useful approach for detecting anomalous
intrusions.

Developing useful methods for detecting unexpected events
that occur as a result of device failures or unforeseen events
observed in network operations is an important task today. The
main requirement for the developed methods is the ability to
detect any type of unexpected situation in real time, including
data that is unknown in advance and is also scattered over time.
For this, the recorded network flow characteristics are used.
When recording a network flow, the network flow is recorded in
pcap format using the Wireshark program and the flow
characteristics are extracted for analysis. The extracted
characteristics are stored in csv file format. The flow
characteristics are evaluated using statistical analysis methods
and Markov chains.

IV. THE PROPOSED METHODOLOGY

In the proposed research method, network traffic is recorded,
and statistical analysis is performed based on the collected data.
Fig. 1 depicts the network traffic data collection and analysis.
First, the incoming network traffic data was recorded using the
Wireshark program in a laboratory setting. The recorded data is
saved in the pacp file format. Second, the data stored in the pcap
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file is read based on the developed algorithm, 89 different
features are extracted from the read data and saved in the csv file
format. This process is carried out in three stages. Reading,
feature extraction, and saving the features in the csv file format.
The data in the csv file is processed and checked using statistical
analysis algorithms [1]. A Markov chain is formed using the
results of statistical analysis. The results of statistical analysis
are important in determining the set of Markov chain states.

statistical analysis
algorithms.

e 89 features extracted mean
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Fig. 1. Statistical analysis structure of network flow feature extraction.

A. Extracting Network Flow Characteristics

Network traffic was captured in a laboratory environment
using Wireshark. During the recording, data was transmitted
through 6 computers and various network activity conditions
were captured. Fig. 1 shows a model of the network traffic
capture process. Eighty-nine features were extracted from the
traffic data recorded in a laboratory environment. The extracted
features allow us to solve the research problem.

In the algorithm in Fig. 2, the data recorded in the pcap file
is read through Wireshark and the initial properties of the packet
are extracted: srclP, dstlP, srcPort, dstPort, protocol,
timestamp, headBytes, payloadBytes, flags, windowSize,
payload. These properties are the main information for forming
the flow data. Based on this information, eighty-nine different
properties are determined.

1: function nextPacket()

2: packetInfo < None

3: while peapPtr < peapLen do & Packet reading continues

4:  totGen.nextld() & Create a new ID for each package

5. timeHigh < pcapData[pcapPtr-pcapPtr + 4] &= High timestamp

6:  timeHigh « structunpack(typel, timeHigh)[0] & Unpacking time

7. timeLow « pcapData[pcapPtr + 4:pcapPtr + 8] & Lower timestamp

8.  timeLow + struct.unpack(typel, timeLow)[0] & Unpacking time

9:  timeStamp « 1000000 * timeHigh + timeLow & Timestamp calculation
10:  caplen « peapData[pcapPtr + &:pcapPtr + 12] & Package length

11:  caplen + struct.unpack(typel, caplen)[0] &= Unpacking the packet length
12: peapPtr += 16 & Go to package information

13:  packetData «+ peapData[pcapPtrpcapPtr + caplen] & Get package information
14:  peapPtr += caplen & Move the pointer to the next packet

15:  if isIpv4TCP(packetData) then

16:  packetInfo + getlpv4Info(packetData, timeStamp) - IPv4 TCP packet
17: break

18:  else if isIpv6 TCP(packetData) then

19: packetInfo +— getIpvéInfo(packetData, timeStamp) e IPvé TCP packet
20: break

21: endif

22: end while

23: return packetInfo t Return packet data

24: end function

Fig. 2. Pseudocode for reading packet data from a pcap file.

In Fig. 3, timestamps and flags from each packet of data are
used to create a stream from the data. When the stream is
complete, the data is written to a csv file.

Vol. 16, No. 6, 2025

1: function addPacket(packet: BasicPacketInfo)
if packet == None then
return
end if
currentTS « packet. getTimeStamp() & Packet timestamp
pktFwdFlowld < packet.getFwdFlowld() & Packet transmission flow identifier
: pktBwdFlowld « packet.getBwdFlowld() > Packet reverse flow identifier
: if pktFwdFlowld in self.currentFlows or pktBwdFlowId in self.currentFlows then
if pktFwdFlowld in self.currentFlows then
0: flowld « pktFwdFlowld & Flow ID

Bwn

=10 0O

61: function dumpPayloadToCSV()

62: open "payload.csv" for writing as csvfile

63: writer < csv.writer(csvfile) &> Opening and writing a CSV file
64: for each flow in self finishedFlows do

65:  flow — flowType(flow) & Getting the flow

66:  output «— flow.generateFlowFeatures() & Getting the features
67:  writer.writerow(output) & Writing features to CSV

68: end for

69: end function

Fig. 3. Pseudocode for capturing stream data based on packet data from a
pcap file.

In Fig. 4, flag features are also extracted to perform the
calculations required for the research results. This data is written
to a csv file after the data in the pcap file is completely read using
the dumpFeatureToCSV function [29]. This process is
performed each time a pcap file is read, and the data from each
pcap file is saved to a separate csv file.

1: function init(generator, sreIP, dstIP, srcPort, dstPort, protocol, timeStamp, headBytes, payloadBytes, flags,
TCPWindow, payload)

2: id « generator.nextId() & Create a unique ID for the package
3: srclP « srelP o Setting the source IP address

4: dstIP + dstIP & Setting the destination IP address

5 srcPort «— srcPort & Setting the source port

6: dstPort «— dstPort &= Setting the destination port

7: protocol «— protocol & Protocol setup

8 p et p & Set t

9: headBytes «— headBytes &> Setting the packet header length
10: payloadBytes < payloadBytes t Load length setting

80: return (flags >> 5) & 1 o Check the URG flag
81: end function

82: function hasFlagECE()

83: return (flags >> 6) & 1 & Check the ECE flag

84: end function

85: function hasFlagCWR()

86- return (flags >> 7) & 1 & Check the CWR flag
87: end function

Fig. 4. Pseudocode for extracting features needed in a calculation.

B. Mathematical Representation of Markov Chain

Markov chains were first used by Andrey Markov in 1906 to
show that the law of large numbers does not require that random
variables be independent. Since then, Markov chains have been
used in biology, finance, computer science, mathematics, and
other fields [5, 21]. A Markov chain is a model that helps us
visualize a sequence of random variables, states, and the states
in which each of them can take on values from a given set.
Markov chains can also be used to make predictions, predict
future events, or understand a process that has occurred [22].

Consider a simple Markov chain with states and transition

matrix ||pU||;l Givenry, ..., 7;,, the terminal probabilities of the

chain have the property of termination. The set of all states {n}
of the chain is decomposed into two disjoint subsets, that is,
{n} = {n,} U {n,}. The transition from the initial set to the next
one through R, , and R, and vice versa from the final to the
initial state is described by the Formula (1) below:

Ri2 = Yieny} i, Ryq = Yiemn,) 1ibij (D
JE{n2} jetny}

Lemma. R, , = R, probability flows are balanced [36].
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In [4], in particular, all the states in the first subset {n,} are
numbered 1, ..., k, and all the positions of the Markov chain are
numbered according to the chosen decomposition as {n}, {n,}
(where k is the number of items in this subset). The items in the
complement of the set {n} belonging to the set {n,} are
numbered k + 1, ...,n

The final probabilities r, ..., r;, of the complete chain give
rise to the relationship [Formula (2)]:

=2 npi,alli=1,..,n) 2)
the i-number position is extracted in the following Formula

(3):

—n(1—py) =Xj=1np; =0,i=1,..,n) 3)

J#i

The stochastic transition matrix ||pij||711 is Formula (4):

Yjapy=1li=1..,n @
(1 — p;;) expression is expanded as in Formula (5):
- Z?=1 pji t+ Z?:lrjpji =0,i=1,..,n) Q)
J#i j#i

When passing to probability values, the first k of the above
formula is added [Formula (6)]:

DRI I

i=1J= i=1 j=k+1
1::1
Z 12] 1r1p11+21 12] k+1 pji =0 (6)
j#i

The first term of the above Formula (6) is equal to the third
term [Formula (7)].

= 2521 Z?=1 Tibji (7

Jj#i
(Here the sum indices are replaced equivalently by i < j,
and the order of the sums is changed.)

Using the above formulas, a generalized formula is obtained
as in Formula (8):

-k 121 k+1 TiPij +XE 1 2 =k41TjDij = 0 (8)

A sequence of random variables X,, X;, X5, ... is called a
Markov chain if the values of the variables are taken in the state

space {1,2, ... N} and there exists a matrix P = (p;;) of size N X
N forany n = 0. X, X;, X, ... denotes the set of states [Formula
9]

PXp1 = JjlXn =1, Xno1 = lneg, s Xo = Bp) =
= P(Xns1 = jlXn =10) = pyj ©)

P is called the transition matrix of the matrix chain, and P;;
is the probability of transition from i to j.

Vol. 16, No. 6, 2025

The transition probability p;; = P(X,41 = jlX, = 1) is
written in the form of a matrix of p;; and is as follows [Formula

(10)]:

P11 P12z - - - Pin
[p21 P22 - - - pZn]
P= | - | (10
L’nl Pn2 pnnJ
The sum of the transition probabilities p;1, 12, -, D1 IN

each row must be equal to p;; + p12 + -+ + p1, = 1 [Formula
(1]
Yap =L PKnp =jlX, =0 =1 (11)
where, the sum of all the possibilities in the row together is
100%.

So, if Xy, X1, X5, ... forms a Markov chain, then the transition
probability of a matrix P of size N X N at step t is equal to
PX: =jlXo =1) = (Pt)ij-

If Xy, X,,X;,... forms a Markov chain [11], then the
probability distribution of X, of a matrix P of size N X N is
equal to 1, and the probability distribution of a row vector nr” of
size N is expressed as w7 Pt [Formula (12)].

Xo=n" =X, =n"Pt (12)

Stationary probability as in Formula (13):

nP=m (13)

The condition ), r; = 1 must also be met, which indicates
the probability of the process remaining in a given state for how
long.

C. Formulation of Statistical Features of Network Flow with
Unexpected Situation

Statistical features are used to detect unexpected situations
in network traffic. The following statistical features are
calculated for network traffic during the analysis:

e Mean as in Formula (14):
Zl+n S (14)

where, m; is the mean value, n is the number of packets in
the selected time interval, S; — j is the sample value of the traffic
intensity at time, and the sum of values fromj =itoi + nis
obtained [1].

e Variance as in Formula (15):
D = —3H(s; - m,)’ (15)

where, D is the variance, n is the length of the window
under study (how many values were obtained), S; —j is the
intensity at time (number of packets, traffic volume), m; is the
mean value [2].

e asymmetry coefficient as in Formula (16):
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1i+n 3
=y .=,(5,_m4)
n<J lD; J (16)
where, S; — j is the sample value at time (e.g., the number of
packets), m; is the mean value, D is the variance, and n is the
number of values. The asymmetry coefficient represents the
shift in the center of gravity of the statistical distribution [4].

K, =

e kurtosis coefficient as in Formula (17):

1 Hne. . 4

K, = 22O (17)

where, S; — j is the value at time, m; is the mean, D is the

variance, n is the number of values. The kurtosis or asymmetry

coefficient measures the height or sharpness of the peak of a

statistical distribution. In other words, it tells how far the values

in the distribution are not far from or clustered around the mean
[12].

e  opposition coefficient as in Formula (18):

1

Koc = \/_ﬁ (18)
n is the excess parameter, defined as Formula (19):
n=K =5 (19)

[

where, ¢ is the standard deviation (i.e. the square root of the
variance), u, is the fourth central moment (i.e. the average of the
4th order deviations of all values from the mean). The parameter
K, varies from 0 (according to the Cauchy distribution) to 1
(discrete binomial distribution). For a normal distribution,

Koe ==~ 0.577.

F
Another parameter that characterizes the shape of the
distribution is the entropy coefficient.

e entropy coefficient as in Formula (20):

A
Kon =2 (20)
where, Ag is the entropy value of the error, which means the
level of uncertainty of the distribution, ¢ means the standard
deviation, that is, the degree of deviation from the mean value
[Formula (21)].

X
Ap= e @1)

where, H (Xi) is the entropy (uncertainty) change introduced

by measuring the random variable X, and e is a mathematical
constant. The entropic error shows that the greater the
uncertainty in the distribution, the greater the entropic error
[Formula (22)].

H (Xin) = [.7p(X) In(p(X))dX 22)

where, p(X) is the probability density of the random
variable [14]. Table | presents the entropic error distribution
type.

Vol. 16, No. 6, 2025

TABLE I ENTROPY COEFFICIENT DISTRIBUTION
Distribution type K., value Note
Normal distribution K. = Vame ~ 2.066 | Maximum entropy

en 2
K,, =3~ 173

Uniform distribution Average entropy

Cauchy distribution and
discrete binomial K. =0
distribution

Very low entropy

V. EXPERIMENTAL RESULTS AND DISCUSSIONS

Statistical analysis methods are used to record network
traffic in a laboratory environment and identify unexpected
events.

For verification, the recorded data was recorded at different
times. The files in csv format were merged. Statistical analysis
is performed based on this data.

A. Using Statistical Analysis Method

Fig. 5 shows the sample average value graph. In it, the
sample average value is calculated based on Formula (14), m; =
1646.5714, and according to the obtained result, the packet size
in 9 flows was higher than the mean. This means that an
unexpected situation occurred in the network flow.

Mean for network flow

° —= Average: 1646.5714 byte

4
14000 _®_ Packet size

12000

10000

8000 'a

6000

Packet Size (bytes)

__________ e e e e 2 R e e e
et . . "
(3444 o ETIIITT AL
Ji *——oo 900000000000000

.o

S o Y4
o 10 20 30 40 50 60
Number of packages

Fig. 5. Mean value graph of network flow.

In Fig. 6, the variance value was calculated based on
Formula (15) and was equal to D = 9474632.512. In this
statistical analysis, the square root of the variance of 9 network
flows did not fall within the standard deviation range.

Variance graph in statistical analysis

14000 . s AvErage +

won AVETAQE -
_®_ Packet size
12000
10000

8000 .

6000 *

Packet Size (bytes)

4000

2000 .
ees_age? . .
(34 dd . . Peetges e, e LA T STy

=2000
o 10 20 30 0 50 60
Number of packages

Fig. 6. Variance value graph of network flow.

The result of the asymmetry coefficient is presented in Fig.
7. The asymmetry coefficient is effective in determining how the
data flow in the network is distributed, in which cases the packet
size is small or large. This information is very important for
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network optimization or security verification. The asymmetry
coefficient helps to determine the presence of large packets in
the network, which may indicate network congestion or
problems. According to Formula (16), the asymmetry
coefficient is equal to K, = 2.463632. If the asymmetry
coefficient is positive, this indicates a large number of large
packets in the network and some uncertainties.

Asymmetry Caefficient far Netwark Current

. Asymmetry Coefficient: 2.463632
® Packet size

Packet Size (bytes)

.
vos . . .
e s PAETITITT AL POe] .

10 20 0 40 50 60
Humber of packages

Fig. 7. Graph of the asymmetry coefficient of network flow.

The statistical distribution of the kurtosis coefficient can take
very small or very large values. These results are useful in
identifying unexpected situations in the network. In Fig. 8, the
kurtosis coefficient is equal to K, = 8.352490 according to
Formula (17), which means that the value of the kurtosis
coefficient is large. This indicates that there is an unexpected
situation in the network.

Kurtosis Coefficient for Network Current

. * Kurtosis Coefficient: 8 352490
®  Packet size

14000

12000

10000

8000 *

6000 *

Packet Size (bytes)

. .
idhdaad iadhCTTS NN

hd .
0 e cesssssassssssse se”Taset

o 10 20 0 40 50 60
Number of packages

Fig. 8. Kurtosis coefficient graph of network flow.

The opposition coefficient is an indicator that provides deep
statistical information about the symmetry and degree of
deviation of the distribution in the network flow. The opposition
coefficient is a very effective tool for identifying states in the
network. The states that can be identified using K,,. are listed in
Table II.

TABLE II. OPPOSITION COEFFICIENT CASES
Opposition Distribution
coefficient type Note
. Repeated and binary stream, 0 and
K,. ~ 1.0 Discrete, ~ two- 1500 byte packets, packets sent by
valued
test process or Botnet
K. ~ 0577 Normal Stable network packet sizes are
o¢ ) (Gaussian) normally distributed
There are unexpected flows. For
K,. < 0.4 Heavy-tail example, DoS or DDoS attacks,
Botnets, etc.
K. ~0 Widely deviant | Extremely dangerous, anomalous or
oc distribution exploitable condition

Vol. 16, No. 6, 2025

According to the result of the statistical analysis by recording
the network current, the opposition coefficient is equal to K,,, =
0.3516. This indicates that there are unexpected situations in the
network flow. In general, the combined use of statistical analysis
results provides more accurate results. Fig. 9 presents the
opposition coefficient result in graphical form.

Opposition Coefficient

. Opposition Coefficient; 0.3516
®_ Packet size

14000

12000

10000

8000 L

6000 ’

ket Size (bytes)

Pad

4000

2000
.

e _nget® . ™ .
. o sesngente o -

’ .
o LR 1] sssecsscssseese o8 s’

o 10 20 30 40 50 60
Number of packages

Fig. 9. Opposition coefficient in statistical analysis of network flow.

The entropy coefficient can be used to distinguish between
normal and unexpected situations in a network. The entropy
coefficient is an important statistical indicator for traffic
analysis, attack detection, and security monitoring. As a result
of the statistical analysis in Fig. 10, K., = 1.6231. It indicates
that there are different packets in the network flow, and there is
an unexpected situation.

Entropy Coefficient

. +  Entrapy Coefficient: 16231
& Packet size

14000 1

12000 1

10000 1

8000 { i

6000 1 »

Packet Size (bytes)

4000 {

2000 {

LIT e L . .
W . o evnngen’e, o LI T IR

0 10 20 ) E 50 60
Number of packages

Fi

g. 10. Entropy coefficient in statistical analysis of network flow.

The analysis of the presented characteristics shows that the
mean, variance, asymmetry coefficient, kurtosis coefficient,
opposition coefficient, and entropy coefficient indicate the
presence of unexpected situations in the network flow. Fig. 11
shows an overview of the research results.

2 verage: 16465714 byte

15000 - e

o8

e s s
e B tion Coetfoant t it

Fig. 11. General graph of statistical analysis results.
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B. Markov Chain Construction Based on Statistical Analysis
Results

Based on the results, statistical analysis methods are used to
identify unexpected situations. The analysis of the obtained
statistical characteristics shows that when an unexpected
situation occurs in the network flow, the results of the mean and
variance distinguish the unexpected situation, and the detection
result may have an informative nature.

The values of the asymmetry coefficients and the kurtosis
coefficient were large, and the values of the opposition
coefficient and the entropy coefficient were low. According to
the results of the study, these indicators are informative, since
an unexpected situation occurs in the network flow. Table Il
shows the values of all statistical analysis results. The results
obtained in the construction of the set of states of the Markov
chain are the main value.

TABLE Ill.  STATISTICAL ANALYSIS OF UNEXPECTED SITUATIONS IN
NETWORK FLOW
Ne Statistical analysis The value of statistical analysis
1 Mean m; = 1646.5714
2 Variance D = 9474632.51%
3 Asymmetry coefficient K, = 2.463632
4 Kaurtosis coefficient K, = 8.352490
5 Opposition coefficient K,. = 0.3516
6 Entropy coefficient K., = 1.6231

The Markov chain is evaluated based on the obtained
statistical results. In the evaluation based on the Markov chain,
based on the statistical analysis result, the first set of cases
Xy, X1, X5, ... is constructed, and the set of cases is presented in
Table IV.

TABLE IV.  SET OF STATES FOR A MARKOV CHAIN
Ne Status name Statistical analysis method
1 low load variance, mean
2 average load entropy coefficient, variance
3 high load asymmetry coefficient, kurtosis coefficient

These three states were considered as states of the Markov
chain, and based on the information obtained from the statistical
analysis, the transition probability was calculated and a
transition matrix was constructed according to Formula (1).

04 04 02
P=102 04 0.4]

01 02 07

The stationary probability was calculated using Formula
(13). It was equal to T = [0.1852 0.2963 0.5185].

Based on the transition probability matrix, Fig. 12 shows a
graph of a Markov chain for network flow analysis. The graph
shows the relationship between the three states.
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Fig. 12. Markov chain of network flow analysis.

VI. CONCLUSION

In solving the problem of detecting unexpected situations in
network traffic, the use of statistical methods such as mean,
variance, asymmetry coefficient, kurtosis coefficient, opposition
coefficient and entropy coefficient supports the use of increasing
efficiency and real-time operation. In detecting unexpected
situations, packet features were extracted from the network
traffic recorded in real time under laboratory conditions.
Statistical analysis was performed using the extracted features.
Markov chain is the most effective tool for analyzing situations
and events occurring in network traffic and Markov chain was
formed using the results of statistical analysis and Markov chain
was constructed.

As a result, the low load stationary probability was 18.52%.
This situation is rare in the system. This means that the network
is in a low load state for a short time. The results of the statistical
analysis correspond to the variance and mean, respectively. The
average load stationary probability was 29.63%. This situation
occurs moderately in the network flow. This means that there
are changes, and the average load is frequent in the network. The
high load stationary probability was 51.85%. The network flow
time is more in this state. Therefore, the results of the statistical
analysis are fully consistent with the results of the mean,
variance, asymmetry coefficient and kurtosis coefficient. The
Markov chain representing the probabilities of network states
gave the same result as the statistical analysis.

In future work, using Markov chains in conjunction with
statistical analysis methods will be effective. Markov chains are
effective in showing the interaction between states when moving
from one state to another. When used in conjunction with
statistical analysis, the results of evaluating the object being
analyzed will be more accurate.
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