(IJACSA) International Journal of Advanced Computer Science and Applications,

Vol. 16, No. 4, 2025

Investigating the Impact of Hyper Parameters on
Intrusion Detection System Using Deep Learning
Based Data Augmentation

Umar Iftikhar, Syed Abbas Ali
Department of Computer & Information System Engineering, NED University of Engineering & Technology, Karachi, Pakistan

Abstract—The effects of changing learning rates, data
augmentation percentage and numbers of epochs on the
performance of Wasserstein Generative Adversarial Networks
with Gradient Penalties (WGAN-GP) are evaluated in this study.
The purpose of this research is to find out how they affect the data
augmentation to enhance stability during training. In this
research, the degree of system performance is measured using the
Classification Model Utility approach. For this reason, this study
aims to determine the interaction between learning rate,
augmentation percentage and epoch value when using WGAN-GP
to generate synthetic data for the recognition of the system
performance. The results will provide the indications on how some
of the hyper parameters can be adjusted up or down for having
positive or negative consequences on the generation process for
further research and use of WGAN-GP. It also provides insights
into how the generative model is trained, and how that affects
stability and quality of the result in various settings such as image
synthesis or other generative tasks.
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. INTRODUCTION

The emergence of Generative Adversarial Networks
(GANSs) marked a turning point in the area of deep learning due
to its unparalleled capabilities in data synthesis. Despite their
impressive skill set, these models face some limitations which
are crucial in achieving reliable stability and performance.

These models have proven their strength in providing
realistic and high-quality data in multiple areas such as
degenerate image data, augmentation, and style transfer. Yet, in
spite of the boom, industrial-scale applications still face
limitations. The capability and regularity of the sheer raw force
of conventional GANs remain undermined by flaws such as the
mode collapse and training imbalance [1]. Conventional GANS,
for instance, still encounter some critical limitations that restrain
their efficacy. Collapse of modes — when a generator creates a
fixed number of varieties — and instability during training, to
mention a few. A remedy for these issues is proposed by the
Wasserstein GAN with Gradient Penalty (WGAN-GP) which is
considered more robust. This revision utilizes the Wasserstein
distance between two probability distributions as the loss for the
generator and adds a gradient penalty for Lipschitz constraints.
Therefore, this model increases the stability of training and leads
to reliable outcomes. WGAN-GP demonstrates better
performing metrics with less hyper parameter tuning, it does

have extreme sensitivity within certain parameters, particularly
the learning rate and the number of training epochs. Setting
parameter values too high or too low can greatly hinder the
convergence behavior of the model, negatively impacting its
overall efficiency, resulting in poor quality outputs. This
research intends to explore the influence of learning rate and
epoch numbers along with other performance metrics on
generative models, especially WGAN-GP. With this study, the
authors hope to shed light on the intricate web of hyper
parameters and model metrics, enabling better optimization of
GAN:E training processes. The goal of this study is to investigate
the relationship of learning rates and epoch values on the
performance metrics of machine learning models [2].

A. Research Objective

The objective of this study is to compare the various learning
rate and epoch values in WGAN-GP models in combination
with the augmentation percentage. To provide the best settings
for training WGAN-GP models, this research aims to gain an
understanding of how changing these hyper parameters affects
the training process. This research systematically investigates
the effect of significant hyper parameters on the performance of
WGAN-GP, especially in terms of learning rate, data
augmentation percentage, and epoch count, as summarized in
Table 1. The effect of different learning rates on the quality of
generated data is analyzed to determine the optimal balance
between training stability and convergence efficiency. A too
high learning rate may lead to mode collapse or unstable training
dynamics, and if the learning rate is low enough, convergence
could be too long and model performance suboptimal.
Moreover, the role played by the fluctuation in different
percentages of data augmentation in terms of output variability
of WGAN-GP was evaluated in quantifying the value added in
generating diverse samples without overfitting. Moderate
augmentation may augment the generalization, but if
augmentation is excessive, it will add noise to samples,
deteriorating their fidelity [13], [16]. In addition, the quality of
the model's ability to generate, with varying epoch numbers, is
analyzed to pinpoint where the continued training no longer
improves the model qualitatively or results in overfitting. Under
fitting and overfitting are traded off to optimize representation
capacity for a model. A comparative analysis of multiple
training configurations is conducted, identifying trends in
stability, mode collapse, convergence rate, and overall data
fidelity. These insights enable the formulation of a
comprehensive understanding of the interplay between hyper
parameters and model performance. Based on these findings,
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optimal hyper parameter choices for WGAN-GP training are
recommended, emphasizing configurations that maximize
output quality while maintaining training efficiency. The study
highlights best practices for tuning WGAN-GP, ensuring robust
and high-quality generative modeling, with a focus on
mitigating instability and enhancing sample diversity. The
resulting guidelines provide a structured approach to hyper
parameter optimization, facilitating effective training of
WGAN-GP across various data domains.

The present research study extends the earlier study [30] by
optimizing the selection of hyper parameters with
methodological consistency. In this study, 12 different learning
rates were tested from 1.00E-03 to 100E-01, with a difference
of 9.10E-03 between steps, in addition to two epoch values (100
and 150) and two augmentation percentages (30% and 50%),
resulting in 48 experimental runs. Even with these adjustments,
the experimental setup continues to be consistent with that of the
earlier study, maintaining continuity while aiming for a more
efficient and focused hyper parameter tuning. The augmentation
percentage parameter is taken into account for the
experimentation in contrast to the previous study being
conducted, which further helps to analyze its behavior on the
overall performance of the system. This work builds on the
earlier study by modifying the learning rate interval and
augmentation method, maximizing the experimental
configuration for a more accurate performance assessment.

The aim of this study is to systematically evaluate how
generative models, specifically WGAN-GP, are affected by
learning rate, augmentation percentage and epoch values.
WGANSs with Gradient Penalty (WGAN-GP) fundamentals
including effects of learning rate, epoch count on training
dynamics, and the dataset used for experimentation were
discussed in Section Il. In this section, an explanation of the
background concepts was also provided. The subsequent
Section |1l marks the beginning of the results section, which
provides the steps carried out in this study such as model
building, setting the hyper parameters, and establishing the
model benchmarking procedures. A comprehensive analysis is
represented in Section 1V, and Section V where results from the
different experiments are highlighted through trends and
parameter comparatives throughout the experiments. In the final
Section VI of the study, a summary of primary lessons alongside
outstanding research opportunities are incorporated within the
conclusions.

Il.  BACKGROUND

A. Background on WGAN-GP

GANs are generated by two deep neural networks, as shown
in Fig. 1, such as the generator, which produces synthesized data
and the discriminator, which evaluates the synthesized data
generated by the generator. As for the discriminator, the authors
of traditional GANs utilize binary cross-entropy loss to
adequately separate real and fake data points, yet the
implementation is problematic because of gradient vanishing.
The GAN model named WGAN replaces the standard loss
functions with the concept of the Wasserstein distance, giving a
smooth gradient and hence better training ability. However, the
original WGAN come along with some issues such as weight
clipping that at sometimes is not efficient. To resolve this issue,

Vol. 16, No. 4, 2025

WGAN-GP uses gradient penalty term to maintain the value of
Lipshitz on the required range and thus model converges
stability [3]. However, modern WGAN-GP model still suffer
from the problem of hyper parameter sensitivity. Learning rate
means the rate at which the model adjusts its parameters, which
defines the stability and convergence of the model. If the
learning rate is too high, the model may never or if the learning
rate is too low, then the time taken to complete the modeling
process is doubled. On the other hand, the number of epochs
shows for how long duration model has been trained; if this
number is less, the model may not learn much and it may be
under-fit, and if otherwise, the model may over-fit or computer
time may be too much [4].

Discriminator (D)

Generator (G)
Fig. 1. Workflow of GAN.

B. Impact of Epoch on WGAN-GP

The number of training epochs in deep learning models,
including WGAN-GP has a huge impact on the quality and
stability of the produced outputs. An epoch means an iteration
of the data set over the model’s structure, which implies that the
number of epochs determines how much the model learns the
data. In decision-making during training, it is important to select
the best number of epochs in order to get the best model without
common problems, under fitting or overfitting. Learning with
fewer epochs comes to the drawback as the generator is not fully
trained to capture any realistic patterns in the data set [7]. This
often results into production of poorly focuses, low quality or
unrealistic output. The discriminator in WGAN-GP might also
be weak, it does not offer the necessary feedback to enhance the
generator. On the other hand, training continues for a number of
epochs, degrades the general sample generation capability of the
model as it overfits the training data. Overfitting causes the
variation in the generated outputs to be low and might bring in
artifacts that reduce the quality.

In particular, the number of epochs depends on such factors
as the given data density, the structure of the generator and
discriminator, and the available computing capabilities. Original
experiments have revealed that for various types of GAN-based
models including WGAN-GP the quality is highest at a
particular number of epochs, and in fact degrades in specified
epoch values. This happens due to the fact that the balance
between the generator and discriminator is less optimal for
successful training [8], [10]. This work provides a
comprehensive analysis on the performance change of WGAN-
GP based upon various epoch settings. In this case, the study
seeks to pinpoint epoch range that effectively address the
problem by comparing loss trends, sample quality, and training
stability, while at the same time avoiding pitfalls such as mode
collapse, overfitting, or inefficient training.
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This research will seek to establish the effect that learning
rates and epochs have on the performance of Wasserstein GAN
with Gradient Penalty (WGAN-GP). In order to accomplish the
research goals, systematic experiments involving a proper
generative dataset and a strong model deployment system will
be performed. The applied approach includes choosing the
dataset, setting up of the WGAN-GP model, conducting of the
experiments, and qualitative and quantitative assessment of the
results as shown in Fig. 2.

Dataset Selection
NSL-KDD Dataset

Data Preprocessing
- Handle missing values
- Normalize data
- Encode categorical features
- Split data

I

Model Setup
- Define WGAN-GP architecture
- Configure networks
- Set hyperparameters

Hyperparameter Selection
- Learning Rate: {0.001 - 0.1}
- Epochs: {100, 150}

- Augmentation: {30%, 50%}

Training Process
- Train discriminator & generator
- Update generator using Wasserstein Loss
- Repeat for selected epochs

.

Performance Evaluation
- Classification model utility approach

I

Visual Inspection
- Evaluate for mode collapse
- Assess realism & diversity

Comparison & Analysis
- Compare results for different parameters
- Identify trends & conclusions

Fig. 2. Experimental process for evaluating WGAN-GP performance.

C. Impact of Learning rate in WGAN-GP

The learning rate is one of the key hyper parameters to deep
learning models including the Wasserstein Generative
Adversarial Networks with Gradient Penalty (WGAN-GP) [22].
Controls the size of weight update at back propagation and has
a direct impact on speed of convergence, stability of the model
and final performance. In order to obtain high quality generative
results, and to ensure a stable training process, the choice of an
adequate learning rate is crucial.

However, in WGAN-GP, an accurate learning rate helps the
generator and discriminator learn well without introducing
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instability. A small learning rate means that it takes many epochs
for the network to arrive at satisfactory performance. Although
this improves the stability of the model, it also has some negative
effects of high computational costs and thus time-consumptive
[5], [19]. On the other hand, high learning rate will result in large
weight updates, which results in very unstable learning,
instability or even learning diverges. If the learning rate of the
model is set to a wrong value, the generative model may not be
able to learn valuable representations hence the generated
outputs will be of low quality with some artifacts or mode
collapse.

Several strategies have been proposed to address the issue of
learning rate setting in deep learning. Some of the methods used
include; learning rate scheduling, adaptive learning rates, and
cyclical learning rates which enhances efficiency of the training
progress. However, the optimal learning rate is still an issue of
contention regarding the WGAN-GP due to its delicate training
dynamics [6]. This research explores the performance of
WGAN-GP in terms of convergence with some of its learning
rates altered in order to evaluate the quality of the generated
outputs. Thus, because of the systematic variation and
examination of the learning rate in this study, it is expected to
determine the adequate learning rate that leads to the
improvement of the stability, speed and generative performance
of the WGAN-GP.

D. Dataset Selection and Preprocessing

This study has chosen such datasets that are used the most in
network anomaly detection, i.e. NSL-KDD [31]. This dataset is
widely used for benchmarking the IDS, which is the reason for
the use of this dataset. Also, it is suitable for academic research
and to build a proof-of-concept models. That will be another
advantage of using NSL-KDD, as it is compact and not complex
to implement as compared to a fully-fledged model.

It does not include encrypted traffic or emerging attack
types. The NSL-KDD dataset is an improved version of the
KDD Cup 1999 dataset, which was developed due to the
problems such as redundancy and class imbalance [9]. Thus, it
is useful in improving and enhancing the standard for measuring
the efficiency of the Network Intrusion Detection System
(NIDS). The dataset provided here in KDD Cup 1999 contains
a huge number of duplicate instances, which becomes too noisy
during training of the machine learning model [12], [14], [26].
Because of this, NSL-KDD has an advantage, whereby most of
the record duplication instances are considered as redundant and
removed. The removal of such duplicated records leads to more
optimized and refined data of the network traffic by increasing
the capacity of evaluating the performance of NIDS.

There are 41 features in the NSL-KDD that were used as an
ability to capture the characteristics of the network traffic. Some
of these characteristics are certain connection details, timing
details, the number of bytes that have been transferred and the
actual payload content that has been transposed. These are in
turn grouped in structural, content, time-based and host-based
that aids in achieving enhanced statistical and machine-learning
methods employed in intrusion detection. Therefore, the
improvement over KDD-NSL concerning the reduction of loop
redundancy and the balanced proportion of connections in
different classes improves the ability to identify frequent and
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infrequent attacks in NIDS [11], [15]. This type of dataset has
been widely used in the research to develop and evaluate new
algorithms and, therefore, this kind of dataset is more
appropriate for the application of network security and the
detection of intrusion.

I1l. METHODOLOGY

A. Model Initialization

K-Nearest Neighbor (KNN) is a nonparametric, supervised
learning approach commonly used for classification and
regression purposes. This occurs through identifying the ‘k’
closest points referred to as neighbors in the featured space
compared to an input point. Moreover, it offers predictions
either on the majority class in the case of classification or the
averages of their values in case of regression. These distance
metrics include Euclidean distance metrics, Manhattan distance
metrics, Minkowski distance metrics as well.

KNN is particularly useful in detecting an anomaly as it can
be seen to be accustomed to identifying data points that are far
from the nearest neighbors of the given point. On the contrary,
abnormal observations seem to have averagely or significantly
fewer or a significantly higher number of neighbors compared
to normal observations. KNN’s are very handy, especially when
it comes to handling multidimensional data and do not involve a
lot of implementation complexities. That is; K= number of
records in the training section analyzed to calculate the
Euclidean distance for one record to all records in the training
section and find a winner, K + 1= number of records stayed in
the training section during the calculation of the distance
between that record and all records in the training section and
find the winner and member number of the record set of the

training section.
d(x,y) = Xl (xi — y:)? 1)
where,

d is the distance between two points x and y in an n-
dimensional space.

The formula for calculating the anomaly score is given as:
Anomaly Score(x) = d(x, xg)) 2

where,

X(1)ls the kth nearest neighbor of (x).

B. Hyper parameter Configuration

Consequently, the aim of this study is to investigate the
influence of learning rate and number of epochs on the accuracy
of the WGAN-GP model. Therefore, the present research will
feature plans to experiment with both of these two hyper
parameters in an attempt to determine the impact of altering each
of them on the required standards of the generated outputs.
These are the learning rate that will also be altered to understand
the effects it has when varied in its options, and number of
epochs. The following is the summary of the hyper-parameters:

e Learning Rate: Determines change in weight per iteration
and improves speed/stability of training.
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e Num Epochs: Defines the number of times, for how
many times the model is go to see the entire data while
training.

e WGAN Data Augmentation Percentage: how much data
is generated from the original data?

TABLE I. HYPER PARAMETER CONFIGURATION
Total Learning Step Epoch Augmentation
Instances | Rate Range Difference Values Percentages
1.00E-03 to
48 1.00E-01 9.10E-03 100, 150 | 30%, 50%

C. Evaluation Metrics and Qualitative Assessments

Both quantitative and qualitative approaches will be adopted
in measuring performance as a means of having a balanced
research outlook in the bid to establish the extent to which the
model can create realistic synthesized data. In the present
research context, Wasserstein Loss is one of the measures taken
into consideration. It is used to measure the generative data, and
it is core to the assessment of convergence of WGAN-GP with
the actual data distribution. Another benefit of Wasserstein Loss
is that compared to cross entropy loss, Wasserstein Loss
provides a continuous gradient that helps a model steadily
improve and generate many nearly realistic samples. As a result,
this loss should be monitored to determine whether the model is
learning and converging over time. The experiment’s flow will
be organized and conducted systematically in order to compare
the effects of varying learning rate and epoch settings on
WGAN-GP’s performance accurately. To start with, the datasets
that are to be used for training, which are NSL-KDD, will be
preprocessed. After that, the training process will be taken over
by varying the values of learning rate and number of epochs, and
the model will be trained for each setting of both hyper
parameters. In each iteration, the WGAN-GP model will work
in turn to update both the discriminator and the generator [17],
[18]. Every epoch contains several steps that include a
discriminator to recognize sampled real and generated data, and
update the generator based on this discriminator feedback. The
above-described procedure of training will go on until the model
is trained up to the possible maximum epochs or for a fixed
epoch. It will then be conducted for all the selected learning-rate
and epoch values in order to establish the relationship between
these parameters and model’s performances in producing
realistic outputs.

The Classification Model Utility approach will be used to
assess the model’s performance after every training run. This
approach is where the model is trained on the original data set
while the other model is trained on the original and synthetic
data set and both models are tested on the same validation set. A
higher performance on the validation dataset proves the
synthetic data’s consistency and usefulness [29], [30]. This step
will assist to detect flaws, for example, in the type of mode
collapse, degenerate textures, or limited variation of the
synthesized data produced. Adding these visual inspections to
the quantitative measures will provide greater insight on the
model’s behavior and execution. After all the training runs have
been performed, one will be able to compare the learn rate and
epochs thus getting the needful and expected outcomes. This
comparison will involve comparing the effects of altering the
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hyper parameters in the performance of the adjusted model. The
identification of trends in the quantitative metrics, coupled with
the results of the visual inspections, will aid in determining the
most appropriate learning rate and epochs to be used to prevent
overfitting or insufficient training. This will be done numerically
as well as in terms of the final generated samples to understand
the impact of these hyper parameters when changing in WGAN-
GP.

D. Performance Metrics

The parameters applied on WGAN-GP for examining the
performance are as follows:

Accuracy (ACC): It is considered as the most important
parameter in evaluating the model’s performance. This metric
evaluates the quantity of number of samples that are correctly
predicted over the number of all samples. The formula for
calculating this metric is:

ACC = — TP*TN ©)
TP+TN+FP+FN
Recall: This parameter refers to the capability of the

machine-learning model for predicting positive samples. It is
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calculated by dividing the number of samples that are
categorized as true positive over all positive samples. The
formula for calculating this metric is:

TP
TP+FN (4)
Precision: In this parameter, true positive identified number

of samples over number of samples that are predicted as
positive. The equation for calculating this metric is:

Recall =

TP
TP+FP

Precision =

®)

IV. EXPERIMENTAL RESULTS

In cyber threat detection the effectiveness of adaptive
generative data augmentation is evaluated by a series of
experiments, which were conducted on different augmentation
series and training configurations. This study explores the
impact on model performance occurs due to different settings of
hyper parameters. Additionally, it focusses on generalization
and optimization of the dynamics of model performance.

TABLE II. PERFORMANCE METRICS OF WGAN-GP ACROSS DIFFERENT HYPER PARAMETER CONFIGURATIONS
Performance Metrics Hyper Parameter Configuration
Accuracy Precision Recall Learning Rate EPOCH Augmentation Percentage
0.856822 0.870409 0.85682183 1.00E-02 100 50.00%
0.85297 0.855726 0.852969502 8.20E-02 150 50.00%
0.815516 0.84089%4 0.815516319 2.80E-02 100 50.00%
0.812413 0.812486 0.812413055 3.70E-02 150 50.00%
0.74646 0.768186 0.746459782 3.70E-02 150 30.00%
0.711932 0.79942 0.711931514 4.60E-02 100 50.00%

Table Il depicts the better performance on the specific hyper
parameter configurations than the original dataset. It shows that
out of 48 instances, the mentioned combinations have showed a
significant increase in performance metrics as compared to the
model performance on original dataset before the data
augmentation. The data shown in Table Il indicates the highest
learning rate of 1.00E-02 at 100 epochs and 50% data
augmentation, suggesting an optimal balance for model
generalization.

Graphical presentation of these data is shown below in Fig.
3, which shows that the 50% augmentation covers a band while
30% augmentation shows a significantly lower recall which
reinforces that model performances can be enhanced if sufficient
data augmentation (50%) is used.

Fig. 4 suggests that training without proper learning rate may
leads to diminish returns. The trend for recall also suggests the
same and indicates optimal performance in 100 epochs with well
optimized learning rate. As shown in Fig. 4, it is found that the
highest level of accuracy is achieved at epoch for both levels of
data augmentation. Following this, accuracy begins to
deteriorate slightly, this indicates overfitting or the training has

been carried out to the extent that the model is memorizing the
set data instead of just learning. This occurs since, with a lot of
training, the model is tasked with memorizing the training data
and not learn general patterns that may occur in other real data
[21].

Accuracy Distribution by Augmentation Percentage
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Fig. 3. Accuracy distribution by augmentation percentage.
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Accuracy vs, Epochs

Precision vs, Epochs
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Recall vs, Epochs
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Fig. 4. Comparative view of accuracy, precision and recall with epochs.

As for configurations, the one of data augmentation equals
to 50% provides better results in most cases in terms of accuracy
compared to 30% augmentation. What this entails is that
inputting a broader and comprehensive variety of augmented
data aids in the model’s performance in terms of generalization.
Even when it comes to precision, the aim of having 50% of
servings augmented is seen to be the best. As can be noticed,
precision does not decrease with time, and therefore, it is stable
in different epochs. This implies that a reduced 50% augmented
model yields a fewer number of false positive as compared to
the 30% augmented model. Fewer false positive means that the
model is correctly segregating between relevant and irrelevant
samples which is extremely important when the classification is
done, and leads to certain results [20].

A higher level of dispersion in the accuracy values is noted
as shown in Fig. 5 and Fig. 6, which suggests variability in the
performance of models in the different configurations. The
median has been increased compared to the 30 percent
augmentation result which affirms the benefits of incrementing
the augmentation percent. Nonetheless, there are a few points
with the accuracy below the average, which indicates that the
higher level of augmentation does not have as a positive effect
on certain configurations. Nevertheless, a majority of the
accuracy values have a higher stage, which provides evidence
that 50 percent augmentation ratio still helps to enrich the model.

Trend of Recall on Variable Learning Rate and Data Augmentation Percentage (100 Epoch)
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Fig. 5. Trends of Accuracy on variable learning rate and data augmentation
with 100 epochs.

Trend of Accuracy on Variable Learning Rate and Data Augmentation Percentage (150 Epoch)
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Fig. 6. Trend of accuracy on variable learning rate and data augmentation
with 150 epoch.

From Fig. 5 and Fig. 6, the accuracy for 30% augmentation
is lower compared to the previous results, which indicates less
efficiency. Therefore, all the estimated accuracy values are less
than in the 50% augmentation scenario. The box plot shows the
minimal variation, proving that lower levels of augmentation
only bring a marginal improvement in performance. In this case,
the fact that there are few changes foretells that an augmentation
by 30% does not lead to enhancing the model’s ability to
generalize or its robustness.

Treﬂl;d of Precision on Variable Learning Rate and Data Augmentation Percentage (100 Epoch)
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Fig. 7. Trend of precision in variable learning arte and data augmentation
with 100 epoch.
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Trend of Precision on Variable Learning Rate and Data Augmentation Percentage (150 Epoch)

Precision

&
Learning Rate

Fig. 8. Trend of Precision on variable learning rate and data augmentation
with 150 epoch.

Fig. 7, and Fig. 8, present the trend of precision for various
learning rates and augmentation levels of data (30% and 50%)
with two specific epoch values. A drop at a learning rate of 0.053
indicates an unstable zone where performance drops in the
model. The instability possibly stems from poor convergence or
too much weight update, causing non-optimal learning. As the
learning rate diverges from this unstable region, accuracy
becomes stable, illustrating the significance of having a suitable
learning rate.

In 100 Epochs, Fig. 9, recall for a 50% increase in most
learning speeds, except for a noticeable peak of 0.082, is still
relatively stable. This suggests that the medium learning speeds
combined with high growth levels help the model maintain more
positive examples. In contrast, a 30% increase shows more
fluctuations, sharp falls of 0.01 and a gradual medieval recovery
(0.046 to 0.082). Increased volatility at low growth levels
indicates that insufficient data text affects the model's ability to
normalize. With a high teaching rate (0.1), recall means both
growth percentages, indicating the model's instability. In 150
Epochs, Fig, 10, the recall is improved and is stable compared
to 100 epochs, reflecting the benefits of extended training.
Extending the training period to 150 epochs, as depicted in Fig.
10, results not only in an enhancement in recall performance, but
also significantly sharpens the consistency relative to the
scenario with 100 epochs.

Trend of Recall on Variable Learning Rate and Data Augmentation Percentage (100 Epoch)
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Fig. 9. Trend of recall on variable learning rate and data augmentation
percentage with epoch 100.
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Trend of Recall on Variable Learning Rate and Data Augmentation Percentage (150 Epoch)
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Fig. 10. Trend of recall on variable learning rate and data augmentation
percentage with epoch 150.

V. DISCUSSION

The interaction among learning rates, epoch numbers, and
levels of data augmentation is important to get a better
understanding of the research objective. The results presented in
the above section provided deeper insights into the behavior of
the model under diverse training scenarios.

As shown in F 11, some hyper parameter settings perform
much better than the model trained on the original dataset alone
without augmentation; of 48 instances tested, some
combinations, especially those using more data and learning
rates  fine-tuned, showed significant improvement in
performance. Specifically, the setup with a learning rate of
1.00E-02, 100 epochs of training, and 50% data augmentation
produced the most beneficial outcomes, which suggests the best
balance between training depth and model generalization. These
findings further stress the need for well-chosen training
parameters in improving the capability of the model to learn
from and accommodate more varied data.

In cyber threat detection, an effective combination of
moderate learning rate, controlled epochs and higher
augmentation is crucial for optimization. In terms of accuracy
and precision, the trend suggests that 100 epochs yield better
performance than 150 epochs when paired with optimize
learning rate.

The efficiency of the model is enhanced when trained for
150 epochs compared to 100 epochs to prove the model learnt
sufficiently more epochs as training epochs increases. Further
on in training, another important characteristic of the model
develops in that the model is able to comprehend more complex
patterns and representations, thus the accuracy, precision and
recall will be improved. This means that the differences between
30% and 50% augmentation are as follows: The readers are as
follows: But it was also observed that both augmentation
percentages improve with an increase in training time, while
50% augmentation performs better than 30% augmentation in
most cases, which ends the thought that higher synthetic data
helps in improving the generalization of the model. Further, for
all the evaluation criteria and epochs as well as augmentation
level, it is found that all the Q-Learning rates in the mid-range
categorized between 0.037 and 0.082 are the best performing
one. These discoveries show that there is a factor of the training
period and rate to be considered in order to achieve the best
performance of the model. There is an improvement in all of the
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metrics, accuracy, precision and recall, if 50% is augmented
instead of 30%. The fact that more augmentation allows for the
creation of more various samples in the synthetic data, decreases
overfitting and increases generalization of the model when it is
trained on it. The improvement is most significant at a moderate
learning rate, where the augmented data is valuable in providing
the model with the right guiding patterns without the inclusion
of noises. This means that in this particular dataset and for this
particular task, a higher level of augmentation is beneficial on
the model. As indicated, the learning rates between 0.037 and
0.082 are suitable for the high augmentation level and overall,
provide the best results. These values determine the trade-off of
fast convergence or stable convergence in a learning process.
Too small learning rates such as 0.001 to 0.01 make the learning
slow and ineffective, mostly due to slow convergence. Taking
such small steps means that the model may take too long in order
to learn meaningful features during the training phase which
results in poor performance even when the number of iterations
is increased. However, if the learning rate = 0.1, this causes
instability and degradation of the performance. It stirs difficulty
to reach nadir solution, as large update alters the weights
radically, resulting in impulsive degradation of accuracy,
precision and recall. This goes to support the argument that the
learning rate should be properly selected and small to large
values should be avoided, while small to large values could take
a long time to converge and are somewhat unstable. The model
tested for 150 time passes through the training set and, therefore,
it demonstrates an increase in its performance that should be
emphasized as a result of protracted training, particularly for
large sets. More training iterations enable the model to perform
very effectively in analyzing and identifying patterns in the data
and thus increases the accuracy, precisions, and recall. However,
as it has been demonstrated, more sophisticated training aids in
the improvement of the learning rates but their tuning is still
essential in order to avoid overfitting as well as instability.
Selecting a bad learning rate, even if training is conducted for a
long time, can have a negative impact on the performance.
Consequently, it was identified that to obtain the best
performance, the number of epochs must be at least 150 along
with the best learning rate. Accuracy, precision, and recall
exhibit similar trends across different learning rates,
augmentation levels, and epoch counts. This ensures the
accuracy of the analysis as it shows that the changes are not
arbitrary but due to the model’s response to various conditions.
This fact implies that the model performs well across all three
metrics because there is no extreme focus on one of the metrics
while ignoring the other two. From the above analysis, it can be
recommended that the following measures should be taken in
order to enhance the performance of a model. First, a 50% of
augmentation should be applied to decrease the model variance
and subsequently improve generalization to all the metrics.
Secondly the learning rate should be chosen in a certain range
0.037 to 0.082 in order to decrease speed of convergence and
increase stability. Lastly, training should be carried out to the
150-epoch level in order to achieve the best results, especially
where there is large data or complicated structures. That being
said, the following recommendations will develop better
performing workflow while keeping it stable and efficient to an
extent.
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Therefore, based on accuracy, precision, and recall, 50%
augmentation is better than 30 % augmentation. The higher level
of the data augmentation brings more diversified data samples
that increase the ability of the model to generalize. This is very
well illustrated in the convergence which shows that for all the
epochs, 50% augmentation provides higher scores than models
trained with other levels of augmentation. Also, it can be seen
that standard deviations in 50% augmentation are distributed
over a wider range showing more versatility that can be
advantageous in practical applications across different settings.
The other benefit that could easily be observed in the
implementation of 50% augmentation is enhanced recall. As
recall is about the model’s ability to identify all required cases,
the improvement indicates that a higher augmentation level
includes more relevant changes in the training data [24].
Consequently, the model becomes better at recognizing positive
cases as well as does not overlook any vital patterns. This will
prove helpful in situations where the false negatives are
debilitating, for example, in medical diagnosis or checks on
fraudulent individuals. On the other hand, the increased ratio of
just 30% does not seem to give the model a large enough variety
of samples to learn adequately. Overall, the augmentation
percentage is generally below what is obtained with a 50%
augmentation number. Additionally, referring to entropy
analysis and the trends in precision and recall, it can be
concluded that the increase does not exceed 30% and thus
cannot produce enough variation in order to achieve higher
results. This shows that the model trained with 30%
augmentation might have a difficulty in learning proper
representations that can generalize well. However, the lower
recall and precision observed in 30% augmentation suggest that
the model is more error-prone. As shown from the results, the
model entails lesser parameters hence, it fails to capture a large
amount of data, which leads to higher percentage of false
negatives, and it also has fewer capabilities of classifying
relevant data from irrelevant data. Such issues indicate that 30%
augmentation may not be the optimum solution for applications
that require high reliability. Another noteworthy discovery
revealed in this comparison is that precision is steady even as the
epochs increase for 50% augmentation. It is clear from the above
findings that the precision rate is still higher in models that have
been trained with an augmentation of 50% as compared to that
of 30%. This means that the model is more accurate in avoiding
false positives which are very important in real-life scenarios
due to the impact of wrong classification [25], [27].

In overall the result of every epoch shows that by increasing
augmentation percentage, the precision rate is also more
stabilized. The recall values also are exhibited in the same
manner as accuracy. Thus, the performance scores for recall in
both augmentation levels initially rises and after that reduces
from the epoch of training. As it may be inferred, a higher
augmentation percentage increases that kind of performance, but
that extensive epochs diminish the ability to correctly classify
positive samples. Hence, the results suggesting that recall of
50% was obtained with 50% augmentation supports the point
about appropriate augmentation resulting in improved sampling
of the whole population. Considering the accuracy, precision,
and recall trends over time, it is clear that precision is a relatively
stable metric where values fluctuate the least, although settings
such as the ‘50% augmentation setting’ show marginal downs
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and ups. Both accuracy and recall present some of the
fluctuation though, whereas, the precision has ameliorated more
or less in a general improved trend. This stability also shows the
advantage of using a higher augmentation percentage because
the models over emphasizing does not deteriorate such aspects
[23], [28]. However, it is crucial to remember that after certain
epoch level, the accuracy and recall become less efficient, which
again reflects that there are more other steps such as early
stopping to prevent overfitting. These three factors offer
significant insight into the best setup for model training. The
first important conclusion is that the increase of the number of
samples by 50% also increases precision because it is the ratio
of accurately identified positive cases. The study also notes that
there is a tendency to overfit the training data when the epochs
are trained beyond the threshold value. After this point, both
recall and accuracy surface as having a decreased rate, which
indicates that the oversimplification of training is detrimental. It
is noted that this situation calls for either the use of early
stopping techniques or the learning rate changes for the best
results.

The evaluation based on Fig. 5 and Fig. 6, suggests that 50%
augmentation is better in terms of median accuracy and
variability as the method deploys fewer units at once but has a
higher potential by maintaining precision across various
configurations. The variability of accuracy seems to go up, and
it means that higher levels of augmentation aid in enhancing the
model's flexibility. On the other hand, a narrower range of
accuracy in the 30% augmentation scenario also suggests that
the augmentation is not very effective in enhancing the
generality and stability of performance. Therefore, the use of
50% augmentation can also be seen to be more effective in
improving the performance of the models than 30%
augmentation.

The analysis of recall performance within various learning
rates and data growth factors for different training durations
offers important understanding into the characteristics and
stability of the WGAN-GP model. Recall, for the most part,
remains stable in the 50% data growth mark for most learning
rates with a peak at 0.082. This is especially the case for
intermediate learning rates, which appear to be more favorable
when combined with higher data availability, as the model’s
ability to recall and recognize salient examples improves. In
comparison, the volatile recall performance at a 30% growth
rate, with sharp subtractive spikes down 0.01 and gradual gains
between 0.046 and 0.082, suggests that lower data growth levels
might be inefficient, where insufficient training signals might
hinder model generalizing and normalizing ability.
Additionally, extreme learning rates, such as 0.1, invoke
unstable recall at both growth percentages, highlighting the issue
of structured adaptation under extreme learning conditions.

Higher levels of data augmentation also enhance
generalization, minimizing overfitting and increasing
robustness. Between the two augmentation approaches, 50%
augmentation uniformly produces better accuracy at most
learning rates and hence is the model of choice for stability and
effectiveness of the model. From Fig. 9, and Fig. 10, the 50%
increase improves an increase of 30% at all learning speeds
continuously, strengthening the efficiency of improving the
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models' ability to capture positive examples. The best recall
performance is seen in mid -range learning speeds (0.046 to
0.082), and corresponds to trends seen in accuracy and learning.
However, recalling is still experiencing a sharp decline in the
highest learning frequency (0.1) similar to other performance
matrix. This further emphasizes that models prevent very high
learning speeds instead of increasing performance.

VI. CONCLUSION

In order to identify the best hyper parameter configurations
for reliable and effective training, this study methodically
investigates the effects of learning rate, epoch count, and data
augmentation percentage on the performance of WGAN-GP
models. This study highlights that excessively low learning rates
slow convergence and result in suboptimal model performance,
while high learning rates can lead to mode collapse and unstable
training dynamics. It does this by examining a range of learning
rates and determining the crucial balance between training
stability and convergence efficiency. The study also explores
how data augmentation can improve sample diversity and
generalization, showing that while excessive augmentation
introduces noise and reduces the fidelity of generated data,
moderate augmentation improves the model's capacity to
generalize. In order to identify the ideal point at which further
training stops improving sample quality or results in overfitting,
the impact of epoch count on model performance is also
evaluated. Maximizing the representation capacity of WGAN-
GP models requires finding the ideal balance between under-
fitting and overfitting. Deeper understanding of stability, mode
collapse, convergence rates, and the general fidelity of generated
data can be gained by comparing various training configurations
in the future studies. This study also emphasizes the need for
integrated hyper parameter tuning because learning rate,
augmentation, and epoch count all affect training dynamics. The
results provide specific suggestions for choosing the best hyper
parameters, guaranteeing that WGAN-GP models produce
output of higher quality with increased stability and
effectiveness. In real-world use cases, including healthcare,
finance, and autonomous systems, stability and adaptability are
as important as high accuracy. This 50% augmentation level
combined with tuned hyper parameters seems to be a suitable
solution for optimized performance with any configuration. By
establishing best practices for tuning WGAN-GP, this study
provides a structured approach for optimization of hyper-
parameters, offering a robust framework for training diverse
data domains in generative models.

Even with the insightful findings of this research, there are a
number of limitations that must be noted. The analysis was
based on a limited set of learning rates, epochs, and
augmentation levels, which might not completely represent the
behavior of WGAN-GP models on different datasets or more
sophisticated data domains. Moreover, the research was based
on traditional augmentation methods, excluding more
sophisticated options like synthetic sample creation or domain-
specific transformations that might have had varying results.
The hyper parameter tuning was similarly performed manually
without using automated optimization methods like grid search
or Bayesian optimization, which may provide more accurate
configurations. These constraints points to the necessity of wider
experimentation and more adaptive tuning approaches in
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subsequent research to further improve the generalizability and
stability of WGAN-GP models.

Future studies should similarly compare more varying
augmentation levels in order to find out if there is any
improvement. Moreover, future explorations should focus on
more sophisticated augmentation approaches like: generating
synthetic samples, and geometric transformations, that ideally
could improve both adaptability and stability of the models
when trained on various datasets. The learning rate determines
speed at which the model travels through the learning space and
hence, correct setting of this factor is important so that the model
does not oscillate uncontrollably. Advanced variations like grid
search or Bayesian optimization should be employed in future
studies to determine the suitable learning rate that would enable
fast convergence while at the same time avoiding premature
convergence.
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