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Abstract—Blockchain technology, characterized by
decentralization, immutability, traceability, and transparency,
provides innovative solutions for data management. However,
the limited cross-chain interoperability between blockchains
hampers their broader application and development. To address
this challenge, this paper proposes a Cross-Chain Mechanism
Based on Hierarchically Managed Notary Group, abbreviated as
HMNG-CCM, which enables secure and efficient cross-chain
transactions between blockchains. To mitigate the centralization
issue inherent in traditional cross-chain mechanism based on
notary, an innovative notary group management approach is
introduced. This approach implements hierarchical management
by categorizing notaries into three levels—junior notary,
intermediate notary, and senior notary—thereby effectively
mitigating the centralization problem. Additionally, a functional
division mechanism for notary is designed, wherein the roles of
transaction processing and verification within the cross-chain
transaction process are separated to enhance system reliability.
Furthermore, to tackle the complexity of notary reputation
evaluation, a reputation assessment scheme based on an
improved PageRank algorithm is proposed. Differentiated
reputation evaluation strategies are developed for junior and
intermediate notaries to ensure fairness and rationality in the
assessment process. The effectiveness of this scheme is validated
through experiments conducted on the Hyperledger Fabric
platform. The experimental results demonstrate that the
proposed mechanism exhibits strong robustness against
malicious notaries while significantly improving transaction
speed and success rate. This study offers new theoretical and
practical foundations for the optimization and advancement of
blockchain cross-chain technology.
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I.  INTRODUCTION

Blockchain technology integrates multiple techniques,
including hash algorithms, digital signatures, and consensus
mechanisms, exhibiting characteristics such as
decentralization, immutability, traceability, and transparency
[1]. Since Satoshi Nakamoto proposed Bitcoin [2], the
significance of blockchain technology has extended beyond the
realm of cryptographic digital currencies. Ethereum [3],
through the implementation of smart contracts, has extended
blockchain technology to domains such as financial services
[4], healthcare systems [5], and the Internet of Things [6],
offering innovative solutions for data management. However,
as application scenarios continue to expand, the isolation
among blockchain systems has become increasingly prominent
[7]. This isolation constrains the performance and security of
blockchains and impedes their application in complex business

scenarios. Currently, the blockchain ecosystem exhibits
characteristics of diversity and fragmentation, with most
blockchain systems remaining independent information silos
[8]. For instance, systems such as Bitcoin, Ethereum, and
Hyperledger Fabric [9], due to their adoption of distinct
protocol standards, consensus mechanisms, and technical
architectures. This independence hinders cross-chain data
exchange and value transfer [10]. These barriers have been
overcome by the emergence of cross-chain technology [11],
which facilitates the cross-chain interaction of data and assets.
This technology establishes an interconnected blockchain
network ecosystem and lays the foundation for the further
development of blockchain technology.

Existing cross-chain technologies encompass Notary
Schemes [12], Relays [13], Hash-locking [14], and Distributed
Private Key Control [15]. Among these, the Notary Schemes
simplifies transactions processes between blockchains by
introducing third-party notary nodes, offering advantages such
as ease of implementation and high flexibility, which have led
to its widespread adoption across various cross-chain scenarios.
However, this mechanism’s excessive reliance on a single
notary node introduces the risk of single point of failure and
significantly increases the system’s centralization, thereby
undermining the security and reliability of blockchain systems.
Consequently, existing notary mechanisms commonly face
challenges, including high centralization, insufficient
generality in reputation evaluation schemes, and low efficiency
in cross-chain transactions. To address these challenges, this
paper proposes a Cross-Chain  Mechanism Based on
Hierarchically Managed Notary Group (HMNG-CCM), aimed
at achieving secure and efficient cross-chain transactions
between blockchains.

The contributions of this paper are as follows:

1) This paper proposes an innovative notary management
scheme. The scheme implements hierarchical management by
dividing the notary group into three categories: junior notaries,
intermediate notaries, and senior notaries. This mechanism
reduces the degree of system centralization, effectively dis-
tributing the trust risks associated with notaries in cross-chain
transactions.

2) This paper designs a notary functional division
mechanism. This mechanism explicitly separates the functions
of transaction execution and verification within the cross-chain
transaction process, assigning specific task responsibilities to
different levels of notaries. Specifically, junior and
intermediate notaries are tasked with transaction execution,
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while senior notaries focus on transaction verification. This
functional division mechanism not only optimizes the
transaction process but also enhances the robust-ness of the
cross-chain system.

3) This paper proposes a reputation assessment scheme
based on an improved PageRank algorithm for ranking
notaries. Addressing the distinct roles undertaken by notaries
of varying levels in cross-chain transactions, differentiated
reputation evaluation strategies are developed for junior and
intermediate notaries to ensure fairness and rationality in the
reputation assessment process. Through this algorithm, the
system can dynamically adjust the reputation rankings of
notaries, effectively enhancing the trustworthiness and security
of the cross-chain transaction system.

The remainder of this paper is structured as follows.
Section Il discusses recently proposed cross-chain
interoperability schemes. Section 1l provides a detailed
description of the scheme proposed in this paper. Section IV
compares the performance of the scheme proposed in this
paper with that of other schemes and provides its security
analysis. Finally, Section V concludes this paper.

Il. RELATED WORKS

In recent years, based on the four commonly recognized
cross-chain  technologies, various cross-chain transaction
schemes [16], have been successively proposed. Enhancing
cross-chain  technology  requires  addressing  multiple
challenges, including system reliability [17], scalability [18],
performance [19], and security [20].

Hou et al. [21] and Wang et al. [22], employed relay chains
as communication bridges to enable cross-chain transactions,
reducing the integration costs of heterogeneous blockchains
and improving the performance of cross-chain systems;
however, the protection of cross-chain data still offers room for
optimization. Wu et al. [23], introduced an encryption scheme
based on smart contracts, establishing constrained relationships
between relay chains and other blockchains to enhance system
security and privacy protection. Furthermore, Wang et al. [24],
enhanced the scalability of relay chain-based cross-chain
systems through sharding operations applied to the relay chain.
Nevertheless, the application of existing relay chain
technologies in cross-chain transactions continues to face
challenges, including implementation complexities, suboptimal
performance, and inadequate system stability [25].

Li et al. [26], integrated Hash Time-Locked Contract
(HTLC) with a virtual account verification mechanism, thereby
improving the success rate of cross-chain transactions. Wang et
al. [27], incorporated a dynamic premium adjustment
mechanism and a credit mechanism into HTLC, proposing a
Hash Time Lock with Dynamic Premium Based on Credit in
Cross-Chain Transaction to address issues of transaction
default and reduced efficiency in cross-chain transactions. Yu
et al. [28], applied an optimized HTLC to a Multi-Agent
System, enhancing security and transparency. However, when
handling complex, high-value transactions, HTLC continues to
exhibit significant limitations in scalability and transaction
efficiency [29].
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Yu et al. [30], proposed a key management scheme based
on distributed identity, mitigating the pervasive issue of trust
centralization in cross-chain transactions. Zhao et al. [31],
further leveraged distributed private key technology to
eliminate reliance on trusted nodes, thereby safeguarding the
interests of participants in secret-sharing protocols and
avoiding the risk of single-point failures. Ren et al. [32],
integrated distributed keys with a Proof of Trust Contribution
consensus algorithm and a non-interactive zero-knowledge
proof protocol, enhancing both the efficiency of key generation
and the security of key management. However, as the number
of nodes increases, distributed private key control technology
faces the challenge of balancing computational efficiency with
system security.

Compared to the other three cross-chain schemes, the
notary mechanism offers advantages such as low
implementation cost, rapid transaction processing speed, and
support for cross-chain transactions across multiple
blockchains, proving particularly efficient in trusted
environments. The Interledger Protocol [33], proposed by
Ripple Labs, focuses on enabling cross-chain payments
through a universal framework and serves as a quintessential
example of the notary mechanism. However, its conflict with
the core decentralized ethos of blockchain technology raises
significant security concerns. Xiong et al. [34], introduced a
notary committee comprising multiple notaries, selecting
notaries based on reputation to handle cross-chain transactions,
thereby eliminating dependence on a single notary and
enhancing the system’s resilience against malicious notaries.
Nevertheless, the comprehensiveness of notary reputation
assessment remains inadequate. To address this issue, Chen et
al. [35], proposed a dynamic reputation management scheme
based on the past transaction behavior of nodes. This scheme
designs reputation evaluation metrics by analyzing prevalent
security threats and incorporates a Particle Swarm
Optimization algorithm to dynamically adjust metric weights,
enabling adaptation to varying frequencies of malicious
behavior. However, as it considers only common blockchain
security threats, the scheme exhibits limitations in specific
Ccross-chain scenarios.

Addressing the strengths and weaknesses of existing cross-
chain schemes, this paper proposes the HMNG-CCM. This
mechanism categorizes the notary group into three levels—
junior notaries, intermediate notaries, and senior notaries—
based on reputation, aiming to optimize the notary election
process and reduce the system’s centralization. Concurrently, it
designates that only intermediate and junior notaries are
responsible for transaction execution, while senior notaries are
exclusively tasked with transaction verification, further
refining the cross-chain transaction process. Additionally,
differentiated reputation evaluation strategies are established
for junior and intermediate notaries, and an improved
PageRank algorithm is introduced to dynamically adjust the
reputation of notary nodes, ensuring the fairness and rationality
of the assessment.

I1l. PROPOSED SCHEME

In this section, the architecture and operational principles of
the HMNG-CCM are elaborated in detail. Through a
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comprehensive cross-chain  protocol (preparation phase,
transaction phase, and confirmation phase), this study designs
and implements a cross-chain model based on notary group, an
improved PageRank algorithm, a hierarchical management
scheme of the notary group, and a hierarchical notary election
process.

A. Cross-Chain Model Based on Notary Group

The cross-chain model based on a hierarchically managed
notary group proposed in this paper ensures the security of
cross-chain interoperability by introducing a notary group and
subjecting it to hierarchical management. As illustrated in
Fig. 1, the system comprises three key components: the notary
group, the source chain, and the target chain.

1) Notary group: This component consists of multiple
nodes, each possessing at least one account on both the source
chain and the target chain. During the initialization of the
notary group, the system leverages smart contracts to create
two margin pool accounts—one on the source chain and one on
the target chain—and generates a set of notary nodes. The
reputation of each node is calculated using an improved
PageRank algorithm, and based on these reputation rankings,
nodes are classified into junior notaries, intermediate notaries,
and senior notaries, thereby establishing and maintaining the
management framework of the notary group.

2) Source chain: This component refers to the blockchain
where the sender of a cross-chain transaction resides. During
the cross-chain transaction process, the primary participants on
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the source chain include the sender node, notary nodes, and the
margin pool account maintained by the notary group on the
source chain.

3) Target chain: This component refers to the blockchain
where the receiver of a cross-chain transaction resides. During
the cross-chain transaction process, the primary participants on
the target chain include the receiver node, notary nodes, and
the margin pool account maintained by the notary group on the
target chain.

B. Reputation Evaluation Scheme Based on an Improved
PageRank Algorithm
The PageRank algorithm is a link analysis-based webpage
ranking method designed to evaluate the relative importance of
webpages within a hyperlinked network. Its fundamental
expression is given as follows:

1-d

L(D)

ieMZ(:A) (1)

In Eg. (1), PR(A) represents the PageRank value of
webpage A, M(A) represents the set of webpages linking to
webpage A, L(j) indicates the number of outbound links
from webpage j, N signifies the total number of webpages,

and d is the damping factor, which models the random
navigation behavior of users between webpages. This
algorithm iteratively computes values until convergence,
yielding the importance ranking of each webpage.
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Fig. 1. Cross-chain model based on notary group.
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Intermediate notaries primarily assess the comprehensive
reputation of their nodes by incorporating the historical
transaction success rate, transaction processing efficiency, and
margin of the nodes. Table | presents the attributes of each
parameter for intermediate notaries.

TABLE I. LIST OF INTERMEDIATE NOTARY PARAMETER ATTRIBUTES
Reputation Metrics Parameter Name Weight
Trust Relationships PR@G)/L(G) 0.5
Historical Transaction Success Rate HTSR 0.2
Transaction Processing Efficiency TPE 0.2
Margin M 0.1

Two assumptions are presented here:

1) Quantity assumption: It is assumed that a notary node
exists, and if a substantial number of other notary nodes
establish trust relationships with it, this indicates that the notary
node possesses a high reputation.

2) Quality assumption: It is assumed that a notary node
exists, and if another notary node with a high reputation
establishes a trust relationship with it, the former notary node
will be conferred a correspondingly high reputation.

PR(j)/L(j) reflects the degree of trust that other nodes

place in the given notary node. If a trust relationship exists
between two nodes, they can mutually transfer reputation.
Based on Quantity Assumption and Quality Assumption, it
follows that the more trust relationships a notary node
possesses, the greater the reputation transferred to it, resulting
in a higher reputation for that node. PR(j)/L(}j) is a critical

factor in the proposed reputation assessment scheme and is
therefore assigned a weight of 0.5 as a foundational parameter.

HTSR is utilized to measure the proportion of transactions
successfully completed by a notary node among those in which
it participates, thereby reflecting the node’s transaction success
rate. Consequently, HTSR is assigned a weight of 0.2.

HTSR - Success — Eall @)
Success + Fail + ¢

In Eq. (2), Success represents the number of successful
transactions among those in which the notary node participates,
Fail denotes the number of failed transactions, and ¢ is a
very small constant.

TPE is primarily employed to evaluate the transaction
processing capability of a notary node. A shorter transaction

time indicates greater efficiency of the node in processing
transactions. Its weight is set at 0.2.

TPE== Z—
Mt 3)

In Eq. (3), t, represents the time cost for the notary node to
successfully complete the k-th transaction, while n denotes
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the total number of transactions that the notary node has
successfully completed.

The margin parameter M reflects the amount of the
deposit paid by a notary node upon joining the notary group. A
higher margin corresponds to greater losses for the node in the
event of malicious behavior. The weight of M issetat0.1.

M(I)= Ivli _Mmin
Mmax_Mmin (4)

In Eq. (4), M, represents the maximum margin amount
among all current nodes, M, denotes the minimum margin

amount, and M(i) signifies the normalized result of the
margin amount paid by node i .

The improved PageRank algorithm is presented in Eq. (5):

PR(l)——+d [05 >’ PLFi(j;)
jeM (i)

+0.2HTSR()+0.2TPE()+0IM()] (g

In Eqg. (5), PR(i) represents the reputation of node i, N
denotes the total number of notary nodes, and d is the
damping factor, set at 0.85. PR(j) indicates the reputation of
node j, while L(j) signifies the number of nodes evaluated
by node j.

The reputation evaluation strategy for junior notaries
incorporates not only the node’s historical transaction success
rate, transaction processing efficiency, and margin, but also the

time a node waits to become a transaction notary. Table Il lists
the attributes of each parameter for junior notaries.

TABLE Il LIST OF JUNIOR NOTARY PARAMETER ATTRIBUTES
Reputation Metrics Parameter Name Weight

Trust Relationships PRG)/L(@) 0.4

Historical Transaction Success Rate HTSR 0.2

Transaction Processing Efficiency TPE 0.2

Margin M 0.1

Waiting Time T 0.1

Similarly, in calculating the reputation of junior notaries,
the weight of PR(j)/L(]) is set to 0.4, the weight of HTSR

is set to 0.2, the weight of TPE is set to 0.2, and the weight of
M is set to 0.1. Additionally, the parameter T , representing
the waiting time, is introduced in the reputation calculation for
junior notaries, with its weight set to 0.1.

The parameter T is employed to measure the waiting time
of a notary node before it becomes a transaction notary. For
junior notaries, the opportunities to be selected as transaction
notaries and participate in transactions are limited, resulting in
longer waiting times. The introduction of parameter T
provides junior notaries, who have been part of the notary
group for an extended period but lack transaction participation
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opportunities, with a prioritized opportunity to advance to
intermediate notaries. Simultaneously, it increases the time cost
for newly joined malicious nodes within the notary group,
reducing the likelihood of such nodes being elected as
transaction notaries, thereby enhancing the security of cross-
chain operations.

min

T(i)= 1t~ Tmn_

Tmax _Tmin (6)

In Eq. (6), T,, represents the maximum waiting time

among all current nodes to become a transaction notary, T,

denotes the minimum waiting time, and T(i) signifies the
normalized result of the waiting time for node i .

The improved PageRank algorithm is presented in Eg. (7):

. 1-d PR(j)
PR(i)=——+d-[04 —7
D=+ a4 2. T

+0.2HTSR(i)+0.2TPE(i)+0.1M (i) + 0.1T (i)] @)

In Eq. (7), PR(i) represents the reputation of node i, N
denotes the total number of notary nodes, and d is the
damping factor, set at 0.85. PR(j) indicates the reputation of
node j, while L(j) signifies the number of nodes evaluated
by node j.

C. Hierarchical Management Scheme of the Notary Group

The notary group, based on reputation rankings, employs a
normal distribution to classify notary nodes into three levels, as
illustrated in Fig. 2: junior notaries, intermediate notaries, and
senior notaries.

se0

Notary Group Improved}PageRank

Management

i b

® ﬂ
AA | -

‘ Hierarchical

Junior  Intermediate Ml AlA Reputation
Notary Notary ~Senior Notary * panking
Promote  The Three Nodes with

the Highest Reputation

Fig. 2. Hierarchical management scheme of the notary group.

Based on a normal distribution, notary nodes with a
reputation less than -lc are designated as junior notaries,
representing the bottom 16% of the notary group in terms of
reputation ranking. Notary nodes with a reputation greater than
-lo are classified as intermediate notaries, encompassing the
top 84% of the notary group by reputation ranking. Senior
notaries are selected as the three nodes with the highest
reputation from among the intermediate  notaries,
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corresponding to the three highest-ranked notaries in the entire
notary group.

Within the notary group, transaction notaries are
preferentially elected from intermediate notaries based on their
reputation. Only when no intermediate notary meets the
transaction requirements is the same method applied to elect
from junior notaries. The promotion of a junior notary to an
intermediate notary is contingent upon its reputation. The
reputation calculation for junior notaries differs from that of
intermediate notaries, notably incorporating the waiting time to
become a transaction notary as a significant factor in the
evaluation. By appropriately assigning weights, junior notaries
with longer waiting times and otherwise favorable attributes
achieve higher reputation scores, thereby gaining priority for
promotion to intermediate notaries and increasing their
opportunities to participate in transactions. The verification of
cross-chain transactions is exclusively handled by senior
notaries, specifically the three nodes with the highest
reputation in the entire notary group, who collectively perform
validation through multi-signature processes. Funds are
released only after at least two senior notaries have completed
their signatures.

D. Hierarchical Notary Election

The hierarchical notary election process is depicted in
Fig. 3.
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. .
Aia Broadoast List | If Intermediate Notary

A’A A’A does not meet requirements
Senior Notary - n=n .
R=AvwRn, 0@ 1= N §
forate BO8 2ot da
G Transaction Notary
L . @
AiA
Junior
Notary o

Transaction Notary

R < Avg.Ry M n<n AUA
G,

Fig. 3. Hierarchical notary election.

Initially, during the notary initialization phase, the system
categorizes each notary into junior notaries, intermediate
notaries, and senior notaries based on their reputation. In the
preparation stage of a cross-chain transaction, senior notaries
broadcast the transaction list within the notary group, detailing
the key attributes of the transactions. Each notary then
determines whether to participate in the notary election based
on the transaction details. Subsequently, the system calculates
the average reputation of the intermediate notaries and, based

on this mean value, divides them into two groups: G, ,
consisting of notaries with a reputation greater than or equal to
the average, and G, , comprising notaries with a reputation

below the average. The number of notaries in G, is denoted as
n, and in G, as n,. If n,=2n,, a notary meeting the
transaction requirements is elected from G, as the transaction
notary; otherwise, the same method is applied to elect a
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transaction notary from G, . Should no intermediate notary
fulfill the transaction requirements, the system employs the
same approach to conduct the election among junior notaries.
The specific procedure is outlined in Algorithm 1.

Algorithm 1: Notary Election

Input: List,, Taby, IN, IN

RA ?
Output: TN
function ELECTION( Listg, , Tab;, IN, IN)

1

2 Broadcast( Listz, )

3 R « DeleteZeroReputationNotary( Taby )

4 TN <« Elect( IN)

5. Avg.R — Average(R)

6 G, < GetIN(R=Avg.R), n, =Count(G,)
7 G, < GetIN(R< Avg.R), n, =Count(G,)
8 if n,>n, then

9 TN « Random(G,)

10. elseif n <n, then

11. TN « Random(G,)

12. elseif TN « Null( IN) then
13. return Elect( JN)

14. end if

15. return TN

16. end function

IV. PERFORMANCE ANALYSIS

The simulation experimental environment for this scheme
is executed on a laptop equipped with the Windows 11
operating system, featuring hardware specifications that
include a 13th-generation Intel(R) Core(TM) i5-13500H 2.60
GHz processor and 16 GB RAM. The blockchain system is
constructed within a virtual machine running Ubuntu 24.04
Desktop Edition, configured with a 4-core processor and 8 GB
RAM. The blockchain system utilized in the experiments is
based on Hyperledger Fabric 2.4, comprising two independent
blockchains with identical configurations.

A. Election Performance of the Improved PageRank
Algorithm

This experiment constructs a notary group comprising 50
nodes. During initialization, each node is assigned a uniform
initial reputation of 0.02 and numbered from 1 to 50. Nodes
numbered 1 to 3 are preconfigured with a higher density of
trust relationships and are designated as senior notary nodes in
the HMNG-CCM framework; nodes numbered 4 to 42 are
configured with baseline trust relationships and defined as
intermediate notary nodes; and newly added nodes numbered
43 to 50, lacking pre-established trust relationships, are
classified as junior notary nodes. Throughout the iteration
process, the establishment of trust relationships is determined
by the current reputation of each node, with the probability of a
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node gaining new trust relationships being positively correlated
with its current reputation. The iteration concludes when the
reputation of each node stabilizes, with the resulting reputation
values for each node presented in Fig. 4.

—— Senior Notary
Intermediate Notary
—— Junior Notary
—— TS-PageRank (L. Chen et al, 2023)
—=— PageRank

0. 06

T T T T T
0 3 i 20 30 10 42 50
Notary Node Number

Fig. 4. Results of the PageRank, TS-PageRank, and HMNG-PageRank.

The original PageRank algorithm, due to its excessive
reliance on trust relationships, results in nodes numbered 1 to 3
(mean: 0.052) exhibiting significantly higher reputation scores
than nodes numbered 4 to 42 (mean: 0.012) and nodes
numbered 43 to 50 (mean: 0.0048). This approach overlooks
the complexity of notary reputation evaluation in cross-chain
transactions, leading to a one-sided assessment of reputation. In
contrast, the TS-PageRank [36] algorithm, when computing the
reputation of notary nodes, incorporates parameters that may
influence node reputation in cross-chain transactions, partially
mitigating the short-comings of the original PageRank
algorithm. However, it demonstrates insufficient differentiation
between nodes numbered 4 to 42 and those numbered 43 to 50,
which may result in the erroneous election of newly joined
malicious nodes as transaction notaries during the notary
selection process, consequently reducing system security.

HMNG-CCM designs differentiated reputation evaluation
strategies for junior and intermediate notaries. Consequently,
the reputation of senior, intermediate, and junior notaries,
computed via the improved HMNG-PageRank algorithm,
exhibits a discernible level of differentiation while achieving a
smooth transition from senior to junior levels. This approach
avoids the steep drop-off observed in the original PageRank
algorithm and the flat distribution of the TS-PageRank
algorithm, ensuring a comprehensive reputation assessment.
Furthermore, the  differentiated  evaluation  strategy
demonstrates a high degree of adaptability to the hierarchical
requirements of notary elections, whereas the original
PageRank and TS-PageRank algorithms, lacking similar
designs, exhibit limitations under complex trust relationship
scenarios.

In summary, the HMNG-PageRank algorithm excels in
reputation evaluation within the notary group. Compared to the
original PageRank and TS-PageRank, this scheme offers
superior reliability and security, providing robust support for
the hierarchical notary election mechanism.

B. Comparison of Notary System Time Cost and Cross-Chain
Transaction Time

This experiment analyzes the time cost of each phase in
cross-chain transactions, testing the average time costs of the
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preparation phase, transaction phase, confirmation phase, and
notary system under scenarios involving the simultaneous
initiation of 20, 40, 60, 80, 100, and 120 transactions. The
experimental results are presented in Fig. 5. The preparation
phase accounts for approximately 37.1% of the total time cost
in the cross-chain transaction process, the transaction phase
constitutes about 47.5%, and the confirmation phase comprises
roughly 15.4%. The time cost of the notary system, which
forms a subset of the preparation phase, represents
approximately 4.5% of the total time cost. The proportion of
time attributed to the notary system is significantly lower than
that of the entire cross-chain transaction process, indicating
that the additional time overhead introduced by the notary
management scheme is negligible. Furthermore, as the number
of transactions increases from 20 to 120, the average cross-
chain transaction time rises by only 4.6%, demonstrating the
efficiency of HMNG-CCM in resource allocation and its
adaptability to varying transaction scales.

B Confirmation Phase

B Transaction Phase

M Preparation Phase
67 [ Motary System

Time Cost

20 10 60 B0 100 120

Number of Transactions

Fig. 5. Notary system time cost and cross-chain transaction time.

C. Impact of Malicious Nodes on Cross-Chain Transaction
Time
—e— HMNG-CCM

%07 |—a— TS-CCM(L. Chen et al, 2023)
—=— TN-CCM

=
1

8.0+

Transaction Time (s)
tn
1

7.0

T T T T
0% 10% 20% 30% 40%

Percentage of Malicious Nodes in the Notary Group

Fig. 6. Transaction time under different percentages of malicious nodes.

This experiment initiates 100 transaction requests to
evaluate cross-chain transaction times when the notary group
contains 0, 10%, 20%, 30%, and 40% malicious nodes. The
experimental results are presented in Fig. 6. The Traditional
Notary Cross-Chain Mechanism (TN-CCM) exhibits low
tolerance to malicious nodes. As the proportion of malicious
nodes increases, the cross-chain transaction time consistently
rises. Notably, when the proportion of malicious nodes exceeds
30%, the transaction time surges to 8.9 seconds, representing a
time cost increase of approximately 25.4%, which indicates a
marked degradation in system performance.
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The Three-Stage Cross-Chain Mechanism (TS-CCM) [36],
operates normally when the proportion of malicious nodes
remains below 20%, with transaction times stabilized at
approximately 7.4 seconds. However, when the proportion of
malicious nodes exceeds 20%, transaction time increase
sharply to 8 seconds, resulting in an approximate time cost rise
of 8.4%, with further escalation as the proportion of malicious
nodes continues to grow. This indicates that TS-CCM
experiences significant impacts on its performance and stability
when confronted with higher proportions of malicious nodes.

Throughout the range of 0% to 40% malicious nodes,
HMNG-CCM consistently demonstrates lower cross-chain
transaction times compared to TN-CCM and TS-CCM.
Moreover, as the proportion of malicious nodes increases, the
growth in transaction time for HMNG-CCM remains relatively
minor. Specifically, when the proportion of malicious nodes
reaches 40%, the transaction time increases by only 4.67%,
demonstrating its robustness and resistance to malicious
behavior. In summary, the experimental results
comprehensively validate that HMNG-CCM not only
maintains high efficiency when the proportion of malicious
nodes is low, but also sustains stable system performance
under scenarios with a high proportion of malicious nodes.
This reflects the significant engineering value of HMNG-CCM
in enhancing the efficiency and reliability of cross-chain
transactions.
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Fig. 7. Impact of different percentages of malicious nodes on transaction
time under different numbers of transactions.

This experiment evaluates the performance of HMNG-
CCM in counteracting malicious notary nodes during cross-
chain transactions. The experiment simulates five scenarios
with malicious notary proportions of 0% (control group), 10%,
20%, 30%, and 40%. For each scenario, 20, 40, 60, 80, 100,
and 120 transactions are processed, analyzing the impact of
both transaction volume and malicious notary proportion on
transaction time. The experimental results are presented in
Fig. 7. In the absence of malicious nodes (0%), cross-chain
transaction times are the shortest, exhibiting linear growth with
increasing transaction volume. As the proportion of malicious
nodes rises from 10% to 40%, transaction time increases
slightly compared to the 0% malicious notary scenario, as
evidenced by the gradually widening vertical distance between
the corresponding line segments and the 0% malicious notary
baseline in the figure. Nevertheless, even when the malicious
notary proportion reaches 40%, transaction times remain
closely aligned with those in the 0% scenario. This
demonstrates that HMNG-CCM sustains robust performance
even under high proportions of malicious nodes. Furthermore,
regardless of the increase in transaction volume, the influence
of varying malicious notary proportions on transaction time
remains limited, highlighting the efficiency and robustness of
HMNG-CCM in mitigating interference from malicious nodes.
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D. Impact of Malicious Nodes on Transaction Success Rate

This experiment initiates 100 transaction requests to assess
the cross-chain transaction success rate under scenarios where
the notary group contains malicious nodes at proportions of
10%, 20%, 30%, and 40%. The experimental results are
presented in Fig. 8. TN-CCM exhibits low tolerance to
malicious behavior; as the proportion of malicious nodes
increases, the transaction success rate declines linearly from
100% to 60%. This indicates that TN-CCM struggles to
maintain  normal system operation effectively when the
proportion of malicious nodes is high. TS-CCM [36], performs
stably when the malicious notary proportion is below 30%,
maintaining a transaction success rate of 98%. However, when
the proportion exceeds 30%, the success rate drops sharply to
88%, highlighting its limited resilience against malicious
behavior in high-risk scenarios.

—e— HMNG-CCM

—a— TS-CCM(L. Chen et al, 2023)
—s— TN-CCM

100% 4

904

B0

Transaction Success Rate

T T T T T
0% 10% 20% 30% 10%

Perception of Malicious Nodes in the Notary Group

Fi

g. 8. Transaction success rate under different percentages of malicious
nodes.

In contrast, HMNG-CCM achieves a transaction success
rate of 99% when the malicious notary proportion is below
20%, slightly outperforming TS-CCM. Between 20% and 30%,
the success rate remains stable at 98%. Even when the
malicious notary proportion reaches 40%, HMNG-CCM
sustains a success rate of 96%, with a mere 4% decline,
markedly surpassing both TN-CCM and TS-CCM. These
results demonstrate that HMNG-CCM effectively ensures
transaction success rates in scenarios with high proportions of
malicious nodes, reflecting superior system reliability and
robustness under complex scenarios.

E. Security Analysis

The notary-based cross-chain transaction system may
encounter threats such as malicious notary attacks, single
points of failure, and reputation manipulation. The HMNG-
CCM proposed in this paper effectively addresses these
potential threats and ensures system robustness and reliability
through an innovative hierarchical notary management scheme,
a functional division mechanism, and a reputation evaluation
mechanism based on an improved PageRank algorithm.

The core of HMNG-CCM lies in mitigating trust risks and
enhancing system stability through hierarchical management
and functional division. Notaries are classified into three
tiers—junior, intermediate, and senior. Nodes newly joining
the notary group must stake a margin deposit and undergo
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verification by senior notaries to become junior notaries, while
senior notaries are designated as the nodes with the highest
reputation. This hierarchical structure circumvents the
centralization risks inherent in traditional notary mechanisms
due to reliance on a single notary. The synergy between
functional division and hierarchical management enhances the
system’s  decentralization. Transaction execution and
verification duties are distinctly separated: junior and
intermediate notaries handle the execution of cross-chain
transactions, whereas senior notaries focus on verifying the
legality and consistency of transactions. This division further
diminishes the influence of any single notary on the system,
while enabling the timely detection and correction of malicious
behavior through multiple checks. Consequently, the system
maintains normal operation even in the presence of partial node
failures or attacks.

The reputation evaluation employs an improved PageRank
algorithm, generating reputation rankings based on nodes’
historical performance and trust relationships. Differentiated
evaluation strategies are designed for junior and intermediate
notaries to reflect their distinct role characteristics in
transaction execution. Periodically updated reputation rankings
effectively identify and isolate malicious nodes, ensuring that
only those with a high reputation participate in critical tasks.
This dynamic adjustment capability not only prevents
reputation manipulation but also provides a fair basis for notary
election and promotion. When junior notaries are considered
for promotion to intermediate notaries, both historical
performance and waiting time are comprehensively evaluated,
offering priority promotion opportunities to junior notary nodes
that have been part of the notary group for an extended period
yet lack election opportunities. Simultaneously, this approach
increases the time cost for newly joined malicious nodes within
the notary group, reducing the likelihood of their election as
selected notaries and thereby further mitigating their impact on
the system.

Based on the aforementioned design, this scheme ensures
transaction security and smooth execution through a cross-
chain protocol. During the preparation phase, the system
selects transaction notaries from intermediate or junior notaries
based on reputation. In the transaction phase, senior notaries
verify transactions via multi-signature validation and authorize
transaction notaries to release funds, a decentralized
verification approach that effectively prevents single points of
failure. Furthermore, the system incorporates timeout and retry
mechanisms to bolster risk resilience and employs distributed
storage technology in the confirmation phase to safeguard
transaction data security. Collectively, these design elements
establish a secure and reliable transaction process.

V. CONCLUSION

The HMNG-CCM proposed in this paper provides a
decentralized, efficient, and trustworthy solution for blockchain
cross-chain transactions by introducing an innovative notary
management scheme, a functional division mechanism, and a
reliable reputation evaluation mechanism.

Firstly, a notary management scheme centered on
hierarchical management and functional division effectively
mitigates trust risks and optimizes transaction processes,

Vol. 16, No. 4, 2025

thereby enhancing the decentralization characteristics of the
cross-chain system. Secondly, a reputation evaluation scheme
designed using an improved PageRank algorithm implements
differentiated assessments based on notary levels, ensuring
fairness and rationality in the evaluation process. Furthermore,
experimental results conducted on the Hyperledger Fabric
platform demonstrate that this mechanism effectively
withstands malicious notary behavior while improving
transaction speed and success rate, confirming its advantages in
practical applications.

Although this study has achieved significant progress,
several limitations warrant further attention. The experimental
validation is primarily based on the Hyperledger Fabric
platform, and the generalizability of the results requires
additional verification across other blockchain platforms. The
hierarchical management scheme may increase management
complexity when the number of notaries is large. Furthermore,
the effectiveness and stability of the reputation evaluation
scheme under diverse scenarios necessitate further testing.

Based on the findings and limitations of this study, future
research could explore adaptive dynamic management schemes
for notary groups, incorporate machine learning techniques to
develop more flexible reputation evaluation models, and design
cross-chain protocols that support multi-chain environments to
accommodate increasingly complex blockchain interaction
scenarios.

In conclusion, this paper successfully establishes an
efficient and secure cross-chain mechanism, offering robust
technical support for the security and decentralization of
blockchain cross-chain transactions. While certain limitations
remain, this study provides directions for future related
research, bearing significant theoretical importance and
practical value.
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