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Abstract—The rapid development of the Internet of Things 

(IoT) requires systematic development methods that address 

complex functional, architectural, and validation concerns. This 

review synthesized research published between 2016 and 2023 to 

characterize common functional requirements (FRs), current 

modelling techniques, and validation practices. From an initial 

corpus of 1,598 articles, 425 publications were selected for in-

depth analysis. The results demonstrated a consistent emphasis 

on data handling, inter-device communication, analytics, and 

system management. Nevertheless, critical gaps persisted in end-

to-end security and context-aware computing. Sequence, class, 

and use case diagrams dominated modelling practices, which 

indicated attention to system behavior and interactions. 

Conversely, state machine and deployment diagrams were 

underutilized despite their potential to better capture runtime 

states and architectural configurations. The validation 

approaches in IoT development were primarily empirical, with 

experiments and case studies predominating. Expert reviews are 

valuable for early-stage assessment, but were rarely applied, 

which indicated missed opportunities for early improvement of 

design quality in the lifecycle. Overall, the results reflected the 

maturity and limitations of current practices in IoT engineering. 

These limitations can be addressed by diversifying modelling 

techniques, enhancing security integration, and using hybrid 

validation frameworks. This review presented a foundational 

reference to guide the systematic development of scalable, secure, 

and context-aware IoT systems, and contributed to the evolving 

body of IoT software engineering knowledge. 
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I. INTRODUCTION 

The Internet of Things (IoT) represents a significant 
technological advancement that enables the interconnection of 
physical devices equipped with sensors and communication 
interfaces capable of data exchange across a network. This 
transformation of physical systems into smart environments 
has led to the emergence of complex systems that require 
rigorous requirements engineering (RE) practices to ensure 
successful IoT application development and deployment [1], 
[2]. The diverse hardware, software, and communication 
protocols requires a comprehensive understanding of 
functional requirements (FRs), which define the essential 

behaviors, capabilities, and services an IoT system must 
deliver to reliably meet stakeholder expectations across varying 
operational contexts [3], [4]. 

The literature determining the essential FRs in IoT has 
classified them into thematic groups crucial to the success of 
the system. The main themes include service discovery and 
orchestration, device management and security, 
communication and data management, and context-aware 
features [3], [5]. The theme-based organization aids developers 
and stakeholders in addressing the multifaceted integration 
challenges presented by heterogeneous elements of the system 
systematically [6], [7]. Several applications in IoT do not 
systematically define these FRs, which results in errors that 
could negatively affect user satisfaction and system 
performance [4], [8]. 

Modelling is essential in the RE process. Unified 
Modelling Language (UML) is effective for demonstrating IoT 
system functionalities and presents a visual representation that 
enables developer and stakeholder communication [9]. The 
UML adaptations through the IoTReq extension improve its 
pertinence in addressing the specific challenges that 
characterize IoT environments, such as distributed control, 
heterogeneity, and context-awareness [8], [10]. These 
modelling approaches are essential to ensure that the FRs 
defined are captured and understood adequately before a 
system is implemented. 

The FR validation is critical in the lifecycle of IoT system 
development. The designed systems are confirmed to perform 
as planned in their chosen contexts through experimental 
prototypes, simulations, and expert evaluations [11], [12]. Each 
approach is subject to compromises concerning generalizability 
and empirical rigor and thereby requires a carefully 
personalized approach to address specific IoT application 
situations [13], [14]. The process of validation confirms 
functional adherence and identifies possible areas for 
enhancement, thus encouraging the continuous improvement of 
IoT applications. 

This systematic review charts the present landscape of FRs 
in IoT development and reveals underexplored areas. This 
review presents actionable observations to create stronger and 
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more adaptable IoT systems that can meet the evolving 
requirements of varied application areas. Sustained focus on 
the definition, modelling, and validation of FR will be essential 
in addressing IoT complexities and fully realizing its potential. 

II. METHODS 

A. Research Questions 

This study was organized in three research questions (RQs) 
to guide the investigation. The RQs provided a structured 
framework to examine which functional requirements are 
prioritized in existing research, and how they are modelled and 
validated within the IoT context. Table I summarizes the RQs 
and their underlying motivations and highlights their 
importance to the overall study objectives. 

TABLE I.  THE RESEARCH QUESTIONS AND MOTIVATIONS 

Research Question Motivation 

RQ1: What are the 

common FRs in IoT 

application 

development? 

This question aims to analyze the distribution of 

studies regarding the FRs addressed in IoT 

development. The study aimed to determine to which 

these identified FRs have been practically applied 

and integrated into IoT development, which 

highlights their practical application and relevance 

within the field. 

RQ2: Which UML 

models are most used 

for modelling FRs in 

the development of 

IoT applications? 

The answer to RQ2 would facilitate the identification 

of the UML diagrams adopted to support the FRs of 

IoT applications. The answer would also aid the 

identification of the approaches that have gained IoT 

development practitioners’ attention and assessment 

of its effectiveness in representing the FRs of IoT 

projects. 

RQ3: What are the 

strategies applied in 

IoT FR validation? 

To identify the validation methodologies used for 

verifying the FRs in IoT projects. 

B. Literature Search Strategy 

The literature was searched using the Web of Science, 
Scopus, and IEEE Xplore databases. The search targeted titles, 
keywords, and abstracts, and applied a consistent set of search 
terms across all databases: (“Internet of Things” OR “IoT”) 
AND (“functional requirement” OR “requirements model” OR 
“UML” OR “Unified Modelling Language”) AND 
(“validation” OR “verification” OR “evaluation”). The search 
was limited to articles published between January 2016 and 
December 2023. 

C. Inclusion and Exclusion Criteria 

Rigor and relevance in the study selection were ensured by 
applying specific inclusion and exclusion criteria. 

1) Inclusion criteria: Studies were considered eligible for 

inclusion if they satisfied the following conditions:  

• Publication date: Published between January 2016 and 
December 2023; 

• Database: Indexed in Web of Science, Scopus, or IEEE 
Xplore; 

• Topic relevance: Addressed the IoT in the context of FR 
or UML, and discussed aspects of validation or 
verification related to these requirements or models; 

• Search scope: Appeared in titles, abstracts, or keywords 
containing the defined search terms; 

• Publication type: Peer-reviewed journal articles, 
conference papers, or book chapters; 

• Language: Published in English to maintain 
interpretation and analysis consistency. 

2) Exclusion criteria: Studies were excluded from this 

review if they met any of the following conditions:  

• Publication date outside range: Published before 
January 2016 or after December 2023; 

• Non-relevant focus: Addressed IoT broadly but did not 
cover FRs, UML, validation, or verification; 

• Publication type: Editorials, opinion pieces, prefaces, 
tutorials, theses, patents, standards documents, or grey 
literature and any non-peer-reviewed publications; 

• Language: Not published in English; 

• Accessibility: Full text was unavailable. 

D. Study Selection 

The studies were selected in accordance with the Preferred 
Reporting Items for Systematic Reviews and Meta-Analyses 
(PRISMA) guidelines [15] (see Fig. 1). 

 

Fig. 1. Flowchart of research process adapted from PRISMA diagram 

(adapted from [15]). 

The process included identification (search results were 
imported into a reference management tool and duplicates were 
removed), screening (titles, abstracts, and keywords were 
reviewed for relevance), eligibility (full-text articles were 
assessed based on predefined inclusion and exclusion criteria), 
and inclusion (studies meeting all criteria were selected for 
final analysis and synthesis). Overall, the database search 
identified a total of 1,598 publications. After screening, 425 
publications were selected and included in the systematic 
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literature review. Supplementary table (Table II) presents the 
complete list of included studies. 

III. RESULTS AND DISCUSSION 

A. RQ1: What are the Common FRs in IoT Application 

Development? 

Identifying and analyzing common FRs is crucial for the 
success and efficiency of IoT ecosystems in the IoT application 
development domain. This study integrated insights from 
extensive literature and assessed the importance of FRs 
prevalent in IoT applications. A consensus emerged around 24 
FRs, which can be viewed through their occurrence frequencies 
within the existing body of knowledge (summarized in Fig. 2). 

 

Fig. 2. The FRs of IoT application development. 

The foundational FRs of data handling and communication 
(n = 419) and inter-device communication (n = 348) 
highlighted the necessity of robust and reliable connectivity for 
effective IoT operations. These FRs are essential for enabling 
seamless data flow and interoperability between IoT devices, 
cloud platforms, and edge nodes. A comprehensive 
understanding of these communication frameworks was 
underscored by the requirement for effective data sharing 
protocols, which was supported by research that emphasized 
the important role of integrated communication systems and 
data management in IoT architectures [16]–[18]. Evidently, the 
prevailing emphasis on communication reflected the 
fundamental characteristics of IoT systems, whose 
functionality relies on interconnectedness. 

Interoperability and integration requirements, such as 
service composition and programmability (n = 241), enterprise 
integration (n = 229), and cloud integration (n = 223), 
emphasized the need for IoT applications to adapt and operate 
within heterogeneous environments. This result supported the 
shift towards more service-oriented architectures within IoT 
ecosystems. Effective service discovery and integration 
mechanisms are vital for dynamic integration into existing 
enterprise systems, and much research supported the necessity 
of such adaptive frameworks to enhance IoT solution 
scalability and flexibility [16], [17]. A key priority in the 
literature was device capacity to effectively communicate and 
cooperate while autonomously discovering and integrating 
services. 

Data analytics and visualization (n = 272) emerged as a 
critical requirement that facilitates the conversion of raw data 
into actionable insights. The prominence of this FR in the 
literature underscored the integration of advanced analytical 
capabilities with IoT systems, where artificial intelligence can 
significantly enhance operational efficiency and decision-
making processes [19]–[21]. This result highlighted the trend 
towards leveraging big data analytics within IoT applications 
to identify trends and patterns that drive system intelligence. 

Actuation and control (n = 216) bridged the gap between 
data analysis and physical responses in IoT systems. This FR is 
integral in automated environments, where real-time data 
processing translates directly into physical actions, thus 
facilitating interaction with the environment [22], [23]. The 
importance of such operational management capabilities is 
correlated with their deployment in important sectors, such as 
healthcare, smart cities, and industrial operations, where timely 
responses are dominant. 

The emphasis on fleet-level operational management 
revealed additional significant FRs that included configuration 
management (n = 225) and scalability management (n = 213). 
These FRs emphasize the systemic requirements for managing 
devices over their lifecycle effectively. As IoT technologies 
mature, device network management collectively becomes 
essential to ensure reliability and efficiency against potential 
systemic failures. Given that IoT devices are increasing 
exponentially, methods for ensuring system observability and 
maintainability are becoming increasingly important [24], [25]. 

Regarding security, device authentication (n = 241) and 
user management and authentication (n = 174) were 
comparatively well represented, but the shortcomings in other 
security mechanisms, such as encryption and intrusion 
detection, highlighted significant gaps in comprehensive 
security approaches across the IoT landscape [26]–[28]. This 
imbalance indicated a persistent need for research to evolve 
toward developing robust, multi-layered security frameworks 
for IoT environments. 

Lastly, several FRs related to context-awareness and 
optimization, such as geolocation (n = 76) and environmental 
adaptation (n = 41), were under-represented, which suggested 
that substantial potential for growth in these domains remains 
as the IoT ecosystem evolves. Addressing these unfilled niches 
can enhance the overall functionality of IoT solutions by 

41

41

47

54

59

76

86

91

97

155

157

162

174

213

216

223

225

226

229

241

241

272

348

419

0 200 400 600

Environmental Adaptation

Multimedia Support

Localization and Mapping

Data Compression and Optimization

Compliance Management

Geolocation

Time Synchronization

Firmware Upgrading

Naming

State Management and Reporting

Fault Detection and Diagnostics

Alerts and Notifications

User Management and…

Scalability Management

Actuation and Control

Cloud Integration

Configuration Management

Discovery & lookup

Enterprise Integration

Service composition &…

Device Authentication

Data Analytics and Visualization

Inter-device Communication

Data handling & Communication

Count

F
u

n
c
ti

o
n

a
l 
R

e
q

u
ir

e
m

e
n

ts



(IJACSA) International Journal of Advanced Computer Science and Applications,  
Vol. 16, No. 12, 2025 

115 | P a g e  
www.ijacsa.thesai.org 

tailoring them more closely to the intricacies of application-
specific requirements. 

The FR analysis revealed a focus on IoT system 
connectivity, interoperability, analytics, and management. 
Furthermore, the analyses identified important areas that 
should be explored further, specifically in security and domain-
specific applications. Addressing these shortcomings, 
particularly in developing comprehensive security strategies 
and enhancing context-aware capabilities, would be 
instrumental in advancing IoT application development and 
ensuring its viability in an increasingly interconnected world. 

B. RQ2: Which UML Models are most used for Modelling 

FRs in the Development of IoT Applications? 

In the IoT application development context, the analysis 
indicated a prevalent utilization of specific UML diagrams for 
modelling functional requirements. The data (see Fig. 3) 
demonstrated that sequence, class, and use case diagrams were 
among the most commonly used diagrams, which supported 
their importance in IoT systems development [29]–[32]. 

 

Fig. 3. Frequency of UML models used for modelling FRs in IoT 

application development. 

Sequence diagrams (n = 19) were one of the frequently 
used modelling tools, and are essential for mapping out time-
dependent, message-driven interactions typical within IoT 
environments. The strength of this diagram is its ability to 
effectively represent asynchronous communication flows and 
event-driven IoT systems, which enables a clear depiction of 
the interaction chain that involves sensors, data processing 
units, and actuators [29]–[31]. For example, sequence diagrams 
are visual narrations of the information flow from sensor data 
capture to cloud processing, and clarify how IoT system 
components come together in real-time settings [32], [33]. 

Use case diagrams (n = 16) are effective for capturing 
functionalities that are user-centric. Such diagrams bridge 
technical teams and stakeholders, and facilitate a primary 
comprehension of user interactions and system requirements, 
especially within smart homes and healthcare domains [29]–

[31]. Through this high-level abstraction, stakeholders can 
articulate and understand the functionalities and purpose of the 
system more clearly, which ensures that the needs of the user 
are prioritized in the process of development [29], [30], [32]. 

The FRs are complemented by class diagrams (n = 18), 
which articulate the static structure of IoT systems. Class 
diagrams are influential in defining core objects, such as 
sensors and actuators, and their characteristics and relations, 
and act as the foundational design for system implementation 
in model-driven engineering styles. Integrating class diagrams 
with use case and sequence diagrams encourages an inclusive 
perspective of the static framework and dynamic interactions 
of IoT applications [32], [34], [35]. 

While the discussion was dominated by the aforementioned 
diagrams, other UML diagrams [activity diagrams (n = 8) and 
component diagrams (n = 8)] are also valuable. While activity 
diagrams were not as widely adopted, they excel in modelling 
complex workflows, which potentially aids in scenarios 
involving multi-device interactions or context-aware processes 
[36][37]. Similarly, component diagrams enhance architectural 
clarity by defining system decomposition, which is crucial for 
developing scalable and maintainable IoT solutions [38], [39]. 

Conversely, the application of state machine diagrams (n = 
3), communication diagrams (n = 1), and deployment diagrams 
(n = 1) was notably limited. This limited application raises 
concerns about their underutilization despite their potential 
benefits in representing system states, modularity, and 
deployment environments. State machine diagrams may be 
particularly relevant for capturing lifecycle behaviors and 
reactivity patterns, which are important elements in adaptive 
IoT applications [40], [41]. The absence of these diagrams 
indicates a gap in the modelling methodologies that could be 
corrected by promoting a more diverse usage of UML tools 
academically and practically [42], [43]. 

While sequence, use case, and class diagrams are 
fundamental for articulating functional requirements in IoT 
applications, a broader adoption of complementary diagrams 
(activity, component, and state machine diagrams) is required. 
Researchers and practitioners who bridge this modelling gap 
can enhance their frameworks and methodologies, ultimately 
leading to more robust and effective IoT systems. 

C. RQ3: What are the Strategies Applied in IoT FR 

Validation? 

The FR validation in IoT application development uses 
several predominant strategies, which highlight a robust 
methodological framework in the literature. The analysis 
(summarized in Fig. 4) revealed that this space was dominated 
by empirical evaluation techniques, primarily through 
experiments and case studies, where experiments comprised a 
significant proportion of the documented methods. This 
predominance underscored a trend toward validating the 
performance and behavior metrics of IoT systems in controlled 
and real-world scenarios, which reflected the necessity of 
contextually rich data in developing effective IoT applications. 

The reliance on experimental methods indicated the 
emphasis of the IoT community on reproducibility and 
quantitative performance metrics. Experiments in controlled 

16

18
19

8

3

1

8

1

0

2

4

6

8

10

12

14

16

18

20

C
o

u
n

t

UML Diagram



(IJACSA) International Journal of Advanced Computer Science and Applications,  
Vol. 16, No. 12, 2025 

116 | P a g e  
www.ijacsa.thesai.org 

environments can precisely measure various system 
parameters, which include latency, energy consumption, 
scalability, and interoperability [44], [45]. Such parameters are 
important given the inherent complexity and dynamic 
interactions of IoT devices, which operate under diverse and 
frequently unpredictable conditions [46]. Notably, various 
empirical analyses demonstrated that prototypes and 
simulations were frequently used to refine system functionality 
before deployment. Empirical techniques facilitate continuous 
integration and iterative development, which align with agile 
methodologies in software engineering [47]. 

 

Fig. 4. Strategies used for functional requirement validation in IoT 

application development. 

Case studies provide an enriching contextual lens that 
enables the validation of IoT FRs. This method allows 
researchers to embed evaluation efforts within realistic and 
application-specific environments, such as healthcare and 
industrial IoT systems [48]. These studies aid the elucidation of 
domain-specific constraints and user interactions that may be 
neglected in controlled experiments, thus enhancing the 
understanding of operational challenges and real-world 
implications of FRs. Incorporating case studies reflects 
researchers’ awareness of the contextual factors that can 
influence the success of IoT systems beyond technical 
validation [49]. 

Expert reviews comprised a modest proportion of the 
validation strategies, but have important value, especially in the 
early stages of requirement elicitation and specification. These 
reviews aid the identification of ambiguities or inconsistencies 
within the requirements and contribute to a more thorough 
validation [50]. Nevertheless, their lower adoption may stem 
from perceptions of subjectivity and the challenges in 
assembling a reliable expert panel [51]. Nonetheless, 
incorporating expert evaluations with empirical approaches can 
improve validation framework robustness by merging 
quantitative rigor with qualitative insights [52]. 

This analysis of present approaches in IoT FR validation 
revealed that empirical methods were dominant, specifically, 
experimental approaches that highlight measurable system 
behaviors, which were accompanied by context-relevant 
perspectives from case studies and the qualitative contribution 
from expert appraisals. The evolution of this field demonstrates 

the clear necessity of frameworks of hybrid validation that 
simultaneously use the strengths of expert insights and 
empirical evaluations to develop standardized benchmarks 
customized to the diverse IoT landscape. 

IV. CONCLUSION AND FUTURE WORK 

This study emphasized the basic trends in IoT application 
development and focused on FRs, modelling methods, and 
validation approaches. The analysis suggested that the main 
focus has been on important capabilities, such as analytics, 
inter-device communication, data handling, and system-level 
management. Nonetheless, crucial areas, such as context-
awareness and end-to-end security, were notably under-
represented, and are important for deployments in the real 
world. These aforementioned gaps suggest that research 
priorities are disconnected from operational requirements in the 
landscape of IoT. 

Regarding modelling practices, a clear prevalence of 
traditional diagram types (sequence and class diagrams) was 
established, as these diagrams effectively capture functional 
flows and system structures. Nevertheless, the infrequent use 
of state machines, deployment, and communication diagrams 
indicated limitations in the existing modelling frameworks. 
These diagrams are essential for capturing the full spectrum of 
functional requirements of IoT applications. Therefore, 
enhancing modelling practices may be important for addressing 
architecture-specific challenges and optimizing system 
resources. 

The analysis also revealed that validation strategies within 
IoT development practices strongly relied on experimental 
methods and case studies. Although these methods provide 
valuable empirical insights, incorporating expert reviews, 
particularly during the early design stages, can strengthen their 
effectiveness. A combined approach that integrates empirical 
testing with qualitative assessments can support more holistic 
evaluations of FRs and system performance. 

Future research directions should emphasize the need to 
expand the focus on FRs, especially in multi-layered security 
protocols and adaptive computing environments. These 
elements are vital for supporting advanced applications, such 
as autonomous systems. Integrating context-aware design 
practices, coupled with the adoption of modern modelling 
techniques that can address functional and contextual 
dynamics, is another promising research direction. Finally, 
advancing IoT development would rely on the development of 
adaptive meta-modelling frameworks that can intelligently 
suggest suitable modelling practices based on system 
characteristics. 

In summary, IoT application development has progressed 
substantially, but significant operational gaps across FRs, 
modelling practices, and validation methods remain. Future 
work should aim to broaden functional scopes, strengthen 
UML modelling practices, and pioneer advanced validation 
strategies that promote a more integrated approach to IoT 
system security and optimization. Addressing these areas 
would enable researchers and practitioners to better align their 
efforts with the evolving landscape of IoT technologies and 
application demands. 
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