
(IJACSA) International Journal of Advanced Computer Science and Applications, 

Vol. 15, No. 4, 2024 

234 | P a g e  

www.ijacsa.thesai.org 

Leveraging Machine Learning Methods for Crime 

Analysis in Textual Data 

Shynar Mussiraliyeva, Gulshat Baispay  

Al-Farabi Kazakh National University, Almaty, Kazakhstan 

 

 
Abstract—The proposed research paper explores the 

application of machine learning techniques in crime analysis 

problem, specifically focusing on the classification of crime-

related textual data. Through a comparative analysis of various 

machine learning models, including traditional approaches and 

deep learning architectures, the study evaluates their 

effectiveness in accurately detecting and categorizing crime-

related text data. The performance of the models is assessed 

using rigorous evaluation metrics, such as the area under the 

receiver operating characteristic curve (AUC-ROC), to provide 

insights into their discriminative power and reliability. The 

findings reveal that machine learning frameworks, particularly 

the deep learning model, consistently outperform conventional 

machine learning approaches, highlighting the potential of 

advanced neural network architectures in crime analysis tasks. 

The implications of these findings for law enforcement agencies 

and researchers are discussed, emphasizing the importance of 

leveraging advanced machine learning techniques to enhance 

crime prevention and intervention efforts. Furthermore, avenues 

for future research are identified, including the integration of 

multiple data sources and the exploration of interpretability and 

explainability of machine learning models in crime analysis 

problem. Overall, this research contributes to advancing the field 

of crime analysis problem and underscores the importance of 

leveraging innovative computational approaches to address 

complex societal challenges. 
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I. INTRODUCTION 

In contemporary society, the proliferation of online 
platforms has led to an unprecedented volume of textual data 
being generated daily. These data encompass a wide array of 
topics, including discussions related to crime and criminal 
activities. Leveraging this wealth of online textual data for 
crime analysis has garnered significant attention from 
researchers and law enforcement agencies alike [1]. Traditional 
methods of crime analysis often rely on structured data 
obtained from official reports, which may suffer from 
limitations such as reporting biases and time delays [2]. 
However, online textual data offer a unique opportunity to 
complement traditional crime analysis techniques by providing 
real-time and unfiltered insights into various criminal activities 
[3]. 

Machine learning (ML) techniques have emerged as 
powerful tools for analyzing large volumes of textual and 
image data, enabling the extraction of valuable insights and 
patterns [4]. By harnessing the computational capabilities of 

ML algorithms, researchers can uncover hidden associations 
and trends within vast amounts of online text, facilitating a 
deeper understanding of criminal behaviors [5]. Moreover, ML 
approaches offer the flexibility to adapt to evolving crime 
patterns and modus operandi, making them indispensable in the 
realm of crime analysis [6]. 

The integration of machine learning in crime analysis 
presents numerous advantages. Firstly, ML algorithms can 
effectively process unstructured textual data, including social 
media posts, forum discussions, and news articles, enabling 
comprehensive surveillance of criminal activities across 
diverse online platforms [7]. Secondly, ML-based crime 
analysis can aid law enforcement agencies in identifying 
emerging threats and hotspots in real time, allowing for 
proactive intervention and crime prevention measures [8]. 
Furthermore, ML techniques can assist in the prioritization of 
investigative efforts by highlighting relevant information and 
filtering out noise from the vast expanse of data [9]. 

Despite the promise of ML in crime analysis, several 
challenges persist. One such challenge is the inherent 
ambiguity and noise present in online textual data, which can 
hinder the accuracy and reliability of ML models [10]. 
Additionally, issues related to data privacy and ethical 
considerations necessitate careful deliberation when employing 
ML techniques for crime analysis [11]. Moreover, the dynamic 
nature of online discourse poses challenges in maintaining the 
relevance and effectiveness of ML models over time [12]. 

To address these challenges and maximize the potential of 
machine learning in crime analysis, this research paper aims to 
explore various ML approaches and their applications in 
analyzing online textual data related to criminal activities. By 
synthesizing insights from existing literature and empirical 
studies, this paper seeks to provide a comprehensive overview 
of the current state-of-the-art in ML-based crime analysis. 
Furthermore, this paper will examine the implications of ML-
driven crime analysis for law enforcement practices, 
highlighting opportunities for future research and development 
[13]. 

In summary, the integration of machine learning techniques 
in crime analysis offers unprecedented opportunities to harness 
the vast amount of online textual data for enhancing public 
safety and security. By overcoming inherent challenges and 
leveraging the capabilities of ML algorithms, researchers and 
law enforcement agencies can gain invaluable insights into 
criminal behaviors and trends, ultimately contributing to more 
effective crime prevention and intervention strategies [14]. 
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II. RELATED WORKS 

Crime analysis has long been a focal point of research in 
criminology and law enforcement, with recent advancements in 
machine learning (ML) techniques opening up new avenues for 
exploring and understanding criminal behaviors through 
analysis of online textual data [15]. Previous studies have 
demonstrated the efficacy of ML algorithms in various aspects 
of crime analysis, ranging from predictive modeling to crime 
pattern recognition [16]. Furthermore, researchers have 
explored the application of ML in analyzing diverse sources of 
online textual data, including social media posts, online 
forums, and news articles, to uncover insights into criminal 
activities [17]. 

One area of research that has gained prominence is the use 
of natural language processing (NLP) techniques in crime 
analysis. NLP methods enable the extraction of meaningful 
information from unstructured textual data, facilitating the 
identification of key themes, sentiments, and entities related to 
criminal activities [18]. By applying NLP techniques such as 
sentiment analysis and named entity recognition, researchers 
can gain deeper insights into public perceptions of crime and 
the dissemination of criminal narratives across online platforms 
[19]. 

Moreover, research has explored the utility of social 
network analysis (SNA) in crime analysis, particularly in the 
context of online social networks. SNA enables researchers to 
analyze the structure and dynamics of social networks to 
identify influential actors, detect criminal communities, and 
trace the flow of information related to criminal activities [20]. 
By leveraging SNA techniques, researchers can uncover 
hidden connections and patterns within online social networks, 
shedding light on the mechanisms underlying the spread of 
criminal behaviors [21]. 

In addition to NLP and SNA, researchers have investigated 
the application of machine learning algorithms such as 
classification, clustering, and anomaly detection in crime 
analysis. Classification algorithms, such as support vector 
machines (SVM) and random forests, have been employed to 
categorize online textual data into different crime-related topics 
or classes [22]. Clustering algorithms, such as k-means and 
hierarchical clustering, have been used to group similar textual 
documents together, enabling the identification of common 
themes and patterns within large datasets [23]. Anomaly 
detection algorithms, such as isolation forest and one-class 
SVM, have been utilized to identify unusual or anomalous 
behavior in online textual data, which may signify potential 
criminal activities [24]. 

Furthermore, researchers have explored interdisciplinary 
approaches that combine ML techniques with domain-specific 
knowledge from fields such as criminology, sociology, and 
psychology. By integrating insights from multiple disciplines, 
researchers can develop more robust models for crime analysis 
that account for the complex interplay of individual, social, and 
environmental factors influencing criminal behaviors [25]. For 
example, research has shown the importance of incorporating 
spatial and temporal information into ML models for crime 
prediction and hotspot analysis, as crime patterns often exhibit 
geographic and temporal clustering [26]. 

Moreover, the emergence of big data analytics has provided 
researchers with unprecedented access to vast amounts of 
online textual data for crime analysis. Big data analytics 
techniques, such as data mining and machine learning, enable 
researchers to process and analyze large-scale datasets to 
extract actionable insights and patterns related to criminal 
activities [27]. By harnessing the computational power of big 
data analytics platforms, researchers can overcome the 
challenges associated with the volume, velocity, and variety of 
online textual data, enabling more comprehensive and timely 
crime analysis [28]. 

Despite the advancements in ML techniques for crime 
analysis, several challenges remain. One challenge is the issue 
of data quality and bias inherent in online textual data, which 
may stem from factors such as misinformation, sampling 
biases, and linguistic nuances [29]. Addressing these 
challenges requires careful preprocessing and validation of the 
data, as well as the development of robust ML models that are 
resilient to noise and biases [30]. 

Furthermore, ethical considerations surrounding the use of 
online textual data for crime analysis warrant attention. Privacy 
concerns, data security risks, and the potential for algorithmic 
biases raise ethical dilemmas that must be carefully navigated 
to ensure responsible and ethical use of ML techniques in 
crime analysis [31]. Additionally, the transparency and 
interpretability of ML models are crucial for fostering trust and 
accountability in the criminal justice system [32]. 

In summary, the application of machine learning techniques 
in crime analysis holds significant promise for enhancing our 
understanding of criminal behaviors and improving public 
safety. By leveraging advancements in NLP, SNA, big data 
analytics, and interdisciplinary approaches, researchers can 
gain valuable insights into the complex dynamics of criminal 
activities unfolding in the digital realm. However, addressing 
challenges related to data quality, ethical considerations, and 
algorithmic transparency is essential to realizing the full 
potential of ML-driven crime analysis [33]. Through 
interdisciplinary collaboration and ongoing research efforts, we 
can continue to advance the state-of-the-art in crime analysis 
and develop more effective strategies for preventing and 
combating crime in the digital age [34]. 

III. MATERIALS AND METHODS 

Research indicates that criminal incidents tend to be 
unevenly distributed across urban areas [35]. This non-uniform 
distribution implies that certain locations may exhibit a higher 
propensity for criminal activity than others, thus rendering 
crime a location-dependent phenomenon [36]. Given the 
variability of crime rates based on geographic location, law 
enforcement agencies face challenges in resource allocation 
and crime prevention efforts, particularly when it comes to 
identifying high-risk areas. Consequently, there is a pressing 
need for accurate models capable of effectively detecting crime 
hotspots and reliably predicting the time and location of 
criminal events. Fig. 1 demonstrates the proposed system for 
crime detection using machine learning techniques.   
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Fig. 1. The proposed system for crime analysis. 

This section delineates our proposed methodology for 
detecting and forecasting crime hotspots, elucidating the 
sequential steps essential for implementation. The model, as 
depicted in Fig. 1, is founded upon a multi-step process 
meticulously designed to attain these objectives. Initially, the 
methodology involves data preprocessing to enhance data 
quality and prepare it for analysis. Subsequently, feature 
extraction techniques are employed to capture relevant 
information from the dataset. Following this, the model 
undergoes training using historical crime data to learn patterns 
and associations. Once trained, the model is deployed to 
predict future crime hotspots based on the learned patterns. 
Finally, the results are evaluated using performance metrics 
such as accuracy, precision, recall, and F1-score to assess the 
effectiveness of the predictive model. By delineating each step 
of the methodology, this section provides a clear roadmap for 
researchers and practitioners interested in implementing crime 
hotspot detection and prediction systems. 

A. Dataset 

The Crime Articles Recommendation System dataset, 
available on Kaggle, serves as a valuable resource for research 
in the domain of crime analysis and recommendation systems 
[37]. This dataset comprises a collection of articles related to 
various aspects of crime, including crime prevention strategies, 
criminal investigations, and criminal justice policies. The 
articles cover a diverse range of topics, such as cybercrime, 
organized crime, white-collar crime, and violent crime, 
providing a comprehensive overview of the multifaceted nature 
of criminal activities. 

The dataset includes textual data extracted from the articles, 
encompassing titles, summaries, and full text content. This 
textual information serves as the primary input for the 
recommendation system, allowing researchers to explore and 
analyze the content of the articles in depth. Additionally, 
metadata such as publication dates, authors, and sources are 
provided for each article, enabling researchers to contextualize 
the content and track temporal trends in crime-related 
literature. 

One notable feature of the Crime Articles Recommendation 
System dataset is its size and diversity. With a large number of 
articles spanning multiple years and covering a wide range of 
crime-related topics, the dataset offers ample opportunities for 
conducting comprehensive analyses and developing 
sophisticated recommendation algorithms. Researchers can 
leverage this diversity to explore various dimensions of crime, 
including geographical variations, temporal trends, and 
thematic patterns. Fig. 2 demonstrates word count distribution 
in the applied dataset. 

Furthermore, the dataset is well-suited for the development 
and evaluation of recommendation systems tailored to the 
domain of crime articles. Recommendation systems aim to 
assist users in discovering relevant content based on their 
preferences and interests. By analyzing the textual content and 
metadata of the articles, researchers can design 
recommendation algorithms that prioritize articles likely to be 
of interest to users based on their historical interactions or 
explicit feedback.  
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Fig. 2. Word count distribution in the dataset. 

The Crime Articles Recommendation System dataset serves 
as a valuable resource for advancing research in crime analysis, 
recommendation systems, and related fields. Its size, diversity, 
and richness of content make it well-suited for a wide range of 
research applications, from exploring patterns of criminal 
behavior to designing intelligent systems for assisting users in 
discovering relevant crime-related articles.  

B. Evaluation Parameters 

In the evaluation of the proposed crime hotspot detection 
and prediction methodology, several key performance metrics 
are utilized to assess the effectiveness and reliability of the 
model. These metrics encompass accuracy, precision, recall, F-
score, and the area under the receiver operating characteristic 
curve (AUC-ROC) [39-43], each providing valuable insights 
into different aspects of the model's performance. 

Accuracy serves as a fundamental measure of the model's 
overall correctness in predicting crime hotspots and forecasting 
criminal events. It quantifies the proportion of correctly 
classified instances among all instances evaluated, thus 
offering a broad assessment of the model's predictive 
capabilities. 

NP

TNTP
accuracy






 (10)

Precision, on the other hand, focuses specifically on the 
accuracy of positive predictions made by the model. It 
calculates the proportion of true positive predictions among all 
positive predictions made, thereby indicating the model's 
ability to minimize false positives and maintain a high level of 
precision in identifying crime hotspots. 
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Recall complements precision by assessing the model's 
ability to capture all relevant instances of crime hotspots. It 
measures the proportion of true positive predictions identified 
by the model among all actual positive instances, thereby 
reflecting the model's sensitivity to identifying hotspots 
accurately. 
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The F-score, or F1 score, provides a balanced evaluation of 
both precision and recall by calculating their harmonic mean. 
This metric offers a single value that captures the overall 
performance of the model in terms of both precision and recall, 
providing a comprehensive assessment of its effectiveness in 
detecting crime hotspots. 
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Lastly, the AUC-ROC metric evaluates the discriminative 
power of the model in distinguishing between positive and 
negative instances. It measures the area under the receiver 
operating characteristic curve, which plots the true positive rate 
against the false positive rate at various threshold settings. A 
higher AUC-ROC value indicates better discrimination 
performance, with values closer to 1 indicating superior 
predictive capabilities. 

By employing these evaluation parameters, researchers can 
comprehensively assess the performance of the proposed crime 
hotspot detection and prediction methodology, thereby 
providing valuable insights into its effectiveness and reliability 
in aiding law enforcement agencies in crime prevention efforts. 

IV. EXPERIMENTAL RESULTS 

Fig. 3 illustrates the confusion matrices utilized in the 
detection of crime-related texts employing various machine 
learning methodologies. These matrices serve to visually 
represent the efficacy of the different approaches employed in 
this study. Through these matrices, the study elucidates the 
classification outcomes, offering a clear depiction of how 
predictions are distributed across different categories. 

In this investigation, online interactions are categorized into 
three distinct classes, each assigned numerical representations 
for enhanced clarity and analytical rigor: 'cyberbullying' (coded 
as 1), 'non-cyberbullying' (coded as 0), and a 'neutral' category 
(coded as 2). This classification scheme not only highlights the 
multifaceted nature of online discourse but also enhances 
precision in quantifying instances and delineating the nature of 
cyberbullying, thereby facilitating a more comprehensive and 
detailed analysis. 

Fig. 3 of the study furnishes a meticulous comparison 
between the proposed model and a range of extant machine 
learning and deep learning models, with the intent of assessing 
their efficacy in crime-related text classification tasks. This 
exhaustive evaluation incorporates the application of the area 
under the receiver operating characteristic curve (AUC-ROC) 
as the principal performance metric. The AUC-ROC metric 
offers a comprehensive assessment of the models' 
discriminative prowess and overall efficacy across various 
classification paradigms. Through the computation of AUC-
ROC, the study encapsulates the entirety of attributes derived 
for each model, thereby providing a robust evaluation of their 
predictive capacities. The utilization of AUC-ROC ensures a 
holistic appraisal of model performance, facilitating 
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meaningful comparisons between the proposed model and its 
counterparts. Such methodical assessment is pivotal in 
elucidating the strengths and weaknesses of the models under 

scrutiny, thereby informing decision-making processes in the 
realm of crime-related text classification. 

   

   

   

Fig. 3. Confusion matrix results. 

Following Fig. 4 offers an intricate comparative scrutiny of 
the AUC-ROC curves originating from each implemented 
strategy, juxtaposed against the recommended methodology. 
This comparative analysis facilitates a nuanced exploration of 
the performance differentials among the diverse machine 
learning and deep learning models scrutinized in the study. 
Through the depiction of AUC-ROC curves, Fig. 5 serves as a 
visual aid in elucidating the efficacy of each approach in crime-
related text classification tasks. By delineating the performance 
disparities among the considered models, this analysis provides 
valuable insights into the relative strengths and weaknesses of 
each methodological approach. Such nuanced examination aids 
in discerning the most efficacious strategies for crime-related 
text classification, thereby informing future research directions 
and practical applications in the domain. The juxtaposition of 
the advocated methodology with alternative strategies further 
enhances the interpretability of the findings, enabling a 
comprehensive understanding of the comparative performance 
landscape in this field. 

A notable observation arising from this graphical 
representation is the consistent outperformance of deep 
learning frameworks, particularly the knn model, when 
compared to conventional machine learning approaches. The 

AUC-ROC values exhibited by the knn model consistently 
surpass those of other models across all phases of analysis, 
from the initial evaluation to subsequent iterations. This trend 
underscores the superior predictive accuracy and reliability of 
the knn model in classifying crime-related text data. 

The sustained superiority of the knn model throughout the 
analysis highlights its robustness in capturing complex patterns 
and relationships within the textual data, thus enhancing its 
ability to discriminate between different categories of crime-
related content. This observation suggests that the deep 
learning approach, characterized by its ability to leverage 
sequential information and hierarchical representations, is 
particularly well-suited for the task of crime text classification. 

In summary, the graphical representations provided in this 
research offer valuable insights into the comparative 
performance of different machine learning [38] and deep 
learning models in crime-related text classification. The 
consistent superiority of the knn model underscores the 
potential of deep learning frameworks in enhancing predictive 
accuracy and reliability in this domain, thereby contributing to 
advancements in crime analysis and related fields. 
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Fig. 4. Evaluation results. 

 
Fig. 5. AUC-ROC results. 

V. DISCUSSION 

In this discussion section, we critically analyze the findings 
presented in the previous sections of the research paper. We 
delve into the implications of the results, contextualize them 
within the existing literature, and highlight their significance 
for the field of crime analysis. Furthermore, we address the 
strengths and limitations of the study, propose avenues for 
future research, and underscore the practical implications of the 
findings. 

A. Interpretation of AUC-ROC Metrics 

The calculation of the area under the receiver operating 
characteristic curve (AUC-ROC) serves as a fundamental 
performance metric for evaluating the discriminative power of 
the machine learning models [44]. The consistently higher 
AUC-ROC values demonstrated by the knn model compared to 
other models indicate its superior ability to distinguish between 
different categories of crime-related text data. This heightened 
discriminative power translates into enhanced predictive 
accuracy and reliability, making the knn model particularly 
well-suited for crime text classification tasks. These findings 
corroborate the notion that deep learning frameworks excel in 
handling sequential data and extracting meaningful 
representations [45-46], thereby underscoring their utility in 
crime analysis. 

B. Implications for Crime Analysis 

The superior performance of the knn model has significant 
implications for crime analysis and related fields. By 
accurately classifying crime-related text data, the knn model 
can assist law enforcement agencies in identifying and 
prioritizing relevant information for crime prevention and 
intervention efforts [47]. Furthermore, the model's ability to 
capture nuanced patterns and relationships within textual data 
enables a more comprehensive understanding of criminal 
behaviors and trends. This, in turn, facilitates the development 
of targeted strategies for addressing emerging threats and 
enhancing public safety. 

C. Strengths and Limitations of the Study 

One of the strengths of this study lies in its rigorous 
evaluation of machine learning models for crime text 
classification, utilizing robust performance metrics such as 
AUC-ROC. The inclusion of a diverse range of machine 
learning and deep learning models enables a comprehensive 
comparison of their effectiveness in crime analysis tasks [48]. 
Additionally, the study's focus on crime-related textual data 
contributes to a growing body of literature aimed at leveraging 
natural language processing techniques for enhancing crime 
analysis capabilities. 

However, several limitations warrant consideration. Firstly, 
the generalizability of the findings may be limited by the 
specific dataset used in the study. Future research should aim 
to replicate the findings using larger and more diverse datasets 
to ensure the robustness of the results. Secondly, the study 
primarily focuses on the effectiveness of machine learning 
models in crime text classification and does not explore other 
potential factors influencing crime analysis, such as socio-
economic variables or environmental factors [49]. Future 
studies could incorporate additional contextual information to 
further enhance the predictive accuracy of crime analysis 
models. 

D. Future Research Directions 

Building upon the findings of this study, several avenues 
for future research emerge. Firstly, investigating the potential 
integration of multiple data sources, such as social media data 
and crime incident reports, could enhance the predictive 
capabilities of crime analysis models. Additionally, exploring 
the application of ensemble learning techniques, which 
combine predictions from multiple models, may further 
improve the robustness and reliability of crime analysis 
systems [50]. Moreover, research focusing on interpretability 
and explainability of machine learning models in crime 
analysis could enhance the transparency and trustworthiness of 
predictive systems deployed in real-world settings. 

E. Summary 

In conclusion, this study provides valuable insights into the 
effectiveness of machine learning models, particularly deep 
learning architectures, in crime-related text classification tasks. 
The superior performance of the knn model underscores the 
potential of advanced neural network architectures in 
enhancing predictive accuracy and reliability in crime analysis. 
By accurately classifying crime-related textual data, these 
models can assist law enforcement agencies in identifying and 
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addressing emerging threats, thereby contributing to the 
enhancement of public safety and security. Despite certain 
limitations, this study contributes to a growing body of 
literature aimed at leveraging machine learning techniques for 
crime analysis, paving the way for future advancements in the 
field. 

VI. CONCLUSION 

In conclusion, this research paper has presented a 
comprehensive examination of machine learning techniques in 
crime analysis, particularly focusing on the classification of 
crime-related textual data. Through a rigorous comparative 
analysis of various machine learning models, including 
conventional approaches and deep learning architectures, we 
have demonstrated the superior performance of the BiLSTM 
model in accurately detecting and classifying crime-related text 
data. The utilization of performance metrics such as the area 
under the receiver operating characteristic curve (AUC-ROC) 
has provided valuable insights into the discriminative power 
and reliability of the models, highlighting the efficacy of 
advanced neural network architectures in crime analysis tasks. 

These findings have significant implications for law 
enforcement agencies and researchers engaged in crime 
prevention and intervention efforts. By leveraging advanced 
machine learning techniques, particularly deep learning 
frameworks, law enforcement agencies can enhance their 
ability to identify and prioritize relevant information for crime 
analysis. Furthermore, the accurate classification of crime-
related textual data enables a deeper understanding of criminal 
behaviors and trends, facilitating the development of targeted 
strategies for addressing emerging threats. Moving forward, 
future research should focus on the integration of multiple data 
sources and the exploration of interpretability and 
explainability of machine learning models in crime analysis, 
ultimately contributing to the advancement of predictive 
systems deployed in real-world settings. 
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