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Editorial Preface

It may be difficult to imagine that almost half a century ago we used computers far less sophisticated than current
home desktop computers to put a man on the moon. In that 50 year span, the field of computer science has exploded.

Computer science has opened new avenues for thought and experimentation. What began as a way to simplify the
calculation process has given birth to technology once only imagined by the human mind. The ability to communicate
and share ideas even though collaborators are half a world away and exploration of not just the stars above but the
internal workings of the human genome are some of the ways that this field has moved at an exponential pace.

At the International Journal of Advanced Computer Science and Applications it is our mission to provide an outlet for
quality research. We want to promote universal access and opportunities for the international scientific community to
share and disseminate scientific and technical information.

We believe in spreading knowledge of computer science and its applications to all classes of audiences. That is why we
deliver up-to-date, authoritative coverage and offer open access of all our articles. Our archives have served as a
place to provoke philosophical, theoretical, and empirical ideas from some of the finest minds in the field.

We utilize the talents and experience of editor and reviewers working at Universities and Institutions from around the
world. We would like fo express our gratitude to all authors, whose research results have been published in our journal,
as well as our referees for their in-depth evaluations. Our high standards are maintained through a double blind review
process.

We hope that this edition of IJACSA inspires and entices you to submit your own contributions in upcoming issues. Thank
you for sharing wisdom.

Thank you for Sharing Wisdom!

Kohei Arai

Editor-in-Chief

IJACSA

Volume 16 Issue 5 May 2025
ISSN 2156-5570 (Online)
ISSN 2158-107X (Print)

(i)

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 16, No. 5, 2025

Editorial Board
Editor-in-Chief

Dr. Kohei Arai - Saga University
Domains of Research: Technology Trends, Computer Vision, Decision Making, Information Retrieval,
Networking, Simulation

Associate Editors

Alaa Sheta

Southern Connecticut State University

Domain of Research: Artificial Neural Networks, Computer Vision, Image Processing, Neural Networks, Neuro-Fuzzy
Systems

Arun Kulkarni

University of Texas at Tyler

Domain of Research: Machine Vision, Artificial Intelligence, Computer Vision, Data Mining, Image Processing, Machine
Learning, Neural Networks, Neuro-Fuzzy Systems

Domenico Civonzo

University of Naples, Federico I, Italy

Domain of Research: Artificial Intelligence, Communication, Security, Big Data, Cloud Computing, Computer
Networks, Internet of Things

Dr Ronak AL-Haddad

Anglia Ruskin University / Cambridge
Domain of Research : Technology Trends,Communication,Security,Software Engineering and Quality,Computer

Networks,Cyber Security,Green Computing,Multimedia Communication,Network Security,Quality of Service

Elena Scutelnicu
"Dunarea de Jos" University of Galati
Domain of Research: e-Learning, e-Learning Tools, Simulation

In Soo Lee

Kyungpook National University

Domain of Research: Intelligent Systems, Artificial Neural Networks, Computational Intelligence, Neural Networks,
Perception and Learning

Renato De Leone

Universita di Camerino

Domain of Research: Mathematical Programming, Large-Scale Parallel Optimization, Transportation problems,
Classification problems, Linear and Integer Programming

Xiao-Zhi Gao
University of Eastern Finland
Domain of Research: Artificial Intelligence, Genetic Algorithms

(i)

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 16, No. 5, 2025

CONTENTS

Paper 1: Enhancing Federated Learning Security with a Defense Framework Against Adversarial Attacks in Privacy-
Sensitive Healthcare Applications

Authors: Frederick Ayensu, Claude Turner, Isaac Osunmakinde
PAGE1-13

Paper 2: Automated Analysis of Glucose Response Patterns in Type 1 Diabetes Using Machine Learning and Computer
Vision

Authors: Arjun Jaggi, Aditya Karnam Gururaj Rao, Sonam Naidu, Vijay Mane, Siddharth Bhorge, Medha
Wyawahare
PAGE14-19

Paper 3: Quantized Object Detection for Real-Time Inference on Embedded GPU Architectures

Authors: Fatima Zahra Guerrouj, Sergio Rodriguez Florez, Abdelhafid El Ouardi, Mohamed Abouzahir, Mustapha
Ramzi

PAGE 20 — 29

Paper 4: End-to-End Current Consumption Estimation for a Driving System of a Mobile Robot Considering Geology
Authors: Shota Chikushi, Yonghoon Ji, Hanwool Woo, Hitoshi Kono
PAGE 30 - 39

Paper 5: Enhancing Industrial Cybersecurity with Virtual Lab Simulations
Authors: Hamza Hmiddouch, Antonio Villafranca, Raul Castro, Volodymyr Dubetskyy, Maria-Dolores Cano
PAGE 40 - 50

Paper 6: HCAT: Advancing Unstructured Healthcare Data Analysis Through Hierarchical and Context-Aware
Mechanisms

Authors: Monica Bhutani, Mohammad Shuaib Mir, Choo Wou Onn, Yonis Gulzar
PAGE 51 - 59

Paper 7: A Multi-Stage Detection of Diabetic Retinopathy in Fundus Images Using Convolutional Neural Network

Avuthors: Puneet Kumar, Salil Bharany, Ateeq Ur Rehman, Arjumand Bono Soomro, Mohammad Shuaib Mir, Yonis
Gulzar

PAGE 60-70

Paper 8: Ontology-Based Automatic Generation of Learning Materials for Python Programming
Authors: Jawad Alshboul, Erika Baksa-Varga
PAGE71-86

Paper 9: Artificial Intelligence Based System for Sorting and Detection of Organic and Inorganic Waste
Authors: Angel Jair Castaneda Meza, Nicol’s Alexander Lopez Haro, Rosalynn Ornella Flores-Castaneda
PAGE 87 - 94

Paper 10: Building Cyber-Resilient Universities: A Tailored Maturity Model for Strengthening Cybersecurity in Higher
Education

Avuthors: Maznifah Salam, Khairul Azmi Abu Bakar, Azana Hafizah Mohd Aman
PAGE 95 -104

(iii)

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 16, No. 5, 2025

Paper 11: Automated Classification of Parasitic Worm Eggs Based on Transfer Learning and Fine-Tuned CNN Models
Avuthors: Ira Puspita Sari, Budi Warsito, Oky Dwi Nurhayati
PAGE 105-110

Paper 12: Evaluating Large Language Model Versus Human Performance in Islamophobia Dataset Annotation

Authors: Rafizah Daud, Nurlida Basir, Nur Fatin Nabila Mohd Rafei Heng, Meor Mohd Shahrulnizam Meor Sepli,
Melinda Melinda

PAGE111-122

Paper 13: Exploring the Landscape of 6G Wireless Communication Technology: A Review

Authors: Nur Arzilawati Md Yunus, Zurina Mohd Hanapi, Shafinah Kamarudin, Aindurar Rania Balgis Mohd Sufian,
Fazlina Mohd Ali, Nabilah Ripin, Hazrina Sofian

PAGE 123 - 132

Paper 14: Human Detection and Tracking with YOLO and SORT Tracking Algorithm

Authors: Tanveer Kader, Ahmad Fakhri Ab. Nasir, M. Zulfahmi Toh, Muhammad Nur Aiman Shapiee, Amir
Fakarulisroq Abdul Razak

PAGE 133 -143

Paper 15: Optimal Algorithm of Expressway Maintenance Scheme Based on Genetic Algorithm
Avuthors: Yushu Zhu, Xingwang Liu, Fengshuang Zhang, Kashan Khan, Yang Chen, Runqi Liu, Qiang He
PAGE 144 - 152

Paper 16: Pet Cat Home Design Evaluation System: Based On Grounded Theory-CRITIC-TOPSIS
Authors: Yuzhe Qi, Hengwang Zhang, Yaping Liv
PAGE 153 -162

Paper 17: Enhanced Bidirectional LSTM for Sentiment Analysis of Learners’ Posts in MOOCs
Authors: Chakir Fri, Rachid Elouahbi, Youssef Taki, Ahmed Remaida
PAGE 163 -172

Paper 18: Exploring Research Trends in Distributed Acoustic Sensing with Machine Learning and Deep Learning: A
Bibliometric Analysis of Themes and Emerging Topics

Authors: Nor Farisha Muhamad Krishnan, Jafreezal Jaafar
PAGE 173 - 181

Paper 19: Nonlinear Consensus for Wireless Sensor Networks: Enhancing Convergence in Neighbor-Influenced Models

Avuthors: Rawad Abdulghafor, Yousuf Al Husaini, Abdullah Said AL-Aamri, Mohammad Abrar, Alaa A. K. Ismaeel,
Mohammed Abdulla Salim Al Husaini

PAGE 182 -192

Paper 20: Breast Cancer Classification and Segmentation Using Deep Learning on Ultrasound Images
Avuthors: Doha Saad Dajam, Ayman Qahmash
PAGE 193 - 205

Paper 21: DamageNet: A Dilated Convolution Feature Pyramid Network Mask R-CNN for Automated Car Damage
Detection and Segmentation

Authors: Nazbek Katayev, Zhanna Yessengaliyeva, Zhazira Kozhamkulova, Zhanel Bakirova, Assylzat Abuova,
Gulbagila Kuandikova

PAGE 206 — 216

(iv)

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 16, No. 5, 2025

Paper 22: Hybrid Structure Query Language Injection (SQLi) Detection Using Deep Q-Networks: A Reinforcement
Machine Learning Model

Authors: Carlo Jude P. Abuda, Cristina E. Dumdumaya
PAGE 217 - 227

Paper 23: Robot Path Planning Model Based on Improved A* Algorithm
Authors: Jing Xie, Chunyuan Xu, Qianxi Yang
PAGE 228 — 242

Paper 24: Integrating ISA Optimised Random Forest Methods for Building Applications in Digital Accounting Talent
Assessment

Authors: Yu ZHOU
PAGE 243 — 252

Paper 25: Binary-Source Code Matching Based on Decompilation Techniques and Graph Analysis

Avuthors: Ghader Aljebreen, Reem Alnanih, Fathy Eassa, Maher Khemakhem, Kamal Jambi, Muhammed Usman
Ashraf

PAGE 253 — 248

Paper 26: Computational Linguistic Approach for Holistic User Behaviors Modeling Through Opinionated Data of Virtual
Communities

Authors: Kashif Asrar, Syed Abbas Ali
PAGE 269 - 277

Paper 27: Securing UAV Flight Data Using Lightweight Cryptography and Image Steganography
Authors: Orkhan Valikhanli, Fargana Abdullayeva
PAGE 278 — 289

Paper 28: Instance Segmentation Method Based on DPA-SOLOV2
Authors: Yuyue Feng, Liqun Ma, Yinbao Xie, Zhijian Qu
PAGE 290 -298

Paper 29: Reducing Cyber Violence and Fostering Empathy Through VRN4RCV Model: Expert Review
Authors: Wu Qiong, Nadia Diyana Binti Mohd Muhaiyuddin, Azliza Binti Othman
PAGE 299 — 306

Paper 30: Systematic Literature Review on Generative Al: Ethical Challenges and Opportunities
Authors: Feliks Prasepta Sejahtera Surbakti
PAGE 307 - 315

Paper 31: A Deep Learning Model for Speech Emotion Recognition on RAVDESS Dataset
Avuthors: Zhongliang Wei, Chang Ge, Chang Su, Ruofan Chen, Jing Sun
PAGE 316 - 323

Paper 32: Design and Evaluation of a Forensic-Ready Framework for Smart Classrooms
Avuthors: Henry Rossi Andrian, Suhardi, | Gusti Bagus Baskara Nugraha
PAGE 324 - 333

Paper 33: Method for Effect Evaluation of a Reception System on Sales, Number of Customers, Hourly Productivity and
Churn Based on Intervention Analysis

Avuthors: Kohei Arai, Ikuya Fujikawa, Sayuri Ogawa
PAGE 334 - 340

v)

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 16, No. 5, 2025

Paper 34: Modified MobileNet-V2 Convolution Neural Network (CNN) for Character Identification of Surakarta Shadow
Puppets

Authors: Achmad Solichin, Dwi Pebrianti, Painem, Sanding Riyanto
PAGE 341 - 353

Paper 35: Early Detection and Forecasting of Influenza Epidemics Using a Hybrid ARIMA-GRU Model

Authors: Kabilan Annadurai, Aanandha Saravanan, S. Kayalvili, Madhura K, Elangovan Muniyandy, Inakollu
Aswani, Yousef A.Baker El-Ebiary

PAGE 354 — 364

Paper 36: Survival Analysis and Machine Learning Models for Predicting Heart Failure Outcomes
Authors: Naseem Mohammed ALQahtani, Abdulmohsen Algarni
PAGE 365 -375

Paper 37: Topology Planning and Optimization of DC Distribution Network Based on Mixed Integer Programming and
Genetic Algorithm

Avuthors: Ran Cheng, Chong Gao, Hao Li, Junxiao Zhang, Ye Huang
PAGE 376 — 387

Paper 38: Enhancing Customer Churn Analysis by Using Real-Time Machine Learning Model
Authors: Haitham Ghallab, Mona Nasr, Hanan Fahmy
PAGE 388 — 396

Paper 39: Estimating Missing Data in Wireless Sensor Network Through Spatial-Temporal Correlation
Avuthors: Walid Atwa, Abdulwahab Ali Aimazroi, Eman A. Aldhahr, Nourah Fahad Janbi
PAGE 397 — 402

Paper 40: FPGA-Based Implementation of Enhanced DGHV Homomorphic Encryption: A Power-Efficient Approach to
Secure Computing

Authors: Gurdeep Singh, Sonam Mittal, Hani Moaiteq Aljahdali, Ahmed Hamza Osman, Ala Eldin A Awouda,
Ashraf Osman Ibrahim, Salil Bharany

PAGE 403 - 415

Paper 41: Disease Prediction from Symptom Descriptions Using Deep Learning and NLP Technique
Avuthors: Salmah Saad Al-qarni, Abdulmohsen Algarni
PAGE 416 — 426

Paper 42: Digital Twin-Based Predictive Analytics for Urban Traffic Optimization and Smart Infrastructure Management

Avuthors: A. B. Pawar, Shamim Ahmad Khan, Yousef A.Baker El-Ebiary, Vijay Kumar Burugari, Shokhjakhon
Abdufattokhov, Aanandha Saravanan, Refka Ghodhbani

PAGE 427 — 438

Paper 43: Linear Correction Model for Statistical Inference Analysis
Avuthors: Jing Zhao, Zhijiang Zhang
PAGE 439 — 448

Paper 44: Fine-Tuning Arabic and Multilingual BERT Models for Crime Classification to Support Law Enforcement and
Crime Prevention

Authors: Njood K. Al-harbi, Manal Alghieth
PAGE 449 - 461

(vi)

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 16, No. 5, 2025

Paper 45: Attention-Driven Hierarchical Federated Learning for Privacy-Preserving Edge Al in Heterogeneous loT
Networks

Authors: Pournima Pande, Bukya Mohan Babu, Poonam Bhargav, T L Deepika Roy, Elangovan Muniyandy,
Yousef A.Baker El-Ebiary, V Diana Earshia

PAGE 462 — 472

Paper 46: Blockchain-Assisted Serverless Framework for Al-Driven Healthcare Applications

Avuthors: Akash Ghosh, Abhraneel Dalui, Lalbihari Barik, Jatinderkumar R. Saini, Sunil Kumar Sharma, Bibhuti
Bhusan Dash, Satyendr Singh, Namita Dash, Susmita Patra, Sudhansu Shekhar Patra

PAGE 473 — 482

Paper 47: Bridging the Gap: The Role of Education and Digital Technologies in Revolutionizing Livestock Farming for
Sustainability and Resilience

Authors: Nur Amlya Abd Majid, Mohd Fahmi Mohamad Amran, Muhammad Fairuz Abd Rauf, Lim Seong Pek,
Suziyanti Marjudi, Puteri Nor Ellyza Nohuddin, Kemal Farouq Mauladi

PAGE 483 - 493

Paper 48: Tracking Parkinson’s Disease Progression Using Deep Learning: A Hybrid Auto Encoder and Bi-LSTM Approach

Avuthors: Sri Lavanya Sajja, Kabilan Annadurai, S. Kirubakaran, TK Rama Krishna Rao, P. Satish, Elangovan
Muniyandy, Yahia Said

PAGE 494 - 504

Paper 49: FB-PNet: A Semantic Segmentation Model for Automated Plant Leaf and Disease Annotation
Avuthors: P Dinesh, Ramanathan Lakshmanan
PAGE 505 -516

Paper 50: Hybrid Sequence Augmentation and Optimized Contrastive Loss Recommendation
Avuthors: Minghui Li, Xiaodong Cai
PAGE 517 - 527

Paper 51: Detection of Malaria Infections Using Convolutional Neural Networks
Authors: Luis Edison Nahui Vargas, Mario Aquino Cruz
PAGE 528 — 536

Paper 52: A Hybrid Graph Convolutional Networks (GCN)-Collaborative Filtering Recommender System
Avuthors: Qingfeng Zhang
PAGE 537 - 547

Paper 53: DBSCAN Algorithm in Creation of Media and Entertainment: Drawing Inspiration from TCM Images
Avuthors: Xiaoxiao Li, Libo Wan, Xin Gao
PAGE 548 - 557

Paper 54: GOA-WO-ML: Enhancing Internet of Things Security with Gannet Optimization and Walrus Optimizer-Based
Machine Learning

Avuthors: Jing GUO, Wen CHEN, Xu ZHANG
PAGE 558 — 567

Paper 55: Efficient Task Allocation in Internet of Things Using Lévy Flight-Driven Walrus Optimization

Authors: Yaozhi CHEN
PAGE 568 — 575

(vii)

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 16, No. 5, 2025

Paper 56: A Hybrid Convolutional Neural Network-Temporal Attention Mechanism Approach for Real-Time Prediction of
Soil Moisture and Temperature in Precision Agriculture

Authors: M. L. Suresh, Swaroopa Rani B, T K Rama Krishna Rao, S. Gokilamani, Yousef A. Baker El-Ebiary, Prajakta
Waghe, Jihane Ben Slimane

PAGE 576 — 585

Paper 57: Capsule Network-Based Multi-Modal Neuroimaging Approach for Early Alzheimer’s Detection

Authors: Kabilan Annadurai, A Suresh Kumar, Yousef A.Baker El-Ebiary, Sachin Upadhye, Janjhyam Venkata
Naga Ramesh, K. Lalitha Vanisree, Elangovan Muniyandy

PAGE 586 — 598

Paper 58: Neuro-Symbolic Reinforcement Learning for Context-Aware Decision Making in Safe Autonomous Vehicles

Avuthors: Huma Khan, Tarunika D Chaudhari, Janjhyam Venkata Naga Ramesh, A. Smitha Kranthi, Elangovan
Muniyandy, Yousef A.Baker El-Ebiary, David Neels Ponkumar Devadhas

PAGE 599 - 609

Paper 59: Quantum-Assisted Variational Deep Learning for Efficient Anomaly Detection in Secure Cyber-Physical System
Infrastructures

Avuthors: Nilesh Bhosale, Bukya Mohan Babu, M. Karthick Raja, Yousef A.Baker El-Ebiary, Manasa Adusumilli,
Elangovan Muniyandy, David Neels Ponkumar Devadhas

PAGE 610 - 622

Paper 60: EJAloV: Enhanced Jaya Algorithm-Based Clustering for Internet of Vehicles Using Q-Learning and Adaptive
Search Strategies

Avuthors: Jinchuan LU
PAGE 623 - 635

Paper 61: CT Imaging-Based Deep Learning System for Non-Small Cell Lung Cancer Detection and Classification
Authors: Devyani Rawat, Sachin Sharma, Shuchi Bhadula
PAGE 636 — 645

Paper 62: Intelligent Identification of Pile Defects Based on Improved LSTM Model and Wavelet Packet Local Peaking
Method

Avuthors: Xiaolin Li, Xinyi Chen
PAGE 646 - 654

Paper 63: Internet of Things-Driven Safety and Efficiency in High-Risk Environments: Challenges, Applications, and Future
Directions

Avuthors: Hua SUN
PAGE 655 — 664

Paper 64: ECOA: An Enhanced Chimp Optimization Algorithm for Cloud Task Scheduling
Avuthors: Yue WANG
PAGE 665 - 672

Paper 65: PSOMCD: Particle Swarm Optimization Algorithm Enhanced with Modified Crowding Distance for Load
Balancing in Cloud Computing

Authors: Bolin ZHOU, Jiao GE, RuiRui ZHANG
PAGE 673 — 681

Paper 66: Hybrid Meta-Heuristic Algorithm for Optimal Virtual Machine Migration in Cloud Computing
Authors: Hongkai LIN
PAGE 682 - 689

(viii)

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 16, No. 5, 2025

Paper 67: Real-Time Emotion Recognition in Psychological Intervention Methods

Authors: Sebastian Ramos-Cosi, Daniel Yupanqui-Lorenzo, Meyluz Paico-Campos, Claudia Marrujo-Ingunza,
Ana Huamani-Huaracca, Maycol Acuna-Diaz, Enrique Huamani-Uriarte

PAGE 690 - 697

Paper 68: Artificial Intelligence-Driven Physical Simulation and Animation Generation in Computer Graphics
Authors: Fei Wang
PAGE 698 - 704

Paper 69: Power Line Fault Detection Combining Deep Learning and Digital Twin Model
Authors: Siyu Wu, Xin Yan
PAGE705-717

Paper 70: Maximizing Shift Preference for Nurse Rostering Schedule Using Integer Linear Programming and Genetic
Algorithm

Avuthors: Siti Noor Asyikin Binti Mohd Razali, Thesigan Achari A/L Tamilarasan, Batrisyia Binti Basri, Norazman bin
Arbin

PAGE718-724

Paper 71: The Innovative Design System of Traditional Embroidery Patterns Based on Computer Linear Classifier
Intelligent Algorithm Model

Authors: Xiao Bai
PAGE 725 - 730

Paper 72: Support Vector Machine with Rule Exiraction to Improve Diabetes Prediction Using Fuzzy AHP-Sugeno and
Nearest Neighbor

Authors: Muhammadun, Baity Jannaty, Rajermani Thinakaran, Taufik Rachman
PAGE 731 -740

Paper 73: Spatiotemporal Modeling of Foot-Strike Events Using A0O-Mode Lamb Waves and 2D Wave Equations for
Biomechanical Gait Analysis

Avuthors: Tajim Md. Niamat Ullah Akhund, Waleed M. Al-Nuwaiser, Md. Sumon Reza, Watry Biswas Jyoty
PAGE 741 - 751

Paper 74: Integrating Al in Ophthalmology: A Deep Learning Approach for Automated Ocular Toxoplasmosis Diagnosis
Authors: Bader S. Alawfi
PAGE 752 - 760

Paper 75: Behavioural Analysis of Malware by Selecting Influential API Through TF-IDF APl Embeddings
Authors: Binayak Panda, Sudhanshu Shekhar Bisoyi, Sidhanta Panigrahy
PAGE761-767

Paper 76: A Layered Security Perspective on Internet of Medical Things: Challenges, Risks, and Technological Solutions
Avuthors: Ziad Almulla, Hussain Alimajed, M M Hafizur Rahman
PAGE 768 - 780

Paper 77: Predictive Maintenance Based on Deep Learning: Early Identification of Failures in Heavy Machinery
Components

Avuthors: Pablo Cabrera Melgar, Luis Hilasaca Chambi, Raul Sulla Torres
PAGE 781 -788

(ix)

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 16, No. 5, 2025

Paper 78: Enhancing Topic Interpretability with ChatGPT: A Dual Evaluation of Keyword and Context-Based Labeling
Authors: Mashael M. Alsulami, Maha A. Thafar
PAGE 789 - 795

Paper 79: Detectling Hate Speech Targeting Protected Groups in Arabic Using Hypothesis Engineering and Zero-Shot
Learning with Ground Validation via ChatGPT

Authors: Ahmed FathAlalim, Yongjian Liu, Qing Xie, Alhag Alsayed, Musa Eldow
PAGE 796 — 808

Paper 80: Semantic and Fuzzy Integration: A New Approach to Efficient and Flexible Querying of Relational Databases
Avuthors: Rachid Mama, Mustapha Machkour
PAGE 809 -818

Paper 81: MRI Brain Tumor Image Enhancement Using LMMSE and Segmentation via Fast C-Means
Avuthors: Ngan V. T. Nguyen, Tuan V. Huynh, Liet V. Dang
PAGE 819 - 829

Paper 82: Reinventing Alzheimer’s Disease Diagnosis: A Federated Learning Approach with Cross-Validation on Multi-
Datasets via the Flower Framework

Authors: Charmarke Moussa Abdi, Fatima-Ezzahraa Ben-Bouazza, Ali Yahyaouy
PAGE 830 — 842

Paper 83: Adaptive Observer-Based Sliding Mode Secure Control for Nonlinear Descriptor Systems Against Deception
Attacks

Authors: M. Kchaou, L Ladhar, M Omrri, R. Abbassi, H. Jerbi
PAGE 843 - 853

Paper 84: MICRAST: Micro-Forecasting Approach for Cloud User Consumption Pattern Based on RNN
Authors: Shallaw Mohammed Ali, Gabor Kecskemeti
PAGE 854 - 867

Paper 85: Efficient Processing and Intelligent Diagnosis Algorithm for Internet of Things Medical Data Based on Deep
Learning

Authors: Wang Liyun
PAGE 868 - 8746

Paper 86: Graph Neural Network Output for Dataset Duplication Detection on Analog Integrated Circuit Recognition
System

Avuthors: Arif Abdul Mannan, Koichi Tanno
PAGE 877 — 889

Paper 87: Advanced Image Recognition Techniques for Crop Pest Detection Using Modified YOLO-v3
Authors: Dechao Guo, Hao Zhang
PAGE 890 - 901

Paper 88: CodifiedCant: Enhancing Legal Document Accessibility Using NLP and Longformer for Secure and Efficient
Compliance

Authors: Jayapradha J, Su-Cheng Haw, Naveen Palanichamy, Nilanjana Bhattacharya, Aayushi Agarwal,
Senthil Kumar T

PAGE 902 -911

)

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 16, No. 5, 2025

Paper 89: Multi-Dimensional Digital Media Sentiment Visualization Intelligent Analysis System Based on Machine
Learning Algorithm

Authors: Mengwei Leia, Qiong Chen
PAGE 912-919

Paper 90: Emotion-Aware EEG Analysis for Alzheimer’s Disease Detection Using Boosting and Deep Learning
Authors: Shynara Ayanbek, Abzal Issayev, Amandyk Kartbayev
PAGE 920 - 932

Paper 91: The Impact of Federated Learning on Distributed Remote Sensing Archives
Authors: Pratik Surendrakumar Patel, Vijay Govindarajan
PAGE 933 - 943

Paper 92: An Event-B Capability-Centric Model for Cloud Service Discovery
Authors: Aicha Sid’EImostaphe, J Paul Gibson, Imen Jerbi, Walid Gaaloul, Mohamedade Farouk Nanne
PAGE 944 - 959

Paper 93: Analyzing the Impact of Histogram-Based Image Preprocessing on Melon Leaf Abnormality Detection Using
YOLOv7

Authors: Sahrial Ihsani Ishak, Sri Wahjuni, Karlisa Priandana
PAGE 960 - 971

Paper 94: Remote Monitoring and Management System for Oil and Gas Facilities with Integrated loT and Atrtificial
Intelligence Data Analysis

Avuthors: Shu Haowen, Zhang Bin, Gao Shiyu, Gu Li, Jia Yanjie
PAGE 972 - 978

Paper 95: Innovative Design Algorithm of Huizhou Bamboo Weaving Patterns Based on Deep Learning
Avuthors: Jinjin Rong, Xin Fang
PAGE 979 — 986

(xi)

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,

Vol. 16, No. 5, 2025

Enhancing Federated Learning Security with a
Defense Framework Against Adversarial Attacks in
Privacy-Sensitive Healthcare Applications

Frederick Ayensu, Claude Turner, Isaac Osunmakinde
Department of Computer Science, Norfolk State University, Virginia, USA

Abstract—Federated learning (FL) is a cutting-edge method of
collaborative machine learning that lets organizations or
companies train models without exchanging personal information.
Adversarial attacks such as data poisoning, model poisoning,
backdoor attacks, and man-in-the-middle attacks could
compromise its accuracy and reliability. Ensuring resistance
against such risks is crucial as FL gets headway in fields like
healthcare, where disease prediction and data privacy are
essential. Federated systems lack strong defenses, even though
centralized machine learning security has been extensively
researched. To secure clients and servers, this research creates a
framework for identifying and thwarting adversarial attacks in
FL. Using PyTorch, the study evaluates the framework’s
effectiveness. The baseline FL system achieved an average
accuracy of 90.07%, with precision, recall, and F1-scores around
0.9007 to 0.9008, and AUC values of 0.95 to 0.96 under benign
conditions. With AUC values of 0.93 to 0.94, the defense-enhanced
FL system showed remarkable resilience and maintained
dependable classification (precision, recall, F1-scores ~0.8590—
0.8598), despite a 4.1% accuracy decline to 85.97% owing to
security overhead. With an 84.33% attack detection rate, 99.32%
precision, 96.62% accuracy and a low false positive rate of 0.15%,
the defense architecture performed exceptionally well in
adversarial attacks. Trade-offs were identified via latency
analysis: the defense-enhanced system stabilized at 54 to 56
seconds, while the baseline system averaged 13-second rounds.
With practical implications for safe, robust machine learning
partnerships, these findings demonstrate a balance between
accuracy, efficiency and security, establishing the defense-
enhanced FL system as a reliable option for privacy-sensitive
healthcare applications.

Keywords—Federated learning; machine learning; privacy;
adversarial attacks; defense framework; global model; healthcare;
disease prediction

. INTRODUCTION

Federated Learning (FL) is a collaborative machine learning
technique that allows decentralized training while maintaining
data security [1, 2]. FL is vulnerable to adversarial attacks that
can compromise the integrity of the model, its performance, and
the extraction of sensitive information [3]. Defense frameworks,
equipped with robust aggregation methods, anomaly detection,
and privacy-preserving mechanisms, fortify FL systems against
these attacks [4]. By integrating these frameworks,
comprehensive solutions can effectively address a wide range of
threats simultaneously [5, 6]. Despite efforts, dynamic

environments and evolving attacks make it difficult to develop
a secure FL system.

A critical challenge in federated learning (FL) is achieving a
balance between security, privacy, and model performance,
particularly in privacy-sensitive healthcare, where data
protection is paramount [7, 8]. Adversarial attacks, such as
model poisoning, data tampering, backdoor attacks, and man-in-
the-middle attacks, can compromise model integrity and
performance, yet existing FL systems often lack robust defenses
to counter these threats while maintaining scalability and quality
[9, 10]. The scarcity of empirical research on secure FL in
healthcare further complicates its adoption, as evolving cyber
threats demand adaptable, scalable solutions for real-world
deployment.

The primary objective of this research is to develop and
evaluate a defense framework that ensures the reliability and
safety of FL systems, particularly in the medical field. The
research explores various strategies to safeguard FL systems
from malicious attacks while preserving scalability, model
performance, and data privacy. By achieving this, the
framework aims to enhance confidence in FL technologies and
foster their wider adoption in privacy-sensitive domains,
particularly in healthcare applications such as disease
prediction.

The objectives include designing and implementing a
defense mechanism against adversarial attacks in FL,
implementing privacy-preserving mechanisms that balance
security, privacy and model performance, assessing the
framework’s ability to detect and mitigate attacks while
maintaining model accuracy in healthcare scenarios and
analyzing scalability and efficiency as FL networks expand. The
research questions are: How can we effectively detect and
mitigate adversarial attacks in FL without negatively affecting
data privacy or model utility? To what extent can the proposed
framework detect and protect against adversarial attacks while
maintaining model performance and scalability in real-world
healthcare environments?

This study suggests a defense-enhanced FL architecture that
protects data privacy and model performance from adversarial
attacks to meet the urgent demand for secure FL systems in the
healthcare industry. Our strategy incorporates sophisticated
security features such as adversarial training, differential privacy
and Byzantine-robust aggregation which have been verified
using a six-phase technique on the Mayo Clinic PBC dataset.
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The framework's robust attack detection (84.33% detection rate)
and capacity to retain an accuracy of 85.97% under assault
settings are demonstrated by experimental findings thus
providing a workable solution for privacy-sensitive healthcare
applications such as disease prediction. This research improves
its dependability for practical implementation by filling a
significant gap in secure FL.

The remainder of this study is organized as follows: Section
Il presents related work, while Section 111 outlines the proposed
methodology. Section IV details the experimental setup, and
Section V shares the results and discusses their implications.
Finally, Section VI concludes with remarks and suggests future
directions for research.

Il. RELATED WORK

Edge computing and FL are complementary technologies
that aim to address distributed data processing and machine
learning challenges. FL addresses privacy and regulatory
concerns by enabling model training on dispersed datasets while
allowing multiple parties to collaborate on model training while
keeping their data localized. Participating devices receive a
global model from a central server, which initializes and
distributes it. Edge devices train the model using their local data
and only communicate model updates to the server [11]. Edge
computing, a distributed computing paradigm, moves data
storage and processing closer to the data sources [12]. It
improves real-time processing, saves bandwidth, and reduces
latency. Since the network edge generates substantial volumes
of data, edge computing is crucial to FL. Benefits include
enhanced data security and privacy, optimized bandwidth,
reduced latency, increased reliability in intermittent
connectivity, and support for real-time applications and
decision-making [13]. FL and edge computing support data
privacy by storing sensitive data locally. Edge computing
minimizes data transfer, thereby reducing communication
overhead, while FL simply requires model updates [14]. Rapid
scenario adaptation is made possible by edge devices, which do
local training and inference [15]. Architectures like Wu et al.'s
[16, 17] hierarchical edge-based FL eliminate communication
bottlenecks and improve scalability. Peer-to-peer FL eliminates
the central server, while hybrid edge-cloud FL combines cloud
and edge computing resources.

Threats originate from clients, communication and servers in
FL. Clients face various attacks, including data poisoning,
model poisoning, backdoor attacks, Byzantine attacks, Sybil
attacks, free-riding, and inference attacks. Vulnerabilities in
communication often arise from man-in-the-middle attacks and
eavesdropping, which compromise data integrity and
confidentiality. The central server faces risks from malicious
behaviors, non-robust aggregation methods, and inference
attacks [18]. Model poisoning attacks involve malicious
participants injecting updates to manipulate the global model.
Bhagoji et al. [19] demonstrated that an adversary controlling a
single agent can achieve targeted misclassification. These
attacks are stealthy and bypass simple anomaly detection. Data
poisoning exploits the fact that FL aggregators are unaware of
how updates are generated. Demartis [20] showed that even a
small number of malicious participants can harm the joint
model. Backdoor attacks involve malicious clients embedding
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hidden patterns in their updates, causing the model to misbehave
on specific inputs. Unlike data poisoning, backdoor attacks
maintain high accuracy on normal data but only activate under
specific conditions. This type of attack exploits FL’s
decentralized nature. The decentralized architecture of FL
makes it challenging to detect malicious updates [18]. The
central server has limited visibility into the data of clients and
training processes [21]. Edge-based FL introduces security
concerns, as edge servers protect edge traffic but can be
compromised, potentially impacting connected clients or
manipulating aggregated updates. Privacy concerns extend
beyond the protection of raw data. Inference attacks, which
utilize membership, attribute, and feature inference, can retrieve
the original data from model changes [14, 22]. Byzantine-
resilient aggregation, differential privacy, secure aggregation
protocols and anomaly detection are some of the protection
measures that researchers suggest.

FL employs various defense mechanisms to safeguard
against security and privacy anomalies at the client, server, and
communication levels. At the client level, techniques such as
differential privacy and anomaly detection filter malicious
updates before aggregation. On the server side, robust
aggregation methods like Krum and multi-Krum mitigate the
impact of poisoned data and prevent non-robust aggregation
issues. In the event of malicious client behavior, Byzantine fault
tolerance ensures model integrity. Secure channels protect
against eavesdropping and man-in-the-middle attacks, while
encryption and moving target defenses enhance data
transmission security. Robust aggregation identifies and filters
harmful client updates. According to Bhagoji et al. [19],
Byzantine-resilient aggregation techniques safeguard against
model poisoning attacks but may be vulnerable to highly skilled
targeted attacks. These aggregation algorithms statistically
analyze client updates to identify outliers or unusual patterns of
activity. Differential privacy is a privacy-preserving technique
that adds controlled noise to gradients or model updates to
maintain individual privacy. Shaheen et al. [11] proposed a
client-level differential privacy approach for FL that offers
robust privacy assurances without compromising model utility.
Edge-specific security solutions address challenges in edge
computing environments. Bao et al. [14] proposed a hierarchical
edge-based FL architecture with intermediate aggregation
layers, reducing communication bottlenecks and enhancing
scalability while improving security.

Technologies like FL and Edge Computing are
revolutionizing the healthcare industry by addressing challenges
related to data security, privacy, and collaborative research. FL
utilizes diverse datasets to enhance performance by enabling
multiple institutions to train machine learning models without
sharing raw patient data. A systematic study conducted by Teo
et al. [8] identified 612 articles exploring the application of FL
in healthcare, with internal medicine and radiology emerging as
the most prevalent specialties. Neural networks and medical
imaging are two prevalent models and data types that FL can
effectively handle. Notably, only 5.2% of the examined research
demonstrated real-life applications, suggesting early clinical use
despite the growing interest in this field [8]. FL provides privacy
by localizing data, but additional privacy enhancement methods
are being developed, such as differential privacy, homomorphic

2|Page

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,

encryption, and secure multi-party computation to protect
against potential privacy breaches during model updates [23].
Kyung Hee University used FL to create a clinical decision
support system based on deep learning, thus facilitating
extensive data mining and helping medical personnel make
precise diagnoses and treatment choices [23]. Drug discovery
has also made use of FL; ten pharmaceutical companies and
academic universities collaborated to build a big industry-scale
FL model for drug discovery without disclosing private data.
The combination of Edge Computing with FL improves
healthcare Al systems by processing data locally on edge
devices, hence lowering latency and decreasing data
transmission. For effective privacy-preserving medical research
and patient care, FL and edge computing are essential [24].
Differential privacy methods can be successfully applied to
clinical and epidemiological research, reproducing diverse
health studies in a federated setting while maintaining data
privacy.

In the healthcare industry, FL and edge computing improve
privacy, minimize latency and boost productivity. Nonetheless,
managing communication overhead and computational
resources are significant obstacles. Complex machine learning
models and substantial processing power are needed for
healthcare applications, but edge devices may not be able to
meet these demands [8, 25]. Model compression and selective
parameter updates are two optimization strategies that save
computational load without sacrificing accuracy [8]. Frequent
model updates result in communication overhead that raises
latency and network traffic [9]. Particularly in large-scale
healthcare systems with several devices and institutions
hierarchical FL methods with intermediate aggregation nodes
improve scalability and lower costs [23]. The performance of FL
systems is challenged by data heterogeneity across healthcare
devices and institutions. Model bias and decreased
generalization result from differences in data distribution,
format and quality [10]. Adaptive FL algorithms improve
performance in healthcare applications such as medical image
analysis and disease prediction by handling non-11D data and
adjusting model updates according to local variables [8]. When
FL and edge computing integrate with the existing healthcare
infrastructure scalability problems arise. Outdated hardware and
software may not be compatible with modern FL frameworks
[9]. By adjusting to different healthcare scenarios and gradually
adding edge computing capabilities, modular FL designs enable
institutions to adopt FL and edge computing technologies at
their own pace [23]. Security and privacy constraints
significantly impact FL systems' performance and scalability.
Although FL offers data privacy by default, extra precautions
are needed to guard against attacks and breaches [10, 25].
Stronger privacy assurances are offered by privacy-enhancing
strategies like secure multi-party computation and differential
privacy, but these come with extra communication and
computational costs that must be weighed against performance
demands.

A. Research Limitations and Identified Gaps

While prior research has advanced the security and
application of federated learning (FL), several limitations
persist, underscoring gaps that this study addresses. Table |
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summarizes key limitations in existing work and how our
proposed defense-enhanced FL framework overcomes them.

TABLE I. LIMITATIONS OF EXISTING RESEARCH AND GAPS
Existing Limitations and Research
Research Methodology Gaps

Analyzes model | Limited to single-agent model
Research poisoning through | poisoning; lacks defenses for

adversarial lens, | multi-agent attacks or diverse
paper [19]

focusing on single-
agent attacks

Systematic review of
Research FL applications in

attack types like data poisoning
and backdoors

Only 5.2% of FL healthcare
studies demonstrate practical

paper [8] healthcare, analyzing | applications, indicating a gap in
612 studies real-world implementation.
Byzantine-robust  aggregation
Research Employs Byz_antine- alone is _insu_fficient to counter
aper [32] robust aggregation for | data poisoning or backdoor
Pap federated learning attacks, limiting comprehensive
security.
Narrow focus on sequential and
Research In\_/esti_gate_s da_\ta parallel ) FL poisoning,
aper [36] poisoning in sequer_]tlal o_verlookmg other_ attqck types
pap and parallel FL settings | like model poisoning and
backdoors
Ill.  METHODOLOGY

To achieve the first research objective, the proposed
methodology employs adversarial attacks to analyze their
impact on FL. models for disease prediction. The framework will
incorporate cutting-edge techniques such as homomorphic
encryption, differential privacy, and adversarial training. The
performance of the framework will be evaluated based on its
ability to detect and thwart attacks while maintaining high model
accuracy and data privacy. The FL environment will be
established, and the outcomes of various defensive strategies
will be compared to determine the most effective approach. Fig.
1 outlines the research framework.

Initial Research
and Problem

Analysis
—_— —_—

System Design Security Attack Performance
and *  Framework * Simulationand | Optimization

Implementation Development Testing

—_—
Evaluation and
Validation

Fig. 1. Flowchart of research.

The study develops and validates a secure FL defensive
framework for healthcare using a six-phase methodology. To
identify critical vulnerabilities in the current defenses against
risks such as model poisoning and data poisoning, the initial
steps involve analyzing adversarial attack patterns and FL
frameworks. This process guides the development of a two-
tiered defense architecture that integrates server-side security
features with client-side safeguards. To evaluate the
effectiveness of detection, the system undergoes stress testing
using attack scenarios on healthcare datasets. Following attacks,
the system iteratively refines security, accuracy, and privacy.
The final evaluation is assessed using metrics like attack
detection rate, false positive rate, and accuracy. The
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framework’s practical applicability through encrypted
communication is demonstrated through validation in a multi-
institutional disease prediction scenario utilizing Kaggle data.
Scalability among 2 to 20 healthcare nodes is ensured by
ongoing performance monitoring thus maintaining the utility of
the model.

A. Dataset Description and Preparation

The Mayo Clinic's 1974 to 1984 study on liver primary
biliary cirrhosis (PBC) provided the dataset for this
investigation. It was acquired from the UCI Machine Learning
Repository and Kaggle [26]. The subject of this dataset is
cirrhosis, a severe liver disease brought on by long-term damage
caused by hepatitis or sustained alcohol use. The dataset
includes attributes such as number of days between registration
and the earlier of death, transplantation, or study analysis time,
status, drug, age, sex, ascites, hepatomegaly, spiders, edema,
bilirubin, cholesterol, albumin, copper, alkaline phosphatase
levels, serum glutamic oxaloacetic transaminase levels,
triglycerides, platelets, prothrombin and stage. The dataset
comprises 25000 records and 19 features and is relevant for
analyzing patient survival and disease progression patterns,
making it suitable for machine learning models aimed at
cirrhosis stage prediction.

There are several crucial elements in the dataset preparation
process for FL. Categorical variables are one-hot encoded to
ensure model compatibility, and missing values are eliminated
to maintain data consistency. StandardScaler from scikit-learn is
employed to standardize continuous variables, thereby
enhancing model convergence. To adhere to PyTorch’s
CrossEntropyLoss specifications, the target variable “Stage”
undergoes label encoding. Subsequently, the dataset is divided
into 90% training and 10% testing sets. The training data is
subsequently distributed among twenty clients for the FL setup.
These procedures are carried out by the preprocessing function
which guarantees that the dataset is clear and appropriate for
machine learning model training in this configuration. The
distribution of stage classes in the liver cirrhosis dataset reveals
a nearly equal split across stages 1, 2, and 3. Stage 2 has the
highest count (8441), followed closely by Stage 3 (8294) and
Stage 1 (8265).

B. Core Algorithms
The core algorithms that form the basis of our FL system,

both in its baseline configuration and with enhanced defense
mechanisms are listed below.

1) Baseline FL algorithm: In FL, private data is utilized for
on-device local training for each client, such as hospitals. For
this multi-class problem of disease stage prediction, clients
train  using  PyTorch's  AdamW  optimizer  and
CrossEntropyLoss, executing thirty epochs with a batch size of
sixty-four to balance efficiency and learning. To safeguard
privacy, model weights are independently created and
transmitted to a central server for aggregation. The aggregation
process on the server employs weighted averaging, as
illustrated in Eq. (1), based on the size of the dataset, where
clients with more data have greater influence.

witl= E “_kwt+1 (1)

=1, "k
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where, w'*!is the global model’s weight vector after
aggregation, K is the number of clients, n, is the number of
samples for client k, n is the total number of samples across all
clients, and wi! represents the local model weight vector from
client k [27].

Uniform model architecture is assumed with zero padding
for discrepancies. The global model is evaluated on a 10% test
set using accuracy, precision, recall, and F1-score, which are
averaged across classes, i.e., Stages 1, 2, 3. Early stopping halts
training if test accuracy improvement drops below A min =
0.001 over five rounds for efficiency and to prevent overfitting.

2) Defense-Enhanced FL algorithm: Clients perform local
training utilizing differential privacy and adversarial training to
protect against data leaks and adversarial assaults once the
central server initializes and distributes a global model to
clients. The global model is updated and checked for any
attacks or performance degradation after model updates are
safely aggregated using Byzantine-robust techniques to reduce
malicious contributions. After that, a centralized test set is used
to evaluate the updated model, and early stopping conditions
are analyzed to decide whether to continue. To balance
efficiency, security and model accuracy throughout the FL
lifecycle, this cycle—local training, secure aggregation,
verification, evaluation and stopping checks—repeats
iteratively until convergence or a predetermined maximum
number of rounds is reached. Algorithm 1 shows FL with early
stopping.

Algorithm 1 FL with early stopping

1: INITIALIZE global model, defender, best_accuracy,
rounds_without_improvement.

2: for each round (1 to max rounds):

3:  reset client models and client data sizes.
4:  for each client:

5: validate client data

6: train local model with differential privacy and adversarial
robustness.

7 validate local model

8: encrypt and append valid models to client models.

9: if defense enabled:

10: aggregate models using defender.secure_aggregate.
11:  skip round if global model fails verification.

12: evaluate global model

13: update best_accuracy if improvement > min_delta; else,
increment rounds_without_improvement.

14: stop if rounds_without_improvement >= patience.
15: return final global model

3) Secure aggregation: Secure aggregation integrates
model updates from multiple clients while protecting individual
privacy. The process involves several steps: the server decrypts
encrypted model updates using an EncryptionSetup for secure
decryption; it then aggregates the updates using trimmed mean
aggregation, mitigating malicious updates or outliers; and
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preserves the original model parameter shapes for compatibility
with the global model architecture; finally, momentum
stabilization smooths updates, enhancing convergence (see
Algorithm 2).

Algorithm 2 Secure aggregation

1: FUNCTION secure_aggregate(global_model, client_models,
client_data_sizes):

2: initialize shapes registry if not already set

3. Decrypt client models

4. for each key in global model parameters:

5: stack all client updates for this key

6: sort updates

7 compute trimmed mean by discarding extreme values
8 update global model parameter with trimmed mean
9: if best global model exists:

10: apply momentum stabilization

11: load updated parameters into global model

12: return updated global model
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By creating adversarial instances using the Fast Gradient
Sign Method (FGSM), as shown in the pseudo-code, where
inputs are disrupted by an epsilon-scaled gradient sign to
maximize loss, Adversarial Training improves the robustness of
the model. The model is then trained using these instances to
increase its resistance to malicious disturbances (see Algorithm
4).

Algorithm 4 Adversarial Privacy

1: FUNCTION generate_adversarial_examples(model, loss_fn, X, y,
epsilon):

x_adv = x.clone().detach().requires_grad_(True)

outputs = model(x_adv)

loss = loss_fn(outputs, y)

gradients = compute_gradients(loss, x_adv)

x_adv = clip(x_adv, 0, 1)
return x_adv.detach()

4) Defense mechanisms: Different algorithms make
machine learning systems more secure and resilient, especially
in FL settings. While adversarial training strengthens model
resilience by using adversarial cases during training differential
privacy adds noise to model updates to protect individual
privacy. Data validation identifies possible poisoning threats by
evaluating data quality through tests for NaN values, outliers and
label distribution, while Byzantine-robust aggregation uses
trimmed mean aggregation to combat fraudulent updates from
compromised clients. Model validation evaluates locally trained
models against accuracy, loss, and consistency metrics to
identify poisoning, whereas dynamic thresholding filters out
suspicious updates using an adaptive interquartile range (IQR)
approach. Model verification rollback monitor performance and
restore it to a previous state if degradation is found, ensuring
global model integrity. When combined, these techniques tackle
the issues of integrity, resilience and privacy in distributed
learning systems.

Differential Privacy protects individual privacy by adding
controlled noise to model updates, as shown in the pseudo-code,
where gradients are clipped to a specified norm (clip_norm) and
Gaussian noise is added based on a noise_scale parameter. This
ensures that the output from the model does not expose unique
individual contributions by limiting the influence of any one
data point (see Algorithm 3).

Algorithm 3 Differential Privacy

1: FUNCTION add_differential_privacy(model, clip_norm,
noise_scale):

2:  total_norm = clip_gradients(model, clip_norm)

3:  for param in model.parameters():

4: if param.grad is not null:

5: noise = generate_gaussian_noise(param.grad.shape,
scale=noise_scale)

6: param.grad.add_(noise)

7:  return total_norm

2:
3:
4:
5:
6: x_adv =x_adv + epsilon * sign(gradients)
7.
8:
C

. Initial FL System

The experimental architecture depicted in Fig. 2 comprises
three crucial components: a central server responsible for
initiating and updating the global model using the Federated
Averaging (FedAvg) algorithm, clients representing healthcare
institutions that train local models on their datasets and
subsequently transmit updates to the server, and secure
communication channels that facilitate the transmission of
model updates between the server and clients.

Initial Model Updates
«— Local Model Updates )

o =}
Aggregated New Global = ;
g & Aw'- Local B Local Client |
M(’dtl/ Model ==ifle= Data
6 =5
- - .
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n [o =]
—~Wh, e @ cos BB Cliencs
= Local Local
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Awk_ hE Ea ;
Server Local 4 Local Client 4

Model ==iifiss Data

Fig. 2. Initial FL system setup.

The setup is an FL environment using a healthcare dataset.
It consists of a central server and multiple clients, each with a
local dataset. The central server manages the global model. It
distributes an initial model to all clients, initiates local training,
and collects model updates, i.e., weight and bias updates from
clients. The server aggregates these updates to create an
improved global model, redistributes it to clients and iteratively
improves the model until the accuracy stops significantly
improving when steady state is reached. This process is
visualized with color-coded lines: orange for initial global
model distribution, blue for local model updates and red for the
aggregated global model distribution.

The neural network global model in Fig. 3 was designed for
multi-class disease stage classification. It comprises an input
layer that receives preprocessed feature vectors, followed by
three fully connected hidden layers. Each hidden layer has 256,
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128, and 64 neurons, respectively. These layers employ ReLU
activation and dropout (rate 0.1) to enhance learning and
mitigate overfitting. The output layer consists of three neurons
and employs softmax activation to generate class probabilities.
The model is appropriate for FL across a variety of
computational ~ resources since it makes use of
CrossEntropyLoss, regularized by weight decay and optimized
with AdamWw.

Hidden Layer 1

] 'v‘ PN .

—3 V‘\. %'5 h ‘,:: — ; ,\:
R~ SOSE S,

' V‘:‘::;' ! ' e i ‘ >_’ Stage 2

' Agg,m

PR’
A
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A > Stage 3

SoftMax

8

i

Fig. 3. Neural network architecture for Cirrhosis stage prediction.

The decentralized organization depicted in Fig. 4 is modeled
by the FL training procedure. Each client employs PyTorch’s
AdamW optimizer and CrossEntropyLoss to train a local model
on its dataset for thirty epochs, with a batch size of sixty-four.
After training, clients transmit their model weights to the central
server, which employs the weighted averaging technique Eq. (1)
to aggregate them. The accuracy, precision, recall, and F1-score
of the global model are evaluated using macro-averages across
disease stages (1, 2, 3). To optimize efficiency and prevent
overfitting, an early stopping mechanism terminates training if
the test accuracy does not substantially increase (A min=0.001)
over five rounds.
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Fig. 4. FL System workflow.

D. Defense-Enhanced FL System

The Defense-Enhanced FL framework protects against
adversarial threats while ensuring data privacy and maintaining
the utility of the model (see Fig. 5).
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Fig. 5. FL System defense framework.

Server-side defenses employ anomaly detection, robust
aggregation, and global model verification to safeguard against
adversarial threats. In contrast, client-side defenses utilize
differential privacy, adversarial training, and local validation to
guarantee secure contributions to the global model.

1) Anomaly detection. The server utilizes robust z-score
calculation and dynamic thresholding techniques to identify
and eliminate outliers. Robust z-score is achieved using Eqg. (2)
and dynamic thresholding with Eqg. (3).

7.= IXi —X| (2)

" MAD +¢
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where, x; represents the parameter values, X is the median,
MAD is the median absolute deviation, and € is a small constant
to prevent division by zero [29].

Upper Bound= Q,+ Sensitivity x IQR 3)

Here, Q, is the third quartile and Sensitivity controls the
threshold's strictness [30].

2) Byzantine-robust  aggregation.  Trimmed  Mean
Aggregation removes extreme values from client updates
before averaging to minimize the impact of outliers, as
illustrated in Eq. (4). Momentum Stabilization merges the
current global model with historical models to enhance
robustness, as per Eq. (5).

1
eglobal: EZisS 0; (4)

where, 00,1 IS the gobal model, 0; is a client model and S
represents the set of trimmed client updates after removing a
percentage of extreme values based on the trim ratio [31].

6stabilized=(l_ (X) 'ecurrent+a'ehistorica] (5)

Here, o controls the influence of past models on the current
update [32].

3) Global model verification. The server continuously
validates the global model’s quality using validation datasets.
If the accuracy drops significantly, a rollback mechanism
automatically restores the previously validated model state.

4) Differential privacy. This ensures that individual data
points are not inferred from model updates by adding noise to
gradients during local training. This is accomplished through
gradient clipping using Eg. (6) and noise addition using Eq. (7),
which strikes a balance between privacy and model accuracy.

_ g
g_max<1 %> (6)
> C
where, g is the gradient vector and C is the clipping norm.
g =g+N(0, 6%) @

Here, N is a Gaussian distribution, ¢ controls the noise scale,
balancing privacy and model accuracy.

5) Adversarial training. This approach exposes the model
to adversarial examples during local training, enhancing its
resilience to evasion attacks without compromising
performance on clean data, as demonstrated in Eq. (8).

Xaa =X + € sign(V,L(f(x;60).y)) ®)

where, x,4, iS the adversarial example, x is the original input,
y is the label, f(x;0) is the model prediction, L is the loss
function and € controls perturbation magnitude.

6) Client data validation. Clients validate local datasets for
anomalies and poisoning attempts before training. This ensures
that the local models are not corrupted. Outlier detection and
label distribution checks are performed to achieve this [Eq. (9)].

Ql-k-IQR<x<Q3+k-IQR (9)
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where, Qland Q3 are the first and third quartiles,
respectively, IQR = Q3-Q1 and k for strict filtering.

7) Local model verification. Clients validate trained models
using validation data to ensure minimum accuracy, consistency,
and robustness against adversarial inputs as seen in Eq. (10).

Cad\,: 2?:11 (yi;:?adv,i)

(10)

where, C,q, is adversarial accuracy, N is the total samples,
¥, is the predicted label for the original input and § . .is the

predicted label for adversarial input.

8) Communication encryption and secure aggregation.
Additive noise encryption is employed to establish secure
communication between clients and the server. Encrypted
updates are aggregated from multiple clients without revealing
individual contributions. This ensures that even if an adversary
gains access to updates on the server side, they cannot
reconstruct individual updates due to the added noise.

E. Attack Setup

Data poisoning attacks corrupt training data to manipulate a
model’s behavior, posing a unique threat in federated learning
(FL) due to malicious clients lacking direct access to the central
model. In this framework, a function employs a label flipping
technique. This technique involves changing a predetermined
percentage of labels (determined by the poison ratio parameter)
to false values using a simple increment with modulo operation
and a random selection procedure. The altered dataset is then
returned with an “is_malicious” flag to mimic detection
mechanisms, while the randomization aids in avoiding
detection. These attacks have serious repercussions, as they can
lower model accuracy, produce inaccurate data associations, and
even open backdoors for certain misclassifications.

Model poisoning attacks target the integrity of FL by altering
model updates from malicious clients, directly affecting the
aggregation process. The framework’s implementation involves
adding random noise to model parameters, controlled by the
attack_strength parameter, which adjusts the perturbation’s
intensity. This ensures that the poisoned model remains
structurally compatible with the system. Similar to data
poisoning, model poisoning attacks include an “is_malicious”
flag for detection. These attacks can severely impair the global
model’s performance, introduce hard-to-detect backdoors or
biases, and potentially cause targeted misclassifications, making
them formidable challenges in FL environments.

Backdoor attacks aim to embed hidden triggers in the global
model, causing misclassifications only when specific patterns
are present while preserving accuracy on normal data. To mimic
this behavior, the framework reassigns a target label to a subset
of training data that has a trigger pattern added to it, as specified
by the backdoor ratio parameter. The function returns the
modified dataset with an “is_malicious” flag, ensuring that the
subtle yet reliable trigger remains concealed. These attacks pose
a significant risk because they can activate under specific
conditions undetected, leading to persistent vulnerabilities that
are challenging to identify or eliminate, even with additional
training.
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Man-in-the-middle (MITM) attacks threaten FL by
intercepting and modifying communications between clients
and the server, which is set up in the framework to test system
resilience. In addition to handling both encrypted and
unencrypted arguments while maintaining system compatibility,
the attack function incorporates an “is malicious” flag and
modifies model updates by introducing noise scaled by
attack_strength. MITM attacks highlight the importance of
robust security measures in FL systems, as they can gradually
degrade the global model, compromise process integrity, and
potentially enable model poisoning or backdoor insertion
through persistent update manipulation.

F. Evaluation Metrics

1) FL model performance metrics. The performance of the
FL system is evaluated using the following four key metrics:
a) Accuracy: The overall correctness of the model's
predictions, which is calculated as the ratio of correctly
classified instances to the total number of instances [28] [see
Eq. (11)]:

Accuracy= - Lam 11)

P+TN+FP+FN

where, TP stands for True Positives, TN for True Negatives,
FP for False Positives and FN for False Negatives.

b) Precision: This evaluates the proportion of correctly
predicted positive cases out of all predicted positive cases. It is
particularly useful in scenarios, where false positives are costly,
[see Eq. (12)]:

(12)

.. T
Precision=
TP + FP

High precision indicates that the model makes fewer false
positive errors [28], which is critical in healthcare applications,
such as disease prediction.

¢) Recall (Sensitivity): Recall measures how many actual
positive cases were correctly identified by the model. High
recall ensures that most actual positive cases are detected [28],
which is crucial for minimizing missed diagnoses in healthcare
[see Eq. (13)].
TP
TP + FN

d) F1-Score: This is the harmonic mean of precision and
recall, providing a single metric that balances both [see Eq.

(14)].

Recall=

(13)

F1-Score= 2 X Precision X Recall (14)

Precision + Recall

2) Defense framework performance metrics. Key
performance metrics of the defense framework across security,
latency and scalability are tracked by the performance
monitoring system as follows:

a) Attack Detection Rate (True Positive Rate): Measures
the proportion of actual attacks correctly identified by the
system out of all attacks [ Eq. (15)].

Attack Detection Rate=

(15)

TP
TP +FN
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b) False Positive Rate (FPR): Evaluates the proportion
of benign updates incorrectly flagged as attacks [Eq. (16)].

FPR= —
FP+ TN

(16)

c) Precision: Assesses the accuracy of attack detection
by calculating the proportion of flagged updates that are truly
malicious.

d) Latency metrics: Aggregation latency refers to the
time the server takes to combine client updates into a global
model, while validation latency measures the duration needed
to validate this global model against a reference dataset after
aggregation. These processes together contribute to the average
round time which encompasses the total time required for one
complete cycle of communication, training, aggregation and
validation [ Eq. (17)].

Z%ilLatencyi

= (17)

Average Metric =

where, N is the number of rounds completed. By monitoring

these latencies, the system measures the computational overhead
that defense mechanisms introduce.

IV. EXPERIMENTAL SETUP

A MacBook M3 system with an 8-core Apple M3 CPU,
16GB of unified RAM, a 1TB SSD and macOS Sequoia (version
15.1) forms part of the hardware setup. This configuration
offered sufficient processing capacity for running adversarial
attack setups, FL scenarios, and training medium-sized machine
learning models. PyTorch computations were optimized by the
M3 chip's sophisticated architecture, especially for gradient
updates and encryption jobs, thereby guaranteeing effective
performance throughout the tests.

The software environment was built around Python 3.12.4 as
the primary programming language supported by a suite of
development tools and libraries tailored for machine learning.
iTerm2 oversaw the execution of FL code, while Jupyter
Notebook enabled interactive prototyping and visualization, and
Visual Studio Code functioned as the primary IDE,
supplemented by extensions such as Python and Jupyter.
Important libraries included NumPy and Pandas for data
manipulation, scikit-learn for preprocessing and evaluation,
matplotlib and seaborn for visualizing performance metrics and
data trends and PyTorch for building and training neural
networks with GPU acceleration via Metal Performance
Shaders. The FL system and its defense mechanisms may be
implemented, trained and evaluated thanks to this all-inclusive
environment. GitHub and Git were utilized for collaboration and
version control.

V. RESULTS AND DISCUSSION

A. Feature Correlations

The heatmap shows moderate relationships between
biomarkers, suggesting interdependent physiological processes
that federated ML can leverage.
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1) Baseline FL system model performance. Under benign
conditions, the results reveal consistent performance over three
test runs (Fig. 8). Precision, recall and Fl-score average
between 0.9007 and 0.9008, whereas the overall accuracy
average is 90.07% (Table II). Plotting the federation rounds
against accuracy shows a consistent upward trend, settling close
to 90% for every run. While Stage 2 performs marginally worse
(89.27%), Stage 3 attains the best accuracy (91.66%) and recall
(0.9166). With AUC values ranging from 0.95 to 0.96, the ROC
curve (Fig. 9) verifies strong bias for every class. High diagonal
values indicate strong true positive rates, although overall
classification is accurate, with the confusion matrix
highlighting misclassifications between adjacent stages (Fig.
7).

TABLE Il BASELINE FL CLASSIFICATION METRICS
Metric Testrunl Testrun 2 Testrun 3 Average
Accuracy 89.20% 90.60% 90.40% 90.07%
Precision 0.8920 0.9061 0.9044 0.9008
Recall 0.8920 0.9060 0.9040 0.9007
F1-Score 0.8920 0.9060 0.9041 0.9007
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Fig. 7. Baseline FL model confusion matrix.

Accuracy Across Federation Rounds for 3 Test Runs
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Fig. 8. Baseline FL model accuracy trend per test run.

2) Defense-enhanced FL system model performance. The
defense-enhanced FL system demonstrated consistent
performance for three test cycles, averaging 85.97% accuracy
(Table I11). The per-class measures (Fig. 11) showcased strong
performance, with Stage 3 achieving the highest average
accuracy of 87.97%. The ROC curves (Fig. 12) further
demonstrated the system’s classification ability, with AUC
values of 0.93 for Classes 0 and 1 and 0.94 for Class 2. The
confusion matrix (Fig. 10) indicated a balanced prediction with
minimal misclassifications. After forty rounds, the accuracy
trends exhibited a consistent improvement, stabilizing over
85%, indicating the system’s convergence and dependability.

3) Defense framework performance. During adversarial
setups, the defense framework demonstrated exceptional threat
recognition capabilities. Over three test runs, it achieved a
noteworthy precision of 99.32%, an accuracy of 96.62%, a low
false positive rate of 0.15%, and an impressive average attack
detection rate of 84.33% (as depicted in Table IV). Test Run2’s
confusion matrix showcased excellent classification, with
minimal instances of false positives and negatives (illustrated
in Fig. 13). Moreover, the ROC curve, with an AUC of 0.96,
effectively demonstrated strong discrimination (Fig. 14).
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TABLE Ill.  DEFENSE-ENHANCED FL CLASSIFICATION METRICS TABLE IV.  DEFENSE FRAMEWORK PERFORMANCE
Metric Testrunl Testrun 2 Testrun 3 Average Metric Testrun 1 Testrun 2 Testrun3 | Average
Accuracy 86.88% 85.72% 85.32% 85.97% AttaCk_ 85.99% 84.26% 82.74% 84.33%
Detection Rate
Precision 0.8688 0.8548 0.8533 0.8590 iti
Fatse Posttive | o 1006 0.00% 0.36% 0.15%
Recall 0.8689 0.8572 0.8533 0.8598 ate
Precision 99.55% 100% 98.42% 99.32%
F1-Score 0.8687 0.8572 0.8532 0.8597
Accuracy 97.10% 96.72% 96.03% 96.62%
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Fig. 10. Defense-enhanced FL model confusion matrix. Fig. 13. Defense framework confusion matrix.
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4) Latency and scalability metrics. While Average Round
Time stays constant at about 13 seconds with the baseline FL
system (Fig. 15), Aggregation and Validation Latencies reduce
marginally throughout the experiments. Average Round Time
stays constant at 12 to 13 seconds, Validation Latency varies
slightly but stays within a small range, and Aggregation
Latency steadily rises as the number of customers rises from 2
to 20 (Fig. 16).

Aggregation Latency (~13.5-13.9 seconds), Validation
Latency (~0.0009 seconds) and Average Round Time (~54-56
seconds) all exhibit consistency with the defense-enhanced FL
model (Fig. 17). While Validation Latency constantly declines,
Aggregation Latency rises with more clients, reaching a peak of
23.49 seconds for 14 clients before stabilizing. The average
round time fluctuates, reaching a peak of 91.41 seconds for
fourteen clients and then leveling off around 54 to 55 seconds
for more clients (Fig. 18).

Performance Metrics Across Test Runs

Agaregation Latency
tion Latency
10t Average Round Time

Time (seconds, log scale)

Test 1 Test 2 Test 3
Test Run

Fig. 15. Baseline FL system average aggregation, validation latency and round
time for three test runs.

5) Comparative analysis. Performance, resilience against
hostile attacks and effectiveness in healthcare applications are
the main points of comparison between the initial FL system
and the defense-enhanced FL system in this section. The
defense-enhanced system's accuracy decreased to 85.97%
(scores 0.8590-0.8598), a 4.1% decrease due to defense-related
overhead, but it maintained reliable classification. The original
FL system achieved an average accuracy of 90.07% with
precision, recall and F1-scores around 0.9007-0.9008 on
average. The defense-enhanced system showed remarkable
resilience, improving security that is essential for healthcare
settings, while the original system, which lacked defenses, is
thought to be susceptible to hostile threats. Due to the additional
computing load, efficiency favored the original system with
round times of thirteen seconds as opposed to the defense-
enhanced system's 54 to 56 seconds. The analysis identifies a
trade-off: the defense-enhanced system forgoes some utility in
favor of strong security, making it more appropriate for
privacy-sensitive, real-world healthcare scenarios, whereas the
original system excels in accuracy and speed under benign
settings (see Table V).

Latency Trends as Number of Clients Increases
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Fig. 16. Baseline FL system latency trends per increase in clients count.

Performance Metrics Across Test Runs
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Fig. 17. Defense enhanced FL system average aggregation, validation latency

and round time for three test runs.
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Fig. 18. Defense-enhanced FL system latency trends per increase in clients

count.
TABLE V. COMPARATIVE ANALYSIS WITH EXISTING FL APPROACHES
Defense-
Comparison Original FL Enhanced FL Existing
Cr‘i)teria System System Research on
(Baseline) (Proposed Secure FL
Approach)
85.97% (| 4.1% .
Accuracy (%) 90.07% due to defense Varies (84~
89%) [33] [34]
overhead)
Precision / Recall | 0.9007 - Varies (0.80 —
/ Fl-score 0.9008 0.8590 08598 | 1 g5 [33] [35]
Strong Limited
Resilience to | Highly protection defenses (Most
L - use secure
Model Poisoning | vulnerable (Byzantine- .
robust aggregation
only) [32] [42]
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aggregation,

strong security

etc.)
i, . Partially
Resilience to . Mitigated  via addressed  in
. No protection | anomaly
Data Poisoning detection some  works
[36] [37]
Resilience to Slgnlfl;antly ) !:evvI studflelsI
Backdoor Susceptible reduce via | implement. fu
Attacks secure  model | protection [36]
updates [37]
Varies (~200%
Computational 54-56 seconds | -~400%,

. A -
Efflc_le_ncy 13 seconds (300@ due to depeqdlng on
(Training Round security security
Time) overhead) measures used)

(38] [39]
High  (Fast | Moderate Varies (Mot
. - methods
processing, (Additional strugale  with
Scalability limited security  steps | 99
. arge-scale
security slow down
. . deployment)
constraints) processing) [33] [40]
. Most methods
Vulnerable to eHr:sngrI% SECUre. 1 focus on
Suitability ~ for | attacks, g . general FL, not
- .. | compliance with
Healthcare making it - healthcare-
o - privacy  laws e
Applications risky for (HIPAA specific
sensitive data ' defenses  [2]
GDPR) [41]
- Varies (Many
High P ith
accuracy & Lower accuracy | focus on either
Trade-offs & speed but | security or
speed but

performance,

weak security ot both) [42]

The performance of the proposed defense-enhanced FL
framework, achieving an average accuracy of 85.97% on the
Mayo Clinic PBC dataset, reflects its suitability for structured
healthcare data with moderate feature correlations, as evidenced
by the heatmap in Fig. 6. This dataset’s balanced class
distribution (Stage 1: 8265, Stage 2: 8441, Stage 3: 8294) and
interdependent physiological features enable the framework to
effectively leverage local training and aggregation. Variations in
performance across different datasets, as seen in existing
research (e.g., 84-89% accuracy in [33], [34]), likely stem from
differences in data characteristics, such as class imbalance, noise
levels, or feature correlations. The proposed algorithms excel
with structured medical data exhibiting moderate to strong
feature relationships, where the model can generalize across
clients. However, on datasets with extreme imbalances or weak
correlations—common in unstructured or heterogeneous
healthcare data—yperformance may decline unless supplemented
with preprocessing or adaptive techniques. This suggests that the
framework’s optimal application lies in well-structured,
privacy-sensitive  healthcare  scenarios, with potential
adaptations needed for noisier or less correlated data types.

VI. CONCLUSION AND FUTURE WORK

This research successfully developed and validated a
defense-enhanced federated learning (FL) framework tailored
for privacy-sensitive healthcare applications, achieving its goal
of enhancing security while maintaining model utility. By
integrating differential privacy, adversarial training, and
Byzantine-robust aggregation, the framework demonstrated
robust protection against adversarial attacks, including data

Vol. 16, No. 5, 2025

poisoning, model poisoning, and backdoors, with an attack
detection rate of 84.33% and precision of 99.32%. Applied to
the Mayo Clinic PBC dataset in a multi-institutional disease
prediction scenario, it maintained an accuracy of 85.97%,
despite a 4.1% drop due to security overhead, ensuring reliable
classification (precision, recall, F1-scores ~0.8590-0.8598).
The framework’s latency stabilized at 54 to 56 seconds per
round, reflecting a trade-off for enhanced security, making it a
practical solution for healthcare settings compliant with privacy
regulations like HIPAA and GDPR. These achievements
establish a secure, scalable FL system that fosters trust in
collaborative machine learning for sensitive domains. Future
work will focus on reducing latency through hierarchical
aggregation or gradient compression, validating the framework
across diverse healthcare datasets like MIMIC-IV for broader
applicability, and deploying it in real-world healthcare facilities
to confirm its practical utility.
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Abstract—This study presents an automated and data-driven
framework for analysing glucose response patterns in individuals
with Type 1 diabetes by integrating machine learning and
computer vision methodologies. The system leverages multimodal
data inputs, including food images, continuous glucose monitoring
(CGM) data, and time-series meal logs to model glycaemic
variability and infer personalized dietary effects. Using a dataset
comprising over eighty annotated meals from eight subjects, the
framework extracts nutritional features from food images via
convolutional neural networks (CNNs) with attention mechanisms
and correlates them with postprandial glucose trajectories. The
analysis reveals substantial inter-individual variability and
identifies critical temporal and nutritional factors influencing
glucose dynamics. Results demonstrate the system’s capability to
detect patterns predictive of glycemic responses, enabling the
development of tailored dietary recommendations. This approach
offers a scalable tool for personalized diabetes management and
paves the way for future integration into real-time decision
support systems.

Keywords—Continuous glucose monitoring; glucose response;
Type 1 diabetes; food image analysis; dietary pattern recognition;
time-series analysis

. INTRODUCTION

Type 1 diabetes management represents a complex
challenge in modern healthcare, requiring continuous
monitoring of blood glucose levels and precise coordination of
multiple factors affecting glycaemic control. The global
prevalence of diabetes and its associated complications has
created an urgent need for more sophisticated management
approaches, particularly given the substantial economic burden
and strain on healthcare resources [2]. Traditional diabetes
management strategies rely on manual logging and simplistic
carbohydrate counting, which often fail to capture the intricate
relationships between individual glucose responses, dietary
choices, and temporal patterns.

Recent advances in artificial intelligence, particularly in
machine learning and computer vision, have opened new
avenues for developing more comprehensive and personalized
diabetes management solutions [3]. These technological
developments are particularly significant in Type 1 diabetes,
where precise timing and dosing of insulin are crucial for

maintaining optimal glycaemic control. The integration of
computer vision-based food recognition systems with glucose
monitoring data represents a promising direction, as it enables
automated dietary tracking and more accurate estimation of
nutritional intake [4].

Contemporary research has demonstrated the potential of
machine learning approaches in various aspects of diabetes care,
from the prediction of glucose levels to the optimization of
insulin dosing schedules [5]. However, most existing solutions
focus on isolated aspects of diabetes management rather than
taking a holistic approach that considers multiple data streams
simultaneously. This limitation is particularly notable in the
context of meal-related glucose responses, where factors such as
food composition, timing, and individual metabolic patterns all
play crucial roles.

The DINAMO dataset, with its comprehensive collection of
glucose measurements, food images, and temporal information,
provides an ideal foundation for developing and validating more
sophisticated analytical approaches [1]. This dataset enables the
exploration of complex relationships between dietary choices
and glycaemic responses, while also accounting for individual
variations in metabolism and insulin sensitivity. Our work
leverages this rich dataset to develop an automated system that
combines computer vision-based food analysis with advanced
pattern recognition techniques to generate personalized insights
for diabetes management.

The significance of this research lies in its potential to
address several critical challenges in current diabetes care. First,
it aims to reduce the burden of manual tracking and dietary
logging, which often leads to poor adherence and incomplete
data. Second, it enables the identification of personalized
response patterns that may not be apparent through traditional
analysis methods. Finally, it provides a framework for
generating data-driven recommendations that can be adapted to
individual needs and preferences.

This study presents a novel pipeline that integrates food
image analysis with glucose data to enable personalized
glycaemic modeling. We leverage Convolutional Neural
Networks (CNN) augmented with attention mechanisms to
accurately estimate nutrient content from food images.
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Additionally, we employ ensemble learning and Bayesian
techniques for robust multi-subject glucose response modeling.
The effectiveness and real-world applicability of the proposed
framework are demonstrated through extensive validation on the
DINAMO dataset, which includes over eighty food-glucose
sequences. These contributions  collectively  advance
personalized diabetes management by combining computer
vision and machine learning approaches.

The remainder of this study is organized as follows: Section
Il presents a detailed review of the existing literature and
identifies gaps in current research. Section Il introduces the
proposed methodology, including the integration of CNNs for
food image analysis and ensemble learning for glucose pattern
recognition. Section IV outlines Results and discussion. Section
V discusses limitations and future scope. Finally, Section VI
concludes the study.

Il. LITERATURE SURVEY

Comparative research in automated diabetes management
has undergone substantial evolution in recent years,
encompassing pivotal areas that underpin our study. This review
explores these domains and their significant contributions to the
field e.g. Glucose Prediction Models Using Time-Series Data.
Recent advances in machine learning have revolutionized
glucose prediction capabilities. Interpretable machine learning
models, as demonstrated by Contreras et al. [6], have shown
promising results in forecasting glucose levels while providing
insights into the factors driving these predictions. Their work
using SHAP (SHapley Additive exPlanations) values has been
particularly significant in making black-box models more
transparent for clinical applications. Additionally, long-term
glucose forecasting studies have demonstrated the feasibility of
predicting glucose variability in patients using automated insulin
delivery systems [7].

Computer vision-based approaches to estimate carbohydrate
from food images have made significant strides, particularly in
mobile applications. Recent work by Mezgec et al. [4] has
shown that deep-learning models can achieve impressive
accuracy in food recognition and portion size estimation. The
integration of smartphone-based computer vision systems for
carbohydrate counting, as explored by Lu et al. [8], has
demonstrated particular promise in improving the accuracy of
meal-related insulin dosing decisions. These systems have
shown superior performance compared to traditional manual
carbohydrate counting methods. The analysis of Continuous
Glucose Monitoring (CGM) data using pattern recognition has
benefited substantially from recent developments in machine
learning. Particularly noteworthy is the work by Zhang et al. [9]
in developing specialized algorithms for nocturnal glucose
prediction, addressing one of the most challenging aspects of
diabetes management. Their research has shown that machine
learning models can effectively identify patterns in glucose
variability and predict potentially dangerous nighttime
excursions.

While the aforementioned areas have seen significant
individual progress, fewer studies have attempted to integrate
these components into comprehensive management systems.
Notable exceptions include the work of Marx et al. [3], who
demonstrated the potential of combining multiple data streams
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for precision diabetes care. Their research highlighted the
importance of considering both glycaemic patterns and
cardiovascular risk factors in developing personalized treatment
strategies.

The integration of these various approaches presents both
opportunities and challenges. Recent systematic reviews have
highlighted the need for more robust validation of machine
learning models in real-world settings [10]. Additionally, the
complexity of individual glucose responses to meals, as
demonstrated by multiple studies, suggests that personalization
of these systems is crucial for their effectiveness in clinical
applications.

Recent models have applied GRUs for CGM prediction,
achieving ~85% accuracy over short intervals. Our model
extends such approaches by incorporating personalized food
intake vectors and using multi-subject calibration to improve
prediction stability.

From the reviewed studies, we identify several limitations:
1) limited personalization in modeling glucose responses, 2)
underutilization of multimodal data including food images and
time-series glucose data, 3) insufficient emphasis on
interpretability and real-time adaptability, and 4) lack of robust
temporal modeling across diverse subjects. Our proposed
approach addresses these gaps by integrating computer vision
and machine learning techniques to analyze food intake and
glucose fluctuations in a personalized and interpretable manner.
The use of Bayesian models enhances subject-specific insights,
while ensemble learning improves generalizability across users.

Our work builds upon these foundations while addressing
several key limitations in existing research. First, we propose a
more comprehensive integration of food image analysis with
glucose response prediction. Second, we introduce novel
methods for pattern recognition that account for individual
variability in glucose responses. Finally, we develop a
framework for generating personalized insights that combine
information from multiple data streams in a clinically
meaningful way. Unlike prior work that treats nutrient intake or
glucose modeling independently, our framework integrates
them for real-time glycaemic response prediction, incorporating
both inter- and intra-subject variability.

I1l.  METHODOLOGY

Our analytical pipeline integrates multiple sophisticated
components to process and analyse diverse data streams for
comprehensive diabetes management. The methodology builds
upon recent advances in computer vision, machine learning, and
time series analysis to create a robust framework for
personalized glucose response analysis.

The use of convolutional neural networks (CNNSs) in food
image analysis is supported by their proven ability to extract
robust spatial feature. For temporal glucose pattern modeling,
recurrent neural networks (RNNs) and tree-based ensemble
methods such as XGBoost provide strong performance due to
their ability to capture non-linear temporal dependencies.
Bayesian hierarchical modeling is chosen to handle inter-subject
variability, as recommended in recent personalized medicine
studies [7, 9, 24]
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A. Food Image Analysis System

The foundation of our food analysis system employs a deep
learning architecture based on the latest developments in
computer vision for nutritional analysis [24]. We implemented
a hierarchical convolutional neural network (CNN) structure
that first segments the food items within an image and then
performs detailed feature extraction for nutritional content
estimation as shown in Fig. 1. The network architecture
incorporates attention mechanisms to focus on relevant food
regions and contextual features, achieving 92% accuracy in food
identification and 85% accuracy in portion size estimation.

e — ===
Hierarchicial Transfer Learning
CNN l
Food Item
Detection

Feature Extraction
. & Nutritional
Estimation

%_.

Meal Image l

Nutritional
Information

e © 8

PROTEIN

Fig. 1. Meal images analysis framework.

The system performs a multi-stage analysis of each meal
image, beginning with food item detection and proceeding to
detailed nutritional composition analysis. Following the
approach outlined by Rahman et al. [25], we incorporated
transfer learning techniques using a pre-trained model fine-
tuned on our specific dataset. This approach significantly
improved the system's ability to handle varied lighting
conditions and meal presentations, a common challenge in real-
world applications.

B. Glucose Response Analysis Framework

Our glucose response analysis framework builds upon recent
advances in time series analysis for diabetes management [26].
The system implements a novel approach to pattern recognition
in continuous glucose monitoring data, utilizing a combination
of traditional statistical methods and modern deep learning
techniques as shown in Fig. 2. We adopted the Time in Patterns
(TIP) methodology [27] for analyzing glucose fluctuations,
incorporating additional temporal features to capture meal-

specific response patterns [17].
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Fig. 2. Glucose response analysis framework.

Pattern Analysis

The framework processes continuous glucose monitoring
data through multiple stages of analysis. Initial preprocessing
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includes noise reduction and artifact removal using adaptive
filtering techniques. The cleaned signals then undergo feature
extraction, focusing on key characteristics such as rise time,
peak magnitude, and decay patterns. We implemented a
specialized neural network architecture that incorporates both
local and global temporal dependencies, similar to the approach
described by Liu et al. [28], but with modifications to better
handle meal-related glucose excursions [37, 39].

C. Pattern Recognition and Machine Learning Pipeline

The pattern recognition component employs an ensemble
learning approach that combines multiple machine learning
algorithms to identify and classify glucose response patterns.
Building on recent work in automated pattern detection [29], our
system utilizes a combination of gradient-boosting machines
and recurrent neural networks to capture both short-term and
long-term patterns in glucose responses.

Feature engineering plays a crucial role in our methodology.
We developed a comprehensive set of features that capture both
temporal and compositional aspects of glucose responses,
including novel metrics for quantifying response variability and
stability. The feature selection process was guided by recent
findings in diabetes research regarding the most significant
predictors of glycaemic response [30].

D. Multi-subject Analysis Integration

The integration of data from multiple subjects required
careful consideration of individual variations while maintaining
the ability to identify population-level patterns. We
implemented a hierarchical Bayesian approach to account for
both individual and group-level effects, like the methodology
proposed by [30, 31] but extended to handle our multi-modal
data streams as shown in Fig. 3. The system includes specialized
components for handling missing data and accounting for
temporal alignment issues between different data sources [32,
33]. We developed robust synchronization algorithms to ensure
accurate temporal matching between meal events and glucose
responses, a critical requirement for reliable pattern analysis [34,
35].

Missing CGM values were imputed using linear
interpolation for gaps <15 minutes, and forward fill otherwise.
Meal-to-glucose alignment used temporal proximity and
participant logs within £15-minute tolerance.
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Fig. 3. Multisubject analysis framework.
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IV. RESULTS AND DISCUSSION

The summary of key analysis metrics across population-
level, temporal, individual response, and system performance
categories is presented in Table I. These metrics offer a
comprehensive evaluation of the proposed automated analysis
system for glucose response patterns in Type 1 diabetes. Our
population-level analysis revealed significant variability in
glucose responses across subjects, with mean glucose rises
ranging from 2.5 to 8.5 mmol/L, highlighting substantial
individual differences despite consistent intra-subject patterns in
time-to-peak. Temporal analysis indicated that afternoon meals
generally resulted in more stable glucose responses compared to
morning meals, which exhibited higher variability, whereas
nighttime responses consistently showed stable glucose patterns
[18, 19]. Meal composition had a pronounced impact, with high-
protein meals associated with stable glucose responses,
carbohydrate content strongly correlated with higher glucose
peaks, and fiber-rich foods linked to reduce glucose variability,
underscoring the critical role dietary factors play in managing
glucose fluctuations [20, 21].

TABLE I. SUMMARY OF KEY ANALYSIS METRICS ACROSS POPULATION-
LEVEL, TEMPORAL, INDIVIDUAL RESPONSE, AND SYSTEM PERFORMANCE
CATEGORIES

Analysis . Statistical
Category Metric Value Significance
Mean Glucose | 2.5-8.5
Rise Range mmol/L p<0.001
. Population .

Population- Standard 3.2 mmol/L Cl: 2.9-35

Level Glucose . mmol/L
Deviation

Response -
Morning
Response 42% CV p<0.01
Variability
Afternoon Peak | 5 6 molL | p<0.001
Rise

Temporal Morning Peak

Patterns Rise 5.2 mmol/L p <0.001
Time-to-Peak 45-90 minutes | p <0.01
Range
Pattern

Individual Recognition R2=0.87 Cl: 0.84-0.90
Accuracy

Response Protein Impact

- 0,

on Variability 28% p<0.001
Pattern

individual Recognition R2=0.87 Cl: 0.84-0.90
Accuracy

Response Protein Impact

- 0,

on Variability 28% p<0.001
Food

System Component 89% accuracy Cl: 86-92%

Perormance Recognition
Glucose 0.8  mmol/L | CI: 0.6-1.0
Prediction Error | MAE mmol/L

Analysis of individual subjects revealed distinct personal
glucose response patterns to similar meals, underscoring the
need for personalized monitoring [38]. Each subject exhibited
consistent timing in their glucose peaks, yet showed varying
sensitivity to different meal compositions, such as differing
reactions to carbohydrates or fiber content [22, 23]. The
automated system effectively processed data from eighty-three
meals across eight subjects, demonstrating strong performance
in food feature extraction from meal images and accurate

Vol. 16, No. 5, 2025

identification of glucose response patterns. The framework
reliably generated personalized insights and recommendations,
showcasing its robustness in handling real-world multi-subject
data.

This study uses the publicly available DINAMO dataset,
which contains de-identified food intake and CGM data. The
dataset was collected under approved ethical protocols. As no
new data collection or patient contact occurred, additional IRB
approval was not required. The dataset includes continuous
glucose monitoring (CGM) data at five-minute intervals, images
of food intake, carbohydrate estimations, insulin dosing, and
activity logs. All data were anonymized and collected under
appropriate ethical approvals. Data preprocessing included
synchronization of timestamps, normalization of glucose values,
and image augmentation for CNN training. Missing data was
imputed using temporal interpolation techniques. While the
primary analysis is based on the DINAMO dataset, we
simulated additional glucose trajectories using stochastic time-
series generators to mimic real-world variability [36]. Our
models maintained strong predictive accuracy, with less than
five per cent performance degradation under data drift,
demonstrating scalability potential. Future integration with
datasets such as OhioT1DM will further confirm this.

V. LIMITATIONS AND FUTURE WORK

Our research, while demonstrating promising results in
automated diabetes management, faces several important
limitations that warrant discussion and point towards future
research directions. The current implementation's primary
limitation stems from the relatively small sample size of eight
subjects, which may not fully capture the diverse range of
glycaemic responses observed in the broader Type 1 diabetes
population. As highlighted by Ramkissoon et al. [11], robust
validation of artificial intelligence systems in diabetes care
requires larger, more diverse patient cohorts to ensure
generalizability across different demographic groups and
comorbidity profiles.

The computer vision component of our system, while
effective for standard meal presentations, currently exhibits
limitations in handling complex, mixed meals and varying
lighting conditions. This challenge aligns with findings from
recent studies by Watson et al. [12], who identified similar
constraints in deep learning-based food recognition systems.
Furthermore, the system's reliance on high-quality food images
may present practical challenges in real-world settings, where
optimal photography conditions cannot always be guaranteed.

Data quality and consistency represent another significant
limitation. As noted by Chen et al. [13] in their comprehensive
review of machine learning applications in diabetes care, the
accuracy of automated systems heavily depends on the
reliability of input data. Our current implementation may be
susceptible to variations in sensor accuracy and user compliance
in food logging, potentially affecting the reliability of generated
recommendations.

While DINAMO provides valuable multi-modal data, its
limited demographic scope may affect generalizability.
Variability in food presentation and lighting can affect image-
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based estimates. Furthermore, sensor dropout and reporting
inconsistencies introduce noise that may affect model accuracy.

Looking towards future work, several promising directions
emerge from our findings and recent developments in the field.
Integration of additional physiological parameters represents a
particularly promising avenue for enhancement. Recent work by
Krishnamoorthy et al. [14] demonstrates the potential value of
incorporating stress levels, physical activity data, and sleep
patterns into glucose prediction models. Such integration could
significantly improve the accuracy of our system's predictions
and recommendations.

The development of more sophisticated computer vision
algorithms specifically tailored to dietary analysis in diabetes
management presents another important direction for future
research. As suggested by recent advances in deep learning
architectures [15], the incorporation of attention mechanisms
and multi-modal learning approaches could enhance the
system's ability to accurately estimate nutritional content from
food images under varying real-world conditions.

Real-time adaptation capabilities represent another crucial
area for future development. The system could be enhanced to
continuously learn from individual patient responses, adjusting
its recommendations based on observed outcomes. This
approach aligns with the emerging paradigm of personalized
diabetes management systems discussed by Martinez-Millana et
al. [16], who emphasizes the importance of adaptive learning in
improving glycaemic control.

Clinical validation through longitudinal studies will be
essential for establishing the system's efficacy in real-world
settings. Future work should include randomized controlled
trials comparing our automated approach with traditional
diabetes management methods, focusing particularly on long-
term glycaemic control and quality of life outcomes.
Additionally, investigation of the system's impact on reducing
the cognitive burden of diabetes management could provide
valuable insights into its practical benefits.

VI. CONCLUSION

This study presented a novel system for automated analysis
of glucose response patterns in Type 1 diabetes. The system
successfully demonstrated the ability to process multiple data
streams, identify meaningful patterns, and generate personalized
recommendations. Our results highlight the importance of
individualized approaches to diabetes management and the
potential of machine learning and computer vision in supporting
these efforts.

The findings suggest that personalized analysis of glucose
responses, combined with automated food analysis, can provide
valuable insights for diabetes management. The observed
variations in individual responses further support the need for
personalized approaches to diabetes care.

The proposed framework successfully models glucose
responses using integrated visual and temporal data, achieving
personalized and accurate predictions. Future deployment in
clinical settings may enable meal-specific insulin
recommendations or alert systems for dysglycemia.
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The framework can be embedded in a smartphone app that
integrates with wearable CGMs and uses on-device CNN
models for meal recognition. Lightweight ensemble models
such as pruned XGBoost trees can run efficiently on edge
processors.
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Abstract—Deploying deep learning-based object detection
models like YOLOv4 on resource-constrained embedded ar-
chitectures presents several challenges, particularly regarding
computing performance, memory usage, and energy consumption.
This study examines the quantization of the YOLOv4 model
to facilitate real-time inference on lightweight edge devices,
focusing on NVIDIA’s Jetson Nano and AGX. We utilize post-
training quantization techniques to reduce both model size
and computational complexity, all while striving to maintain
acceptable detection accuracy. Experimental results indicate that
an 8-bit quantized YOLOv4 model can achieve near real-time
performance with minimal accuracy loss. This makes it well-
suited for embedded applications such as autonomous navigation.
Additionally, this research highlights the trade-offs between
model compression and detection performance, proposing an
optimization method tailored to the hardware constraints of
embedded architectures.

Keywords—Object detection model; quantization; embedded
architectures; real-time

I. INTRODUCTION

The rapid advancement of artificial intelligence technolo-
gies has led to significant growth in object detection mod-
els based on deep learning, especially CNN (Convolutional
Neural Network), transforming various industries, including
autonomous driving, video surveillance, mobile robotics, and
intelligent embedded systems [[1]]. These algorithms facilitate a
precise, real-time understanding of environments by detecting
and locating objects of interest within video streams. Among
these models, the YOLO (You Only Look Once) family, partic-
ularly the YOLOv4 version, has emerged as a benchmark due
to its remarkable ability to balance high precision, surpassing
many of its predecessors on standard evaluation metrics.

While this level of performance is impressive, it also comes
with a significant drawback: high computational complexity.
Implementing such models requires substantial computing
resources, typically provided by high-end GPUs. This poses
a considerable challenge when deploying these models on
resource-constrained embedded architectures based on CPU-
GPUs, like the NVIDIA Jetson Nano that is fitted with a
128-core NVIDIA Maxwell GPU, a 4-core ARM Cortex-
AS57 MPCore operating at 1.43 GHz, and 4 GB of memory,
and are praised for their affordability, compactness, and low
power consumption. These devices often lack the hardware
capabilities to support demanding models such as YOLOv4
while maintaining mission-sensitive embedded systems’ criti-
cal latency and power consumption requirements.

1,4,5

In autonomous navigation, the rapid and reliable detection
of objects, including vehicles, pedestrians, and cyclists, is es-
sential. The system must make real-time decisions to avoid ob-
stacles or adjust its trajectory, necessitating quick processing,
often within 33 ms per image (or more than 30 FPS). To meet
these rigorous requirements, various optimization techniques
are being explored to reduce the size and complexity of models
without significantly sacrificing performance [2].

One key strategy is pruning [3]], which systematically re-
moves neural connections or weights that contribute minimally
to model outcomes. For example, weights close to zero in
dense or convolutional layers are eliminated post-training. This
reduction in weight connectivity enhances computational effi-
ciency and substantially decreases the number of calculations
required during inference.

Another technique is knowledge distillation [4]], which
involves transferring knowledge from a high-capacity teacher
model to a smaller, more efficient model, the student. This
process aims to maintain accuracy while minimizing inference
time and computational costs, which is vital for deploying
object detection models on embedded systems with limited
resources.

Additionally, network architectures can be redesigned to
include lighter modules or compact models like MobileNet or
Tiny-YOLO [5]. Importantly, quantization involves converting
the weights and activations of a floating-point precision array
(32 bits) into more compact formats, such as INT8. This
conversion reduces the model’s memory footprint, accelerates
matrix operations, and conserves power consumption. This
technique is particularly effective on compatible hardware
architectures, enabling swift execution even on architectures
like the Jetson Nano. However, this compression may slightly
reduce accuracy, necessitating fine-tuning and calibration steps
such as quantization-aware training or post-training quantiza-
tion to achieve an acceptable balance between computational
efficiency and detection accuracy [6].

This study investigates, assesses, and enhances the in-
tegration of quantized YOLOv4 on a resource-constrained
embedded architecture, focusing on critical object detection for
autonomous navigation. The objective is to advance the design
of intelligent embedded systems that can make reliable, swift,
and safe decisions, even within constrained environments.

The paper is organized as follows: Section II reviews
the literature on object detection in resource-constrained en-
vironments, focusing on quantization and edge deployment.
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Section III outlines the evaluation methodology, including the
dataset, metrics, and experimental setup. Section IV details
the YOLOvV4 model optimization process, including conversion
and quantization for efficient inference on the Jetson Nano.
Section V analyzes results, comparing precision levels and
hardware architectures, while Section VI concludes with key
findings and future work directions.

II. RELATED WORK

Real-time object detection on ressouce-constrained archi-
tectures has emerged as a significant area of research within
the broader realm of embedded artificial intelligence. This
growing interest stems from the demand for deploying effi-
cient, accurate, scalable vision systems in resource-constrained
environments. Recent advancements in deep learning, quan-
tization, and hardware-specific optimizations have facilitated
the practical implementation of object detection models on
architectures such as NVIDIA Jetson devices, Raspberry Pi
boards, and FPGA-based systems. Numerous studies have
tackled these challenges using various strategies, including
model compression, unsupervised learning, and comparative
analyses across different hardware architectures.

The work presented by [7] offers a practical and timely
contribution to advanced Al by demonstrating how quantized
deep learning models can facilitate efficient, real-time object
detection on resource-constrained architectures when paired
with hardware acceleration. The study compares a quantized
YOLOvV3-tiny model on an FPGA-based Zedboard and an
FP16-optimized YOLOv7-tiny model on the GPU-powered
Jetson Nano. It underscores the trade-offs between power
consumption, inference speed, and detection accuracy. Al-
though the Zedboard exhibits very low power consumption,
its high inference latency renders it unsuitable for real-time
applications, emphasizing further FPGA optimizations. In con-
trast, the Jetson Nano strikes a commendable balance with 38
FPS and a mean Average Precision (mAP) of 46.3% at just
5.1 W, validating the effectiveness of quantization and GPU
acceleration for edge deployment.

Similarly, the study achieved by [8] presents a practical
approach to implementing real-time object detection in edge
video surveillance systems. The authors tackle the challenges
associated with the limited computing power and energy effi-
ciency of edge devices, which are crucial for enabling real-time
processing capabilities. The study achieves a notable enhance-
ment in object detection performance for resource-constrained
edge devices by utilizing quantized transfer learning with
MobileNet V2 SSDs and applying 8-bit quantization. Test
results indicate that the Raspberry Pi 5 and the Nvidia Jetson
Orin Nano exceed the performance of other devices, with
total latencies of 5 ms and 85 ms, respectively, highlighting
their effectiveness for real-time applications. The quantized
int8 model reaches an accuracy of 80.65% while significantly
reducing both memory consumption and latency compared to
the unoptimized int32 model.

Further, the research completed by [9] centers on imple-
menting efficient object detection and recognition techniques
tailored for resource-constrained embedded systems, utilizing
open-source tools such as OpenCV. The authors investigate
lightweight deep learning models, including MobileNet-SSD,
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to achieve real-time performance on devices with limited com-
putational capabilities. By leveraging pre-trained models and
optimizing them through quantization techniques, the study il-
lustrates the viability of deploying object detection applications
in environments characterized by restricted processing power
and resources. Another significant contribution comes from
[LO], which presents a thorough investigation into deploying
a People Search System (PSS) on the Nvidia Jetson Orin
AGX architecture, emphasizing model compression techniques
to enhance performance on resource-constrained embedded
architectures. They implement quantization and pruning tech-
niques alongside L1 regularization to decrease the model
size and computational requirements, enabling the real-time
processing capabilities crucial for monitoring applications. By
executing and assessing the PSS on both GPU and Jetson
Orin AGX architectures, the study offers valuable insights
into the trade-offs between model accuracy, inference speed,
and resource utilization. Additionally, the use of open-source
libraries and frameworks highlights the practical applicability
of the proposed system.

Additionally, the study by [11] presents a well-executed
study focused on optimizing and deploying the YOLOvV7
deep learning model for object detection on the NVIDIA
Jetson Nano, a cutting-edge low-power Al architecture. The
authors successfully refined the YOLOv7 model using Ten-
sorRT and quantization techniques to enhance inference speed
without compromising detection accuracy. The model achieves
an impressive average accuracy of 92.35% and an average
processing time of 117.8 ms, underscoring the feasibility of
implementing advanced object detection systems on resource-
constrained devices. The paper examines the potential and
limitations of executing real-time Al workloads on edge archi-
tectures by assessing key performance metrics such as speed,
accuracy, and resource utilization across various experimental
classes and conditions.

Further, the work of [12] presents a robust and well-
designed framework for unsupervised object detection in
video, specifically targeting real-time performance on low-
power embedded systems. It effectively addresses the key
challenges of traditional pipelines, including the reliance on
extensive labeled datasets and significant computational de-
mands, by utilizing optical flow for motion-based detection
and implementing unsupervised clustering to eliminate the
necessity for manual annotation. By harnessing the computa-
tional power of the NVIDIA Jetson AGX Xavier, the authors
adopt a hardware-aware optimization strategy that leverages
its heterogeneous processing units (CPU, GPU, and DLA)
and incorporates mixed-precision computing (FP32, FP16,
INTS). Consequently, the proposed system achieves a remark-
able 32.3x speed increase and 23.6x improvement in energy
efficiency compared to an unoptimized reference, all while
maintaining a competitive mean Average Precision (mAP) of
59.44. These results underscore the framework’s suitability for
edge computing applications that require stringent performance
and energy efficiency.

Lastly, the work of [13] offers a comprehensive, prac-
tical comparative analysis of several state-of-the-art neural
network models for real-time object detection on low-power
edge devices. It provides valuable insights into the trade-
offs between accuracy, inference speed, and computational
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efficiency. By evaluating models such as MobileNetV2 SSD
[14], CenterNet [15], EfficientDet, and various iterations of
YOLO (including YOLOvV7 Tiny and YOLOVS) [16] on de-
vices like the Raspberry Pi and NVIDIA Jetson Nano, the
authors deliver a well-rounded comparison that is relevant to
real-world deployment scenarios. Incorporating post-training
quantization (PTQ) and quantization-aware training (QAT),
along with fine-tuning on a customized dataset, underscores
the study’s applicability and technical rigor. The recommenda-
tions based on specific frames per second (FPS) requirements
are beneficial for guiding practitioners in choosing the most
suitable model-device combinations to address the various
constraints of their applications.

The literature reviewed emphasizes notable advancements
in deploying object detection models on edge devices through
various optimization techniques, including quantization, prun-
ing, model compression, and architecture refinement. Prior
studies have demonstrated that integrating lightweight models
with post-training quantization and specific hardware accel-
eration, especially using architectures like Jetson Nano, Jet-
son Orin, and Raspberry Pi, can result in efficient real-time
inference while maintaining acceptable accuracy trade-offs.
Nonetheless, challenges persist in achieving an optimal balance
between detection accuracy, inference speed, and memory
efficiency, particularly under tight resource constraints.

Building on this foundation, our work focuses on deploying
a complete YOLOv4 model recognized for its superior detec-
tion quality on the Jetson AGX and Nano utilizing TensorRT-
based FP16 and INT8 quantization. This approach expands
existing research by illustrating the performance of a more
sophisticated model under practical edge conditions, supported
by quantitative benchmarks and qualitative validation. The
primary contributions of this work are outlined as follows:

1) YOLOv4 on embedded architecture: We demonstrate
executing the YOLOv4 object detection model on the resource-
constrained Jetson AGX and Nano, addressing real-time per-
formance challenges in embedded environments.

2) Post-training quantization with TensorRT: We compare
YOLOvV4 quantized in FP32, FP16, and INT8 formats using
TensorRT, showing significant improvements in model size and
inference speed with minimal accuracy loss

3) Real-world validation: Qualitative analysis in urban
settings confirms that the INT8-quantized YOLOv4 model
reliably detects cars, cyclists, and pedestrians on a low cost
CPU-GPU architecture (Jetson Nano) and Jetson AGX.

4) Guidance for deploying embedded Al: This study offers
a reference for deploying deep learning models on embedded
systems, highlighting an efficient optimization pipeline and
trade-offs in accuracy, speed, and memory usage.

III. EVALUATION METHODOLOGY

The evaluation of object detection algorithms is crucial for
developing and validating computer vision systems, especially
in high-stakes applications like autonomous driving. In this
section, we outline the methodology used to assess the per-
formance of the YOLOv4 object detection model, detailing
the experimental workflow, dataset, evaluation metrics, and
hardware architectures employed. We describe the YOLOv4
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inference pipeline tailored for deployment in both edge and
server environments. To ensure a thorough evaluation under
realistic conditions, we utilize the KITTI dataset [18]], which is
widely recognized as a benchmark for autonomous driving and
object detection tasks. Model performance is evaluated using
standard metrics, including mean Average Precision (mAP),
average Precision (AP) per class, and frames per second
(FPS) [19]], allowing us to assess both accuracy and real-time
processing capabilities. Finally, we present the experimental
infrastructure, which consists of a high-performance server
for baseline comparisons, and the NVIDIA Jetson Nano, a
resource-constrained edge device, to evaluate the feasibility
and effectiveness of the model in embedded environments.

A. Detection Model

YOLOV4 (You Only Look Once version 4) is a one-stage
object detection model designed to strike an optimal balance
between accuracy and real-time performance [20]. Building
upon the strengths of its predecessors, YOLOv4 integrates a
variety of architectural innovations and training techniques that
significantly enhance detection speed and accuracy, making
it particularly well-suited for edge deployment and real-time
applications.

The software architecture of YOLOv4 consists of several
key functional components that contribute to its impressive
performance. At the core of the network lies the Backbone,
CSPDarknet53, which is tasked with extracting features from
input images. The Neck module SPP and PANet enable
multi-scale feature fusion and improve the receptive field
[21]]. Finally, the head includes detection layers for predicting
bounding boxes and class probabilities.

The choice of YOLOv4 for this study is based on its
demonstrated efficacy in prior research. As mentioned in the
work of [22], YOLOv4 outperforms many contemporary mod-
els in terms of both accuracy and processing speed, making
it an ideal candidate for deployment on high-end, resource-
constrained architectures. Its robustness, modularity, and com-
patibility with optimization techniques such as quantization
and pruning further enhance its suitability for edge computing
applications. Fig. [I] presents the complete YOLOv4 architec-
ture, detailing the key components, including CBM, CBL,
SPP, PANet, and detector heads, providing a comprehensive
overview of the model’s internal structure.

B. Dataset

Selecting an appropriate dataset is crucial for developing
and evaluating object detection algorithms for autonomous
vehicles, as it ensures robustness and real-world applicability.
Datasets must accurately reflect driving environment complexi-
ties, including weather, lighting, and diverse object classes like
vehicles and pedestrians. High-resolution images and precise
annotations, including bounding boxes and object class labels,
are essential.

In this study, we focus on the KITTI dataset, a key resource
for autonomous driving evaluation, which includes a variety of
real-world scenarios near Karlsruhe, Germany [[18]]. It features
7,481 images with detailed ground truth labels across different
environments, such as freeways and urban streets, and we
divided it into a training set (70%, 5,237 images) and a test
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Fig. 1. YOLOV4 architecture [17].

set (30%, 2,244 images). We focus on three key object classes:
cars, pedestrians, and bicycles. KITTI also offers established
evaluation metrics, allowing for the objective comparison of
model performance. Its diverse sensor data and high-quality
annotations make it fundamental for advancing object detection
algorithms in autonomous driving.

C. Specification of Hardware Architectures

This study utilized a high-performance workstation along-
side the embedded architectures to assess and optimize our
object detection models. The workstation is equipped with an
Nvidia Quadro RTX 6000 GPU that features 24 GB of memory
and 4608 CUDA cores, paired with an Intel® Xeon® W-2265
CPU operating at a frequency of 3.50 GHz. It runs on Pop!_OS
20.04 LTS and utilizes version 11.7 of the CUDA compiler
tools, creating a robust environment for training and testing
deep learning models. Additionally, we employed the Jetson
AGX Xavier, which is equipped with a 512-core Volta GPU,
an 8-core ARM Carmel CPU running at 2.26 GHz, and 16 GB
of memory. On the other hand, we employed the Nvidia Jetson
Nano, which is fitted with a 128-core NVIDIA Maxwell GPU,
a 4-core ARM Cortex-A57 MPCore operating at 1.43 GHz,
and 4 GB of memory. The architectures allow for deploying
complex object detection models in resource-constrained en-
vironments, particularly suited for real-time applications such
as autonomous driving.

D. Evaluation Metrics

Assessing the performance of object detection models
necessitates using standardized metrics that quantify both the
precision and reliability with which the system identifies and
locates objects within an image. Standard evaluation metrics
for object detection encompass precision, recall, average pre-
cision (AP), mean average precision (mAP), and processing
speed [19].

1) Mean average precision: In object detection-based Con-
volutional Neural Networks (CNNs), mean Average Preci-
sion (mAP) is a crucial evaluation metric for assessing the
performance of models like YOLOv4. mAP quantifies how
effectively the model is able to locate and classify objects
within an image accurately. This is especially vital in au-
tonomous vehicle applications, where safety and reliability
are paramount. A higher mAP indicates that the model can
reliably detect essential objects, such as pedestrians, vehicles,
and bicycles, in various scenarios and lighting conditions.

To evaluate the model’s precision performance, metrics
such as Average Precision, mean Average Precision, Precision,
and Recall are employed [23]. These metrics are calculated as
follows:

Precision (P): Measures the quality of the model in terms of
its ability to detect true positives among all positive predictions
[24]). It is defined as follows:

P=TP+ /(TP + FP) (1)

The value ranges from 0 to 1. TP stands for True Posi-
tive, and FP for False Positive. Recall (R): Is a quantitative
measure of the model’s ability to find true positives among all
predictions [24]). It is defined as follows:

R=TP+ /(TP +FN) )

As with precision, the recall value is also between 0 and
1. FN stands for False Negative.

Average Precision (AP): This measure is commonly used
to evaluate the balance between precision and recall in object
detection tasks. It measures the model’s ability to detect and
locate objects in each class accurately [23]. The simplified
formula for AP is as follows:
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AP = Z(Recall(i) — Recall(i — 1)) * Precision(i) (3)

Where 1 iterates over all points where Recall changes, Re-
call (i) represents Recall at point i, and Precision (i) represents
Precision at point i.

A higher AP value indicates better overall detection perfor-
mance for an object class. An AP of 1 means perfect detection,
i.e. the model identifies all objects in this class without any
false positives.

Mean Average Precision (mAP): Provides a complete eval-
uation, considering the average accuracy for all object classes
in the dataset. It represents the average performance of the
model for all classes. The mAP is calculated by averaging the
accuracy values obtained for each object class. The simplified
mAP formula is as follows:

mAP = (AP(classl)+ AP(class2)+ ...+ AP(classN))/N
C))

Where N is the total number of object classes, and
AP(classi) is the average accuracy for class i.

A high mAP value indicates that the model performs on
average for all object classes. This measure is often used to
compare the performance of different object detection models.

2) Frame rate: Frames per second (FPS) is a critical metric
for assessing the performance of real-time systems, especially
in computer vision and video processing applications. FPS
quantifies the number of frames that a system can process
within one second, directly impacting the system’s perceived
fluidity and responsiveness. High FPS values indicate effective
processing capabilities essential for object detection, tracking,
and recognition tasks in dynamic environments. Maintaining
a high FPS while ensuring accuracy presents a significant
challenge when deploying deep learning models on resource-
constrained architectures. This necessitates careful optimiza-
tion of the model and hardware to balance computational load
and processing speed. Evaluating FPS alongside metrics, such
as mAP, offers a comprehensive view of system performance,
confirming that it meets practical applications’ real-time re-
quirements [26].

In our work, achieving high detection accuracy ensures
safety and reliability in real-world scenarios. For object de-
tection tasks in advanced driver assistance systems (ADAS),
such as identifying cars, pedestrians, and bicycles, the mini-
mum acceptable mean average precision must exceed 70-75%
to guarantee dependable performance. Furthermore, real-time
performance should be maintained, typically around 30 FPS,
to meet the processing demands of ADAS applications [27].
This requirement requires thoroughly optimizing the YOLOv4
model and the underlying hardware, such as the Jetson Nano,
to manage the computational load while preserving high de-
tection accuracy effectively.

IV. MODEL OPTIMIZATION

YOLOV4 has garnered significant recognition for its high
performance in object detection, showcasing an impressive
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ability to generalize across diverse datasets. However, the
inherent computational complexity of the model poses a sub-
stantial challenge when it comes to deploying it in real-time on
low-power embedded devices, particularly in edge computing
scenarios.

In our research, we trained the YOLOv4 model using
the Darknet framework on a high-performance workstation
equipped with a robust GPU to manage the extensive com-
putations necessary for training. We focused on a targeted
subset of the KITTI dataset, which is well-known for repre-
senting real-world driving scenarios. The training emphasized
three relevant object classes: Cars, Pedestrians, and Cyclists,
enhancing the model’s proficiency in detecting these critical
elements within urban environments. To optimize the model
for real-time applications, all input images used during training
were systematically resized to a standardized resolution of
416x416 pixels. This resolution was thoughtfully chosen as
it effectively balances robust detection accuracy and efficient
processing speed, making it well-suited for applications that
require timely responses.

To assess the performance of the trained model, we con-
ducted inference on two architectures: the workstation utilized
for training and NVIDIA’s Jetson Nano, a low-power embed-
ded architecture. This cross-evaluation allowed us to compare
the model’s performance in an unconstrained environment (the
workstation) with that in a resource-constrained setting (the
Jetson Nano). We aimed to analyze the model’s fundamental
performance before any optimization efforts. The inference
results indicate that although the model demonstrates robust
accuracy and speed on the workstation, the Jetson Nano
experiences a significantly lower inference frequency due to its
constrained hardware resources, including GPU and memory.
A detailed comparison of YOLOv4 performance across both
architectures is summarized in Table [l

TABLE I. YOLOV4 PERFORMANCE COMPARISON

Metric Workstation Jetson AGX Jetson Nano
mAP (%) 92.86 89.16 84.25
FPS 91.7 11 <1

The results show that YOLOv4 achieves a detection accu-
racy of 92.86% mAP on a workstation but drops to 89.16%,
84.25% mAP on the Jetson AGX and Nano, respectively, due
to their lower memory bandwidth and GPU power. Regarding
inference speed, the workstation processes images at 91.7 FPS,
enabling real-time detection, while the Jetson Nano and AGX
perform significantly slower, below the threshold for real-
time applications. This highlights that although YOLOv4 is
accurate, it demands high computational resources, making it
less suitable for low-power embedded devices without further
optimization. In this regard, quantization presents itself as a
viable solution to reduce latency and resource consumption
while still preserving acceptable levels of accuracy. This ap-
proach will be elaborated upon in the following subsection.

A. Quantization

Quantization is a model compression technique that con-
verts floating-point numbers (FP32) to lower-bit representa-
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tions (such as FP16 or INTS), reducing memory usage, increas-
ing inference speed, and minimizing power consumption for
deployment on edge devices. It can be achieved through post-
training quantization (PTQ) and quantization-aware training

(QAT).

1) Post-Training Quantization (PTQ): is implemented after
the training phase and is designed to enhance a neural network
model’s memory and computational efficiency without signifi-
cantly diminishing accuracy [28]. This technique is particularly
beneficial for well-trained models that require adaptation for
deployment in environments with limited resources.

2) Quantization-Aware Training (QAT): in contrast, in-
tegrates the quantization process directly into the training
phase of the model. This methodology enables the model
to acclimate to the effects of quantization throughout the
training period, leading to enhanced performance and accuracy
when functioning with reduced precision, as opposed to Post-
Training Quantization (PTQ) [29].

Post-training quantization is frequently favored for edge
deployment scenarios because of its simplicity and efficiency,
as it eliminates the need for model retraining. In this work, we
utilized the PTQ approach to quantize our YOLOv4 model,
which allows for reduced accuracy during inference while
enhancing runtime performance without modifying the original
learning process.

B. Conversion Pipeline

The YOLOv4 model was initially trained using the Darknet
framework, necessitating its conversion into a format com-
patible with NVIDIA TensorRT. This optimized inference en-
gine facilitates hardware acceleration and precision reduction,
which is crucial for efficient deployment on embedded devices.
To achieve this, we developed a three-stage conversion and
optimization pipeline that transforms the native model into a
highly optimized inference engine.

The steps of the pipeline are as follows:

1) Export to ONNX: The first step involved exporting the
trained YOLOv4 model in ONNX (Open Neural Network
Exchange) format [30]. This intermediate format ensures in-
teroperability among various deep learning frameworks and
facilitates subsequent optimization using NVIDIA tools.

2) Model verification and optimization: The exported
ONNX model was verified to confirm its structural and func-
tional compatibility with TensorRT. This verification process
included validating the network layers, identifying unsupported
operations, and making necessary adjustments.

3) Quantization and engine generation with TensorRT:
After the ONNX model was validated, we employed TensorRT
to perform post-training quantization (PTQ) and generate two
optimized versions of the model: one in FP16 (half-precision)
and the other in INTS (8-bit integers). The FP16 model signifi-
cantly reduces memory consumption and accelerates inference,
while the INT8 model drastically minimizes computational
requirements. For INT8 quantization, a calibration dataset was
utilized to estimate the scaling factors and zero points essential
for converting weights and activations while preserving model
accuracy.
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The conversion and quantization process is illustrated in

Fig. 2|
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Fig. 2. YOLOV4 quantization and deployment pipeline.

This dual quantization approach allowed us to develop two
optimized inference engines tailored for on-board deployment
on the Jetson Nano. The models quantized in FP16 and INTS8
demonstrated substantial enhancements in inference speed and
memory efficiency. A comprehensive performance analysis,
encompassing both quantitative and qualitative results, is pro-
vided in the following section.

V. RESULTS AND DISCUSSION

In this section, we present and analyze the experimental
results obtained from evaluating the YOLOv4 model before
and after quantization across two hardware architectures: a
high-performance workstation, NVIDIA Jetson AGX Xavier,
and Jetson Nano. Our analysis focuses on the trade-offs
between speed, model size, and precision across the FP32,
FP16, and INT8 precision modes.

A. Quantitative Performance

1) Precision and speed analysis: The FP32 version of
the YOLOv4 model was evaluated on a high-performance
workstation, Jetson AGX, and Nano to establish a baseline
for accuracy and inference speed. As indicated in Table |lI} the
model achieved an average mean Average Precision (mAP) of
72.39% on the workstation, displaying commendable perfor-
mance across various classes: 71.43% for pedestrians, 77.42%
for cyclists, and 68.31% for cars. On the Jetson AGX, the
FP32 model achieved a mean Average Precision (mAP) of
71.36%, only marginally below the workstation. The per-class
AP was also consistent, recording values of 83.24% for cars,
74.56% for pedestrians, and 56.3% for cyclists. These results
affirm that the AGX platform, despite being an embedded
system, delivers inference performance that closely rivals that
of a desktop workstation regarding detection accuracy. This re-
markable performance can be attributed to AGX’s robust GPU
architecture and deep integration with NVIDIA’s TensorRT
engine, enabling efficient processing of high-precision models
while striking a balance between computational throughput
and accuracy. Similarly, on Jetson Nano, the overall mAP
experienced a slight decline to 68.5%. Notably, the Car class
exhibited an improved mAP of 80%), likely due to enhanced de-
tection stability for larger objects on the embedded hardware,
possibly due to simplified scene complexity or advantageous
scaling of the input image.
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The distinction between these architectures was particularly
evident in their inference speeds. The model achieved an
impressive 140.9 FPS on the workstation, while the Jetson
AGX vyielded a lower yet commendable 16 FPS. This outcome
demonstrates the AGX’s superior computing capabilities com-
pared to the Nano but also highlights the challenges of running
full-precision models on embedded architectures. In contrast,
the Jetson Nano struggled to surpass 1 FPS, emphasizing the
significant impact that resource limitations have on inference
performance. These results indicate that the original YOLOv4
architecture in its FP32 form is unsuitable for real-time deploy-
ment on edge devices like the Nano and, to a lesser degree, the
AGX without implementing additional optimization strategies
such as quantization or model compression.

After implementing TensorRT-based quantization to FP16,
the model recorded an mAP of 48.07% on the workstation,
reflecting a significant decrease in detection accuracy com-
pared to the original FP32 version. The average precision
(AP) results for each class were 46.60% for cars, 57.78%
for cyclists, and 39.84% for pedestrians. This decline in
performance can be linked to the sensitivity of quantization
in particular layers, especially those associated with smaller
object classes like pedestrians.

Despite the reduced accuracy observed on the workstation,
deploying the FP16 model on the Jetson AGX and Jetson Nano
yielded promising results. On the Jetson AGX, the mean Aver-
age Precision (mAP) reached 68.33%, with Average Precision
(AP) scores of 80.23% for cars, 71.32% for pedestrians, and
53.45% for cyclists. In addition to its accuracy, the Jetson
AGX achieved an inference speed of 47.6 FPS, showcasing
its ability to leverage hardware-accelerated FP16 operations
effectively. The Jetson Nano also performed admirably, main-
taining an mAP of approximately 68.62%, nearly identical to
the unoptimized FP32 model, while significantly improving its
inference speed to 3 FPS. These results indicate that TensorRT
managed quantization-induced errors well across both embed-
ded architectures. Consequently, the FP16 variant emerges as a
strong candidate for applications requiring a balanced approach
between accuracy and computational efficiency.

To further enhance inference efficiency and reduce resource
consumption, additional quantization to INT8 precision was
implemented. On the workstation, the INT8 model achieved an
mAP of 38.96%, with AP scores of 36.63% for cars, 40.82%
for cyclists, and 39.42% for pedestrians. As expected, the
performance degradation was more pronounced than with the
FP16 model due to the greater quantization error associated
with lower bit precision. Nonetheless, the INT8 model demon-
strated exceptional runtime performance on both embedded
architectures. On the Jetson AGX, the model maintained a
respectable mAP of 56.69% with an inference speed of 62.5
FPS, outperforming the Jetson Nano in terms of throughput.
Similarly, on the Jetson Nano, the mAP remained stable at
68.5%, while inference speed reached 5 FPS, marking the
highest observed among all tested variants. This consistency
across the quantized models on the Nano suggests that the
quantization process was effectively calibrated and further
highlights the robustness of the YOLOv4 architecture when
utilized on edge platforms employing lower-precision compu-
tation.
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2) Model Size Analysis: The graph below Fig. [3]illustrates
the storage sizes of the YOLOv4 model across three precision
formats (FP32, FP16, INTS) on the Jeson AGX, Jetson Nano
and Workstation. The findings indicate that quantization sig-
nificantly reduces model size, with the INT8 version being
the most compact, followed by FP16, while FP32 remains
the largest. On the Jetson Nano, the model size decreases
from 586.5 MB in FP32 to 201.6 MB in INTS, representing a
decline of nearly 66%. Similarly, on the workstation, the size is
reduced from 400.3 MB to 69.1 MB, an impressive reduction
of over 82%. On the Jetson AGX, the model size decreases
from 592.7 MB in FP32 to 77.8 MB in INTS8, resulting in
a significant relative reduction of approximately 86.9% the
most substantial among all three platforms. This indicates that
the quantization pipeline on the Jetson AGX may be more
effectively optimized or better integrated with the TensorRT
engine, leading to more efficient memory utilization. This
substantial decrease is significant for edge deployment, where
constraints on memory and loading times can directly impact
real-time performance. Additionally, smaller models consume
less power and provide faster start-up and inference times,
making the INT8 format a compelling choice for resource-
constrained environments.

YOLOv4 Model Size by Precision Across Platforms
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= Jetson Nano
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Fig. 3. Model size comparison.

Despite employing identical model architectures and quan-
tization techniques, the model size on the workstation con-
sistently remains smaller than that on the Jetson Nano, irre-
spective of the accuracy level achieved. This disparity pri-
marily arises from how TensorRT compiles models within
architecture-specific inference engines.

The performance improvements achieved through quan-
tization are primarily due to decreased computational costs
and better hardware utilization. By transforming FP32 op-
erations into FP16 and INTS8 formats, the model takes ad-
vantage of faster arithmetic and lower memory usage, which
is particularly beneficial for embedded GPUs. Furthermore,
the TensorRT produces an optimized binary encompassing
model weight alongside device-specific execution plans, kernel
selections, memory layouts, and fallback mechanisms. The
binary for the Jetson Nano typically includes more metadata
and execution pathways to ensure compatibility across various
components (such as the GPU, DLA, and CPU), contributing to
a larger binary size. In contrast, the workstation engine benefits
from a robust and stable GPU environment, allowing TensorRT
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Model | Architecture | mAP (%) | APcar | APpedestrian APcyaist FPS
Workstation 85.68 91.30 87.50 78.22 140.93
FP32 Jetson AGX 71.36 83.24 74.56 56.3 16
Jetson Nano 68.68 80.22 71.50 54.30 <2
Workstation 48.07 46.60 57.78 39.84 297.56
FP16 Jetson AGX 68.33 80.23 71.32 53.45 47.6
Jetson Nano 68.62 80.18 71.50 54.18 3
Workstation 38.96 36.63 40.82 39.42 372.97
INT8 Jetson AGX 56.69 72.28 53.64 45.03 62.5
Jetson Nano 68.5 80 71.5 54.1 5
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to optimize the model more aggressively and eliminate certain
fallback functions.

Although post-training quantization significantly enhances
inference efficiency, our findings indicate that achieving real-
time performance on the Jetson Nano remains elusive, even
with INT8 quantization. While a five-fold speedup has been
realized, Nano’s limited computational resources constrain
its ability to fully leverage the advantages of low-precision
inference, culminating in a maximum performance of only 5
FPS, which does not meet real-time requirements. In contrast,
the Jetson AGX Xavier, equipped with a more powerful GPU
and dedicated inference accelerators, successfully achieves
real-time processing at 48 FPS using FP16 quantization. This
disparity underscores that as hardware resources diminish, the
capacity to attain real-time object detection declines, irrespec-
tive of software-level optimization.

Furthermore, the relatively stable accuracy observed on the
Nano across FP32, FP16, and INT8 quantization levels can be
attributed to its inability to fully quantify all model compo-
nents due to hardware limitations and calibration challenges.
Consequently, some layers may revert to higher-precision com-
putation (e.g. FP16), which helps maintain detection accuracy
but restricts the performance improvements typically expected
from INTS8 execution. These findings emphasize the need to
align quantization strategies with the capabilities of the target
hardware in order to strike a balance between efficiency and
precision.

Compared to the work by [[L1]], which attained high accu-
racy using YOLOV7 on the Jetson Nano, our study investigates
the deployment of YOLOv4 on both the Jetson Nano and
AGX Xavier through multi-level quantization. While [11]] con-
centrated on optimizing accuracy, our findings underscore the
balance between speed and precision, revealing that only the
AGX with FP16 quantization achieves real-time performance.
This underscores the significance of aligning quantization
strategies with hardware capabilities for effective embedded
deployment.

B. Qualitative Performance

To complement the quantitative evaluation, a qualitative
analysis was conducted to visually assess the detection perfor-
mance of the YOLOv4 model when deployed on the Jetson
Nano using the quantified INT8 version. This subsection
presents sample outputs that illustrate the model’s capability to

identify and classify objects in real-world scenarios. Selected
images demonstrate how the INT8 model operates under
resource constraints, particularly regarding bounding box ac-
curacy and consistency of class labels. These visual results
offer practical insights into the model’s effectiveness following
quantization and underscore any noticeable degradation in
detection quality resulting from the compression process.

Fig. 5. Pedestrian detection.

Fig. 6. Cyclist detection.

The visual results in Fig. [ to [6] showcase the YOLOv4
model’s performance using INT8 on the Jetson Nano in various
urban traffic scenarios. Despite resource constraints, the model
delivers reliable detection for cars, pedestrians, and cyclists.
In Fig. @ the model accurately identifies several vehicles
and in a moderately congested area, with confidence scores
between 0.78 and 1.00. It effectively distinguishes vehicles,
highlighting its ability to handle overlapping classes. Fig. [3]
focuses on detection in a semi-congested alleyway, recognizing
six pedestrians and one cyclist, all with confidence scores
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above 0.81. The model excels even with partial occlusions,
reaffirming high average pedestrian precision from previous
evaluations. In Fig. [6| the model excels in an open road
scenario, confidently detecting a nearby cyclist (1.00) and a
distant vehicle (0.99).

Overall, these qualitative results demonstrate the effective-
ness of INT8 quantization, confirming that YOLOv4 with
TensorRT is well-suited for embedded vision applications,
maintaining strong localization and accurate classifications.

VI. CONCLUSION

In this study, we examined the deployment and optimiza-
tion of the YOLOv4 object detection model on embedded
platforms, specifically focusing on the NVIDIA Jetson Nano
and Jetson AGX Xavier. We began with an FP32 model trained
in Darknet and subsequently applied TensorRT-based post-
training quantization (FP16 and INTS8) to enhance operational
efficiency.

The quantization process significantly accelerated inference
speed and reduced the model size with minimal impact on
accuracy. On the Jetson Nano, the INT8 model achieved a
five-fold increase in speed and a 65% reduction in size while
maintaining a consistent mean Average Precision (mAP). On
the Jetson AGX, the FP16 and INT8 models reached speeds
of up to 48 and 62 FPS, respectively, demonstrating nearly
real-time performance with high accuracy retention.

Future work will integrate quantization-aware training
(QAT) to reduce accuracy loss when using INTS8 precision.
Furthermore, deploying mixed-precision and runtime-adaptive
quantization strategies, along with an extension to FPGA hard-
ware and incorporating more diverse datasets, will strengthen
the robustness and generalizability of the optimized models for
real-world embedded applications.
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Abstract—Mobile robots are often tasked with environmental
surveys and disaster response operations. Accurately estimating
the energy consumption of these robots during such tasks is essen-
tial. Among the various components, the drive system consumes
the most energy and exhibits the greatest fluctuations. Since these
energy fluctuations stem from variations in current consumption,
it is crucial to estimate the drive system’s current consumption
with high accuracy. However, existing research faces challenges
in accurately estimating current consumption, particularly when
the ground geology changes or when internal states cannot be
measured. Moreover, there is no clearly defined methodology
for estimating the current consumption of a mobile robot’s
drive system under unknown geological conditions or internal
states. To address this gap, the present study aims to develop
an end-to-end method for estimating the current consumption
of a mobile robot’s drive system, taking ground geology into
consideration. To achieve this, we propose a novel approach for
collecting interaction data and generating a current consumption
model. For data collection, we introduce a method that effectively
captures the internal and external factors influencing the drive
system’s current consumption, as well as their interactions. This
is accomplished by treating the physical phenomena resulting
from the interaction between the driving mechanism and the
ground as vibrations. Additionally, we propose a method for
generating a current consumption model using a neural network,
accounting for measurement errors, outliers, noise, and global
current fluctuations. The effectiveness of the proposed method is
demonstrated through experiments conducted on three different
ground types using a skid-steering mobile robot.

Keywords—Current consumption estimation; mobile robot; neu-
ral network; snow environment

I. INTRODUCTION

Mobile robots are increasingly being deployed to perform
diverse missions, including social infrastructure maintenance,
i-Construction, agriculture, forestry, fisheries, nursing care
and welfare, disaster response, and investigations in extreme
environments [1]-[4]. Among these missions, environmental
surveys and disaster responses require wheeled or crawler-type
mobile robots to perform tasks in terms of robustness, maneu-
verability, and drivability [5]-[8]. Long-term, long-distance,
and continuous operation of mobile robots is essential for task
execution in environmental surveys and disaster responses.

Therefore, estimating the energy consumption is necessary
to determine the amount of energy that the mobile robot
will consume for efficient task execution. Based on the so-
cial background described above, various studies have been
conducted on estimating the energy consumption of mobile
robots [9], [10]. In particular, optimizations based on energy
consumption have been conducted in research fields such as
path planning, motion planning, and task management for
mobile robots. Because the accuracy of energy consumption
estimation significantly affects the results in these research
fields, methodologies for energy consumption estimation have
been discussed, and methods such as mathematical model
approaches and data-driven approaches have been proposed.

This section reviews previous studies on energy con-
sumption estimation. First, we discuss studies that employed
mathematical modeling approaches, assuming a solid, non-
deformable ground and considering its geometric shape. Gan-
ganath et al. proposed a path planning method that considers
the energy consumption of mobile robots in uneven terrain
environments where flat and sloped terrains coexist [11], [12].
In Ganganath et al.’s method, the terrain (ground elevation
and slope) traversed by a mobile robot is used to plan a path
that optimizes the energy consumption and distance between
two points. The path is determined by integrating the energy
and distance costs, thereby calculating an optimal solution
that satisfies both the energy and distance constraints. In
this process, a mathematical model that considers the terrain
was employed to estimate the energy consumption of the
mobile robot. However, the method of Ganganath et al. is
limited because it does not consider the characteristics of a
mobile robot. Mobile robots such as differential two-wheeled,
steering-type, skid-steer-type, and crawler-type mobile robots
have different energy consumption levels and variability char-
acteristics depending on their mobility type; therefore, it is
necessary to consider the mobility type.

In response to the work of Ganganath et al., Mei et al.
proposed a motion planning method that considers energy
efficiency for omnidirectional mobile robots operating on flat
terrain [13]. Mei et al.’s method plans energy-efficient paths
and speeds for task execution using a three-wheeled omnidi-
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rectional mobile robot. In this approach, a mathematical model
that considers the kinematic characteristics of omnidirectional
mobile robots, such as their geometric shapes, is used to
estimate the energy consumption. Additionally, Zhang et al.
proposed a path planning method that takes energy efficiency
into account for steering-type mobile robots operating on
flat terrain [14]. Zhang et al.’s method plans energy-efficient
paths for task execution using a four-wheeled steering-type
mobile robot. In this case, a mathematical modeling approach
considering the geometric shape of the steering-type mobile
robot and other kinematic characteristics was used to estimate
the energy consumption. Furthermore, Jaramillo-Morales et
al. proposed an energy consumption estimation model for a
differential two-wheeled mobile robot, taking into account
payload and acceleration on flat terrain [15]. Their method
estimates the energy consumption by identifying dynamically
changing motor parameters from real data based on a math-
ematical model. The studies by Mei et al., Zhang et al.,
and Jaramillo-Morales et al. considered terrain and mobile
robot characteristics, but did not consider ground geology.
The energy consumption of mobile robots traveling on the
ground is affected by terrain features, such as elevation and
slope, as well as by the geology of the ground in contact
with the mobile robot. Therefore, it is necessary to consider
the geology. Geology affects energy consumption through a
combination of materials such as soil, concrete, grass, and
snow, as well as dryness and moisture. For example, in mobile
robot navigation, energy consumption and its variability can
differ significantly between dry concrete surfaces and muddy,
moisture-laden ground. In the next section, we discuss previous
studies that estimated energy consumption by considering
geology using a mathematical modeling approach.

In a study considering the geology of the ground on
which mobile robots operate, Saad et al. first proposed a
path planning method that takes into account both terrain
and ground surface to reduce the energy consumption of
mobile robots on uneven terrains [16], [17]. Saad et al. used a
mathematical model approach based on terramechanics (the
mutual mechanical relationship between mobile robots and
soil) to estimate wheel sinking effects, terrain slopes, and soil
deformation characteristics to estimate energy consumption.
Terrain-related parameters in the mathematical model were
obtained from digital elevation models (DEMs), while surface-
related parameters were derived from the Unified Soil Classi-
fication System (USCS). The method was evaluated through
simulation. Second, Mohamadi et al. proposed a method for es-
timating the energy consumption of a differential two-wheeled
mobile robot with an unknown payload on flat terrain [18]. In
their approach, model parameters were identified through both
offline and online estimation using actual motion data, enabling
accurate estimation of the robot’s energy consumption. Third,
Morales et al. proposed a method for estimating the energy
consumption of a crawler-type mobile robot operating on flat
terrain [19]. Their method analyzed the effects of slippage
and friction between a crawler-type mobile robot and the
ground. They proposed a mathematical model that considered
kinematics and kinetic friction. A crawler-type mobile robot
changes direction depending on the speed difference between
the left and right crawlers; therefore, slippage occurs while
moving, which affects the energy consumption. Morales et al.’s
method estimated the energy consumption based on parameters
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such as the robot’s velocity, acceleration, turning radius, and
kinetic friction coefficient, and its effectiveness was verified
through experiments with an actual machine. Parameters such
as the kinetic friction coefficient included in the mathematical
model were derived from experimental tests. Fourth, Inal et al.
proposed a path-planning algorithm that considered dynamics
to reduce the energy consumption of a crawler-type mobile
robot on rough terrain [20]. Many conventional path planning
algorithms focus on optimizing distance and time, Inal et
al. proposed an energy-efficient path-planning method that
improves the A* algorithm. They evaluated their proposed
method using an actual off-road terrain model. The dynamics
include parameters such as rolling resistance and acceleration
force, and consider the terrain and ground surface. In this study,
the dynamic parameters were obtained from two experiments.
The parameters included in the mathematical model were
derived from experiments conducted using an actual vehicle.

Fifth, Dogru et al. proposed a mathematical model-based
energy-consumption estimation method that considers friction
using a skid-steering mobile robot [21]. In their method, Dogru
et al. proposed a mathematical model that considers rolling
friction when the wheels rotate and skid friction when the
robot skids while turning. Experiments were conducted using
an actual skid-steering mobile robot. Energy consumption was
measured under varying speeds, turning conditions, and centers
of mass, and the results were compared with the predicted
values from the mathematical model. The model matched the
actual measured values with high accuracy, demonstrating its
usefulness in estimating energy consumption. Mathematical
model-based studies before Dogru et al. had issues such as
being limited to linear movements, ignoring changes in friction
due to speed and curvature radius, and not considering slopes.
Dogru et al. proposed a general-purpose energy consumption
model that covered the entire operating range of skid-steering
mobile robots and quantified the effect of friction. Sixth,
Otsu et al. proposed a method for estimating the energy
consumption of an Ackerman-type mobile robot on uneven
terrain [22]. Otsu et al. used the actual driving data of a
mobile robot. The energy consumption of the Ackermann-type
mobile robot was estimated using a mathematical model based
on geological classifications and topographical information.
In this case, features were extracted using the mobile robot’s
acceleration data as training data, and the geological conditions
were classified into three types: dense sand, fine gravel, and
coarse gravel, from the camera images using a Support Vector
Machine (SVM). Saad et al., Mohamadi et al., Morales et al.,
Inal et al., Dogru et al., and Otsu et al. were based on mathe-
matical models. The parameters included in the mathematical
model were identified from actual driving data using numerical
analysis, optimization, and machine learning, and the power
consumption was estimated. However, the geology combines
soil, concrete, grass, and snowy conditions, such as dryness
and moisture. There are infinite combinations of materials,
conditions, and them, so estimating energy consumption based
on a mathematical model for various geologies has a limit.

In contrast to the studies described above that estimate
energy consumption using mathematical models, Sakayori et
al. proposed a path planning method that considers energy ef-
ficiency for Ackermann-type mobile robots operating in rough
terrain environments [23]. Sakayori et al.’s method evaluated
the energy consumption and power generation and planned
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a path considering the mobile robot’s dynamics and terrain
mechanics. In this case, an energy consumption model was
constructed using a neural network. The inputs were speed,
slope angle, and azimuth angle, and the outputs were energy
consumption and longitudinal slip. Géra et al. proposed a
method to estimate the energy consumption of a differential
two-wheel mobile robot and a skid-steering mobile robot on
indoor rigid ground [24]. Géra et al. used a mobile robot’s
actual driving data and estimated its energy consumption using
a neural network. In this case, parameters such as the actual
velocity of the mobile robot, actual angular velocity, weight,
and friction were inputted into the neural network, and the
consumed energy was the output. Friction parameters were
identified using a mathematical model based on the travel
data of a mobile robot. However, although Sakayori et al.’s
method takes into account dynamics and terramechanics in
path planning, geology is not taken into account in the energy
consumption model, and the accuracy of the estimation of
energy consumption decreases when the geology is unknown
or changes. Additionally, Géra et al’s method targets rigid
indoor ground, and the geology is expressed as friction, which
is calculated using a mathematical model based on actual
travel data. Therefore, the accuracy of energy consumption
estimation is problematic when the geology causes the wheels
to sink, when the terrain is difficult to model mathematically,
or when the parameters included in the mathematical model
are unknown.

In response to the previous research described thus far, the
author proposed a method for derive the current consumption
using vibration data [25]. However, this method uses instan-
taneous vibration data. Therefore, although it is possible to
calculate current consumption in real time, this method is not
suitable for estimating current consumption. To summarize
the previous studies described thus far, there is no trans-
parent methodology for estimating the energy consumption
of a mobile robot using an end-to-end data-driven approach,
considering the mobile robot’s characteristics, the geology of
the ground on which it runs, and changes in the geology.
Additionally, the energy consumption of a mobile robot’s
drive system is the most significant and variable component
of its overall energy consumption. Generally, a rated voltage
is applied to the drive system, and energy fluctuations occur
owing to changes in current consumption. Therefore, it is
important to estimate the current consumption of the drive
system accurately when estimating the energy consumption of
a mobile robot. The purpose of this study was to develop an
end-to-end estimation method for the current consumption of
a mobile robot drive system that considers geology.

The remainder of this paper is organized as follows: Section
II describes the interaction data collection and current con-
sumption model generation methods proposed in this study for
estimating the current consumption of a mobile robot’s drive
system. Section III describes the effectiveness of the proposed
method in changing environments through experiments using a
real machine in a real environment. Experimental results and
a discussion are also presented. Finally, Section IV presents
conclusions and future work.
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II. PROPOSED METHOD
A. Outline

This study targets the operation of a mobile robot in the
flow shown in Fig. 1. It is assumed that the ground topography
is known and the ground geology is unknown. First, the
robot was given a task, such as conducting an environmental
survey or moving to a destination. Next, the mobile robot
autonomously adjusts its velocity and angular velocity on
the task-performing ground, and interaction data, such as
vibrations and current consumption, are collected. Next, the
interaction data are trained to generate the current consumption
model. Next, the path planning and time-series behaviors of
the commanded velocity and angular velocity of the mobile
robot were planned. Next, the required energy was estimated
using the current consumption model. Next, the mobile robot
begins the task and moves. When a task is assumed to be
performed over a long period and distance, the internal and
external factors are expected to change. Therefore, if the error
exceeds a threshold value, the consumption current model is
updated by comparing the actual current consumption with the
estimated value. To update the model, the mobile robot adjusts
its velocity and angular velocity in the ground area where
the error surpasses the threshold, and interaction data, such
as vibration and current consumption, are collected again. The
current consumption model was updated by retraining using
the collected real data. Subsequently, the errors are compared,
and if they exceed a threshold, the data are re-collected and
re-trained repeatedly to complete the task.

Previous studies have discussed task, path, and action
planning (Fig. 1). In addition, previous studies have discussed
energy consumption estimations that consider topography, such
as slopes. In this study, we focus on geological changes
on flat terrain as a fundamental step toward estimating the
current consumption of end-to-end mobile robot drive systems,
considering geological features. We propose a novel method
for collecting interaction data and generating a current con-
sumption model, as highlighted in the red-boxed section of
the flow in Fig. 1. Prior to the task, we explain the validity
of setting up a problem in which the topography is known
and the geology is unknown. The topography (geometry) of
the ground on which the mobile robot moves can be measured
with high precision in advance using noncontact sensors, such
as satellites and UAVs. Although real-time measurements may
be difficult with topography data measured by satellites and
UAVs, the topography is unlikely to change shape over time.
In contrast, satellite and UAVs’ non-contact sensors can only
measure the surface of the ground on which the mobile robot
is moving. Therefore, the measurement accuracy is low when
the geological conditions differ between the surface and the
interior of the ground. Additionally, because the conditions of
geological materials change with rain and snow, it is highly
probable that the conditions of geological materials change
over time. For these reasons, this study sets up a problem
in which the topography on which the mobile robot moves
is known in advance, and the geology is unknown but will
become known through actual driving.

B. Collecting Methods of the Interaction Data

When controlling a mobile robot, velocity and angular ve-
locity are generally input as command values. Based on these
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Fig. 1. Task execution of mobile robots and the position of this study.

command values, the target angular velocity of each actuator
is calculated using kinematics. Based on the target angular
velocity of the actuator, the wheels and crawlers (hereinafter
collectively referred to as the driving mechanism) are operated
by controlling the actuators to move the mobile robot. As
explained in Section I, most previous studies represented the
interaction in a mathematical model and estimated the energy
consumption by identifying limited parameters such as geology
and friction in the mathematical model. However, using a
mathematical model-based approach to estimate energy con-
sumption considering various geological conditions, geological
changes, and surface and interior conditions is challenging. In
addition, noncontact sensors that can be mounted on mobile
robots, such as RGB cameras and LiDAR, are unsuitable
for geological estimation because they can only measure the
ground surface and not the internal conditions. To estimate the
geology, considering both the surface and internal conditions
of the ground, specialized sensors such as spectrum cameras
and electromagnetic radar, not typically installed on mobile
robots, are required. However, this is unrealistic in terms of
sensor cost (sensor price, measurement time, data volume, and
data processing time). In addition, the accurate identification
of geological features and their parameters is not essential for
energy consumption estimation.
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For the reasons explained above, this study proposes a
novel method to estimate the end-to-end current consumption
of the drive system from the physical phenomena caused by
interaction. The interaction between the ground and driving
mechanism caused by the movement of a mobile robot depends
on the geology of the ground. For example, the interaction
differs between a flat surface, like a gymnasium floor, where
the surface remains undisturbed by movement, and a sandy
beach, where the surface is slightly uneven and ruts are formed
as the robot travels. In addition, the interactions differed
depending on the grain size and water content of the soil,
even if the soil had the same geology. The physical phenomena
caused by the interaction between the ground and the driving
mechanism, owing to differences in the geology of the ground,
are expressed in the mobile robot’s vibration. Therefore, we
propose a method for estimating end-to-end current consump-
tion from the vibration caused by the interaction.

The current consumption of a mobile robot drive system
varies depending on the internal (robot velocity, angular ve-
locity, weight, driving mechanism, etc.) and external (terrain,
geology, temperature, etc.) factors, making it necessary to
consider these factors and their interactions. However, it is
difficult to represent all these factors in a mathematical model.
Therefore, this study attempts to estimate the current consump-
tion by clarifying the relationship (current consumption model)
between the vibration and output (current consumption of the
drive system) when the inputs (velocity and angular velocity)
are provided. By capturing the physical phenomena caused by
the interaction between the ground and driving mechanism as
vibrations, a model was constructed to consider the internal
and external factors that affect the current consumption of
the drive system and their interaction. Specifically, a current
consumption model is generated from the commanded velocity,
commanded angular velocity, vibration (acceleration in the
robot’s vertical direction), and current consumption of the drive
system, which can be measured during the actual movement
of the mobile robot.

In the data collection for the current consumption model
generation, the mobile robot collects interaction data au-
tonomously in a real environment where it performs its task.
Four types of interaction data were measured in the time
series: the commanded velocity, commanded angular velocity,
vertical acceleration of the robot, and currents in the drive
system, which were the inputs to the robot. The actions that a
mobile robot can perform are velocity, angular velocity, or a
combination of both. Therefore, the robot collects interaction
data by moving through a portion of the real environment
where it will perform a task, using the velocity, angular
velocity, or a combination of both that it can achieve. Once a
certain amount of interaction data has been collected, a current
consumption model for the environment is generated based on
the interaction data, the current consumption is estimated, and
the task is performed.

C. Generation Method of the Current Consumption Model

This section describes the current consumption estimation.
The current consumption of a mobile robot’s drive system
varies depending on internal and external factors and their
interactions. Therefore, it is difficult to mathematically model
all these factors and their interactions. In addition, the drive
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system’s current consumption varies with the mobile robot’s
velocity, angular velocity, acceleration, and driving load mech-
anisms, resulting in nonlinear data with noise. For the reasons
explained above, this paper proposes a data-driven end-to-end
current consumption estimation method for the drive system
using neural networks, a type of machine learning, as a
fundamental study.

This section describes the method for estimating the current
consumption of a drive system using a neural network. A
typical mobile robot inputs command velocity and angular
velocity. It causes the actuators of the driving mechanism
to move, causing the current consumption of the driving
system to fluctuate. Internal and external factors and their
interactions must be considered to clarify the relationships
among command velocity, command angular velocity, and
current consumption in task-performing environments. In this
method, vibration (acceleration in the vertical direction of
the robot) is utilized, and the neural network is configured
to take the robot’s commanded velocity, commanded angular
velocity, and vibration as inputs, with the output being the
drive system’s current consumption. The current consumption
of the drive system fluctuates globally due to changes in
velocity, angular velocity, and acceleration. Additionally, even
with filtering, noise processing, and sensor calibration, mea-
surement errors and outliers are expected to occur momentarily
during the current measurement. Local fluctuations due to
noise can also be expected to occur in relation to global
current volatility. Due to the reasons mentioned above, the
consumption current estimation for a single step at a given
moment is expected to have significant measurement errors,
outliers, noise, and other inconsistencies. Therefore, the input-
output in this method is based on time-series data, separated
by an arbitrary interval %;,tervq;. Even if the geology is the
same, the vibration data may differ, depending on the velocity
and angular velocity of the mobile robot. Therefore, we move
in the actual environment at velocities, angular velocities, or
combinations of both that the mobile robot can achieve. The
vibrations obtained from this movement are converted into
frequency components and input into the neural network. In
other words, the frequency component input to the neural
network represents the interaction between all the possible
actions of a particular mobile robot in a specific environment.

Fig. 2 shows the neural network structure and the dataset
used in this method. A neural network consists of input,
intermediate, and output layers. The inputs were the velocity,
angular velocity, and vibration frequency data, and the outputs
were the current consumption of the drive system. The dataset
was created by shaping four types of data (velocity, angular ve-
locity, vibration frequency in the vertical direction of the robot,
and current consumption) in the line and column directions
using the interaction data described in the previous section.
The velocity, angular velocity, and current consumption of the
dataset are time-series data separated by an arbitrary interval
tinterval, as shown in Fig. 2. Vibrations are frequency data
obtained by Fast Fourier Transform (FFT) processing of all
the acceleration data during data acquisition. The reason for
using all acceleration data was to account for the interaction
of all possible actions of a unique mobile robot in a unique
environment. At this time, since the velocity, angular velocity,
current consumption, and frequency data have different units
and scales, each physical quantity is normalized to the range
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of 0 to 1.

III. EXPERIMENT
A. Experiment Outline

The following is an overview of the experiment. The pur-
pose of this experiment is to evaluate the effectiveness of the
proposed method in changing environments. To achieve this,
we conducted evaluations in various environments, collecting
data using a mobile robot, training a neural network, and
comparing the estimated and measured current consumption
values. Three types of geologies were used: Ground A, coated
wood surface; Ground B, with a snow-covered surface and
stone tiles inside; and Ground C, with a snow-covered surface
and concrete inside, as shown in Fig. 3. A mobile robot was
used in the experiments, as shown in Fig. 4. JACKAL is a 17
kg skid-steer mobile robot measuring 508 mm in length, 430
mm in width, and 250 mm in height. The driving mechanism
was a four-wheeled skid-steer type, with one motor driving
two wheels on each side using a belt, for a total of two
motors driving the four wheels. Two runs were conducted
in each environment to obtain experimental data. Data from
the first run were used for learning, model generation, and
estimating the driving current consumption in the second run.
The control inputs are shown in Fig. 5. The control input
shown in Fig. 5 was provided to the mobile robot, and the
second-run data were acquired. Evaluation was performed by
comparing the estimated current consumption after the first
run with the actual current consumption in the second run.
The control input comprised a commanded velocity between
0 and 0.4 m/s and a commanded angular velocity between
0 and 1.05 rad/s. The running data were acquired using the
combinations shown in Fig. 5.

The measurement method is as follows: The drive system’s
current consumption was measured by connecting an INA226
current sensor from Texas Instruments, with a measurement
range of & 20 A, to the motor cable. Vibrations were measured
using an IMU sensor module from RT, which incorporates an
MPU9250 with an acceleration range of + 16 G and an angular
velocity range of & 2,000 deg/s. The control and measurement
system of the mobile robot used Robot Operating System
1 (ROS 1) to acquire the control input synchronously, drive
current consumption, and collect vibration data at a sampling
rate of 100 Hz.

The structure of the dataset is as follows: The arbitrary
interval t;pterva; Was set to 0.1 s, and the dataset consisted
of 10 samples each for velocity and angular velocity. The
vibration (frequency) data comprised 8,000 samples from 0
to 50 Hz per set. The current consumption of the left and
right drive systems consisted of ten samples for each dataset.
Therefore, the neural network consists of 8,020 inputs in the
input layer and 20 outputs in the output layer. The neural
network consisted of one input layer, three intermediate layers,
and one output layer, with 100 neurons in each intermediate
layer. ReLU (Rectified Linear Unit) was used as the activation
function for the intermediate and output layers. The data were
normalized to a range of 0 to 1, with command velocity
ranging from 0.0 to 1.0 m/s, command angular velocity from
0.0 to 1.0 rad/s, and current values from O to 10,000 mA to
estimate the neural network’s learning and the drive system’s
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Fig. 3. Experimental environment.

= left and right drive systems. For the training data, we used
data obtained by changing the velocity and angular velocity
and running for approximately 160 s. The test data were
acquired at different times from the training data and run
for approximately 160 s, changing the velocity and angular
velocity in the same manner as the training data.

B. Results and Discussion

! : The experimental results are shown in Fig. 6. Fig. 6 (a)
- : : i and (d) show the current consumption of the mobile robot’s
T : right and left drive systems on Ground A, respectively. The
horizontal axis represents the time (s), and the vertical axis
represents the current (mA). The light-blue line represents
the measured current consumption of the drive system (actual
value). The dark blue line represents the moving average of the
measured value, and the red line represents the moving average
of the estimated current consumption of the drive system. The
moving averages for the dark blue and red lines were calculated

Fig. 4. Skid-steer type mobile robot used in the experiment.

current consumption. The absolute values were used for the
velocity, angular velocity, and current consumption of the

using a median moving average of 100 samples. The remaining
figures follow a similar approach, as shown in Fig. 6 (b) and
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TABLE I. COMPARISON OF MEASURED AND ESTIMATED CURRENT AMOUNT FOR THE LEFT AND RIGHT DRIVE

Sec. 1 Sec. 2 Sec. 3 Sec. 4 Sec. 5 Sec. 6 Sec. 7 Sec. 8 Sec. all

Ground A (Coated wood ) Measured current amount of the right drive [mAh] 13.67 13.86 4.95 12.29 13.46 12.44 13 7.4 227.2
Estimated current amount of the right drive [mAh] 12.82 13.27 5.63 10.94 13.52 12.27 12.79 7.3 220.04

Error rate of the right drive [%] 0.37 0.26 0.3 0.59 0.03 0.08 0.09 0.04 3.15

Measured current amount of the left drive [mAh] 13.51 13.64 0.38 4.74 13.12 4.36 4.93 3.30 146.36

Estimated current amount of the left drive [mAh] 12.01 13.48 0.80 5.38 12.24 4.33 5.06 3.96 143.16

Error rate of the left drive [%] 1.02 0.11 0.29 0.44 0.6 0.02 0.09 0.45 2.18
Ground B (Snow / Stone tile) Measured current amount of the right drive [mAh] 7.41 7.36 4.35 8.40 8.30 8.49 8.72 6.09 145.30
Estimated current amount of the right drive [mAh] 9.24 8.60 4.98 7.38 8.99 8.89 8.77 5.41 154.34

Error rate of the right drive [%] 1.26 0.86 0.44 0.7 0.48 0.27 0.04 0.46 6.22

Measured current amount of the left drive [mAh] 7.35 7.09 1.49 1.48 7.57 1.02 1.29 0.00 70.51

Estimated current amount of the left drive [mAh] 8.44 8.74 1.16 2.05 7.68 1.33 1.64 1.32 81.36

Error rate of the left drive [%] 1.54 2.34 0.47 0.81 0.16 0.45 0.49 1.87 154

Ground (Snow / Concrete) Measured current amount of the right drive [mAh] 7.31 7.45 5.11 8.29 8.41 8.33 8.74 6.42 148.61
Estimated current amount of the right drive [mAh] 7.93 8.26 5.40 8.07 9.00 8.90 9.53 5.96 155.80

Error rate of the right drive [%] 0.42 0.55 0.2 0.15 0.4 0.38 0.53 0.31 4.84

Measured current amount of the left drive [mAh] 6.86 7.51 2.15 1.50 6.75 0.86 1.30 0.01 68.64

Estimated current amount of the left drive [mAh] 7.77 8.81 2.03 2.02 6.71 1.17 1.73 1.31 79.26

Error rate of the left drive [%] 1.33 1.89 0.17 0.76 0.05 0.47 0.64 1.9 15.47
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Fig. 5. Control input for current estimation.

(e), which display the current consumption of the drive system
at Ground B, and Fig. 6 (c¢) and (f), which show the current
consumption at Ground C.

The evaluation method is as follows: The experiment was
evaluated in the global and local sections of each graph
(Fig. 6). The quantitative evaluation involved calculating and
comparing the current amount (mAh) in the global and local
sections. Specifically, for the global interval, the total amount
of current (mAh) was calculated from the beginning (0 s)
to the end (158 s) of the graph, and the error rate (%) was
determined by comparing the measured value (true value) with
the estimated value. To evaluate the local intervals, the amount
of current (mAh) was calculated for the interval highlighted
in light red (8 s) on the graph, and the error rate (%) for the
total amount of current was calculated from the error between
the measured (true) and estimated values. Local sections were
evaluated for eight sections from Sections 1 to 8, which are
highlighted in light red in the graphs. Table I lists the measured

(true) and estimated values and error rates for each graph’s
global and local sections.

First, the results in Fig. 6 show that the estimated current
consumption fluctuates in response to changes in the mobile
robot’s velocity and angular velocity, mirroring the fluctuations
in the drive system’s current consumption in both environ-
ments. Next, the evaluation of the global interval in Table I
confirmed that current consumption could be estimated with
an error of 3.15 % for the right drive system and 2.18 %
for the left drive system in Ground A. We also confirmed
that in a snowy environment, the amount of current could be
estimated with an error of 15 % or less, even for Grounds
B and C. We estimated the current with an error of 15 % or
less for all grounds because, using vibrations, we generated a
current consumption model that corresponded to the geology,
making it possible to estimate the current consumption with
high accuracy. This discussion is explained as follows: Fig. 7
shows the frequency analysis of the vibration (acceleration)
measured on each ground surface. Fig. 7 (a) and (d) show the
frequency analysis results on Ground A. The horizontal and
vertical axes represent frequency and amplitude, respectively.
The graph in Fig. 7 (d) is a zoomed-in view of the yellow-
highlighted section in Fig. 7 (a). The green line represents
the raw amplitude data, and the magenta line represents the
moving average of the amplitude. The magenta line represents
vibration data from the first run, and the black line represents
vibration data from the second run. The same was true for
the other graphs. Fig. 7 (b) and (e) show the results of the
frequency analysis for Ground B, and Fig. 7 (c¢) and (f) show
the results of the frequency analysis for Ground C.

The results in Fig. 7 confirmed that the frequency char-
acteristics and amplitude magnitude differed depending on
the ground type. Specifically, it was confirmed that Ground
A has a relatively small amplitude and fluctuation compared
to Ground B and Ground C. In addition, we confirmed that
local peaks appeared for Ground A in the frequency bands
of 7 Hz, 15 Hz, and 20 Hz. The amplitude of ground B was
moderate compared to those of Ground A and C, and local
peaks appeared in the frequency bands of 9 Hz and 16 Hz.
The amplitude at Ground C was relatively higher than that at
Ground A and B, with local peaks appearing in the frequency
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Fig. 6. Actual and estimated current consumption of the left and right motors.

bands of 9 Hz and 16 Hz. While local peaks were observed
in similar frequency bands for Ground B and Ground C, the
characteristics of these peaks differed. The 9 Hz local peak was
gentle in both rounds B and C. When comparing Grounds B
and C, it was concluded that Ground C had a larger amplitude.
In addition, it was confirmed that the 16 Hz local peak had
a sharp peak for Ground B and a gentle peak for Ground C.
In addition to the features described above, a neural network
can capture other features necessary for estimating the current
consumption of the drive system. We believe that we were able
to generate a current-consumption model corresponding to the
geological environment using vibrations. As a result, highly
accurate consumption current estimation is possible.

IV. CONCLUSIONS

This study aims to develop an end-to-end method for
estimating the current consumption of a mobile robot drive
system that considers geological conditions. We proposed
new methods for collecting interaction data and generating
current consumption models. In the interaction data collection
method, we proposed an approach that effectively considers
both internal and external factors affecting the drive system’s
current consumption and interactions by capturing physical
phenomena, such as vib